


provided you with some suggestions on how you could reduce the scope. Later that same day, you responded 

to the department's email and provided further information about your request, as well as suggested 

amendments for reducing the scope. 

On 25 June 2020, the department responded to you email of the previous day to advise that we would 

consider your suggested amendments and advise if further information was required or if your request could 

be continue to be processed. 

On 3 July 2020, the department contacted you and advised your request would continue to be processed on 

the basis of the information you gave in your email of 24 June 2020. The department also advised that your 

request was now understood to be for: 

All po/icy-making and administrative documents relating to the adoption and implementation of the 

Criminal Code Amendment (Sharing of Abhorrent Violent Material} Act 2019, or AVM act. In particular, 

documents related to the development and drafting of the bill as well as the period immediately after 

implementation, and any substantive agendas. This is limited to documents created from 15 March 

2019 to 31 April 2019, inclusive. 

This request excludes all emails (except those from representatives of Facebook and Google) 

In the email of 3 July 2020, the department also requested your agreement to extend the processing period 

for your request by 30 calendar days under section 15AA of the FOi Act. Later that same day, you responded 

by reply email and agreed to the requested extension of time. This made 7 August 2020 the due date for your 

request. 

On 7 July 2020, the department notified the Office of the Australian Information Commissioner of the 

section 15 extension agreement made on 3 July 2020. 

On 28 July 2020, the department contact you by email to advise that under section 15 of the FOi Act, the 

processing period for your request had been extended by 30 days to enable consultation with a third party 

under the FOi Act. 

A decision in relation to your request was due on 7 September 2020. Please accept my sincerest apologies for 

the delay in processing this request. 

My Decision 

I am an officer authorised under subsection 23(1) of the FOi Act to make decisions in relation to freedom of 

information requests made to the Attorney General's Department (the department). 

I have identified 34 documents that fall within the scope of your request. I did this by making inquiries of staff 

likely to be able to identify relevant documents and arranging for comprehensive searches of relevant 

departmental electronic and hard copy holdings. 

In making my decision regarding access to the relevant documents, I have taken the following material into 

account: 

� the terms of your request 

� the content of the documents identified as within scope of your request 

� the provisions of the FOi Act, 

� the Guidelines issued by the Australian Information Commissioner under section 93A of the FOi Act 

(the Guidelines), and 

� the views of third parties consulted by the Attorney General's Department under section 26A of the 

FOi Act. 

I have decided to: 

� grant access in full to 10 documents 

� grant access in part to 18 documents with deletion of material which may reasonably be regarded as 

irrelevant to your request under section 22(1) of the FOi Act and with exemption of other specified 

material under sections 33{a)(iii), 37{2)(b), 47((1), 47E(d) and 47F(1) of the FOi Act, and 

� refuse access to six documents under sections 34(1)(a), 34{1)(d), 42(1), 47((1) and 47E(d) of the FOi 

Act. 
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FOI Review rights  
 

Freedom of Information request FOI20/183 – Decision Letter Page 4 of 15 

  

Attachment A - FOI Review rights 

If you are dissatisfied with the decision of the Attorney-General’s Department (the department), you 
may apply for Information Commissioner review of the decision.  

 
Information Commissioner review 

Under section 54L of the FOI Act, you may apply to the Australian Information Commissioner to 
review my decision. An application for review by the Information Commissioner must be made in 
writing within 60 days of the date of the decision letter, and be lodged in one of the following ways: 

online:  https://forms.business.gov.au/smartforms/servlet/SmartForm.html?formCode=ICR_10 

email:  foidr@oaic.gov.au  

post: GPO Box 5218 Sydney NSW 2001 

More information about Information Commissioner review is available on the Office of the 
Australian Information Commissioner website. Go to https://www.oaic.gov.au/freedom-of-
information/reviews-and-complaints/information-commissioner-review/ 





Documen Date No. Description Access Decision Exemption/s Applied 

t no. page 

s 

8 28/03/201 1 Autumn 2019 - Statement of reasons - CCA Grant access in full N/A 

9 (Sharing of Abhorrent Violent Material) Bill 2019 

- as approved by the AG 29 March 2019

9 27/03/201 2 DRAFT - Abhorrent Violent Material - Statement Grant access in part Section 47C(1} - Deliberative processes 

9 of Compatibility 

10 28/03/201 3 DRAFT - Abhorrent Violent Material - Statement Grant access in part Section 47C(1} Deliberative processes 

9 of Compatibility 

11 29/03/201 6 DRAFT - Abhorrent Violent Material - Statement Grant access in part Section 47C(1} - Deliberative processes 

9 of Compatibility 

12 29/03/201 5 QTB - 11S - Social Media Meeting and New Grant access in part Section 22(1} Irrelevant material 

9 Abhorrent Violent Material Offences Section 47C(1} Deliberative processes 

Question Time Brief with background and talking 

points; has changes tracked. 

13 29/03/201 3 HTB - New Abhorrent Violent Materials Offences Grant access in part Section 22(1) Irrelevant material 

9 - AS reviewed Section 47E(d) Certain operations of agency 

Hot Topic Brief Approved for public consumption previously. 

14 29/03/201 7 Draft second reading speech Grant access in full N/A This document is substantially publically available 

9 at: 

httgs:LLgarlinfo.agh.gov.auLgarllnfoLsearchLdisglayLdis 

glay.w3g;guerv=ld%3A%22chamber%2Fhansardr%2F84 

457b57-5639-432a-b4df-68b704cb3563%2F0032%22. 

15 31/03/201 29 AVM Bill - Debate folder - Q & A Grant access in full N/A 

9 

16 2/04/2019 36 Draft Explanatory Memorandum - Criminal Code Grant access in part Section 47C(1) Deliberative processes 

Amendment (Sharing of Abhorrent Violent 

Material Bill 

17 1/04/2019 2 Input Brief for AGO - Abhorrent Violent Material Grant.access in part Section 47C(1) - Deliberative processes 

Bill 

18 2/04/2019 103 SUPERSEDED Compiled debate folder - pdf Grant access in part Section 22(1) Irrelevant material 

Section 47C(1) Deliberative processes 

Section 47E(d) Certain operations of agencies 

The 'Second Reading Speech' in this document is 

substantially publically available on the Australian 
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Documen Date No. Description 

t no. page 

s 

19 2/04/2019 1 RIS Webpost - AVM Bill With track changes 

I 

20 3/04/2019 36 AG APPROVED - Explanatory Memorandum - CCA 

(Sharing of Abhorrent Violent Material) Bill 2019 

- FINAL

21 3/04/2019 24 7. Bill - CCA (Sharing of Abhorrent Violent

Material) Bill 2019

22 10/04/201 3 Talking Points - Sharing of Abhorrent Violent 

9 Material Act 

23 16/04/201 9 Background for Atlassian meeting 17 April 2019 -

9 Sharing of Abhorrent Violent Material Act 

24 17/04/201 Abhorrent Violent Materials - Fact Sheet 

9 

25 26/04/201 2 Abhorrent Violent Material - Flow Chart 

9 

26 29/04/201 3 Abhorrent Violent Material - Meeting Briefing -

9 Facebook 3 May 2019 

27 29/04/201 3 Abhorrent Violent Material - AUSFTA Joint 

9 Committee Meeting - 29 April 2019 

Meeting brief. Has changes tracked. 

Schedule of documents - FOl20/083 

Access Decision 

Grant access in full 

Grant access in full 

Grant access in full 

Grant access in full 

Grant access in part 

Grant access in full 

Grant access in full 

Grant access in full 

Grant access in part 

Exemption/s Applied 

Parliament House website at: 

httgs:LLgarlinfo.agh.gov.auLgarllnfoLsearchLdisglayLdis 

glay.w3g;guect=ld%3A%22chamber%2Fhansardr%2F84 

457b57 5639 432a-b4df-68b704cb3563%2F0032%22. 

N/ A- This document is substantially publicly available 

at: httgs:LLris.gmc.gov.auL2019L04L05Lgrime-

minister%E2%80%99s-exemgtion-%E2%80%93-

criminal-code-amendment-sharing-abhorrent-violent-

material 

N/A - This document is publicly available at: 

httgs:LLwww.agh.gov.auLParliamentarv BusinessLBills 

LegislationLBills Search ResultsLResult?bld=s1201. 

N/ A This document is publicly available at: 

httgs:LLgarlinfo.agh.gov.auLgarllnfoLdownloadLlegislati 

onLbillsLs1201 asgassedLtoc gdfL1908121.gdf;fileTyge 

=agglication%2Fgdf 

N/A 

Section 22(1) Irrelevant material 

Section 37(2)(b) - Documents affecting enforcement of 

law and protection of public safety 

Section 47E(d) Certain operations of agency 

Section 47F(l) - Personal privacy 

N/ A- This document is substantially publicly available 

at: httgs:LLwww .ag.gov .a uLsitesL defa u ltLfi lesL2020-

03LAVM-Fact-Sheet.Qdf 

N/A 

N/A 

Section 33(a)(iii) - Documents affecting national 

security, defence or international relations 

Section 47F(l) Personal privacy 
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Documen Date No. Description Access Decision Exemption/s Applied 

t no. page 

s 

28 29/04/201 1 Abhorrent Violent Material - AUSFTA Joint Grant access in part Section 22(1) - Irrelevant material 

9 Committee Meeting - DFAT Brief - 29 April 2019 Section 47E(d) - Certain Operations of agencies 

29 19/04/201 4 MC19-003335 - Letter from MP enclosing Grant access in part Section 22(1) - Irrelevant material 

9 constituent letter. Section 47F(l) - Personal privacy 

(NB our reply was out of time) 

30 04/04/201 2 MC19-002915 - Enquiry from citizen; input re Act Grant access in part Section 22(1) - Irrelevant material 

9 Section 47F(l) - Personal privacy 

31 01/04/201 2 MC19-002858 (attachment) - Letter to AG from Refuse access Section 34(1)(a) - Cabinet documents 

9 Scott Morrison, incl granting RIS exemption 

32 03/04/201 1 MC19�002864 (attachment) - Letter to AG from Refuse access Section 34(1)(a) - Cabinet documents 

9 MP, incl policy authority 

33 05/04/201 2 MC19-002868 - Letter to AG from Dutton in Refuse access Section 34(1)(a) - Cabinet documents 

9 support 

34 29/03/201 12 MS19-000363 - Submission to AG re Bill and Refuse access Section 34(l)(a) - Cabinet documents 

9 attached letters Section 47C(l) - Deliberative processes 
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Section 33: Documents affecting national security, defence or international relations 

Section 33(a)(iii) of the FOi Act provides that a document is an exempt document if its disclosure 
would, or could reasonably be expected to, cause damage to iii. the international relations of the 
Commonwealth. 

I note that [5.28] of the FOi Guidelines provide that: 

'Damage' for the purposes of this exemption is not confined to loss or damage in monetary 

terms. The relevant damage may be intangible, such as inhibiting future negotiations 

between the Australian Government and a foreign government, or the future flow of 

confidential information from a foreign government or agency 

I consider that disclosure of this information, as set out at Attachment B, could reasonably be 
expected to cause damage to the Commonwealth's international relations. I note that the 
documents include records of discussions between the Australian Government and a foreign 
government, as well as views and opinions stemming from such communications. In my view, 
disclosure of this information could reasonably be expected to impede the flow of information 
between the Commonwealth and the relevant foreign government in the future, and restrict the 
ability of the Commonwealth to maintain good working relationships with the foreign government. 

Section 34: Cabinet documents 

Section 34(1) of the FOi Act states that a document is an exempt document if: 

(a) both of the following are satisfied:

(i) it has been submitted to the Cabinet for its consideration, or is or was proposed

by a Minister to be so submitted;

(ii) it was brought into existence for the dominant purpose of submission for

consideration by the Cabinet; or

(b) it is an official record of the Cabinet; or

(c) it was brought into existence for the dominant purpose of briefing a Minister on a

document to which paragraph (a) applies; or

(d) it is a draft of a document to which paragraph (a}, {b) or (c) applies.

I have decided to, variously, apply sections 34{1)(a) and 34{1)(d) to the documents for your request. 

Section 34(1)(a) 

I have had regard to the particular contents of the documents for your request, I am satisfied that 
the material in the relevant documents for your request, as set out at Attachment B, was submitted 
to the Cabinet for its consideration, or was proposed to be so submitted; and was brought into 
existence for the dominant purpose of submission for consideration by the Cabinet. 

I note that the Cabinet Handbook1 relevantly provides that the kind of issues normally requiring 
consideration by Cabinet are: 

};;, proposals relating to the delivery of the Government's priorities, 
};;- significant or controversial policy issues, and 
};;- proposals requiring significant new or amendments to legislation or regulations 

1 Department of the Prime Minister and Cabinet, Cabinet Handbook-13th edition. 2019, pp 16, 
<https://www.pmc.gov.au/sites/default/files/publications/cabinet-handbook-13th-edition_O.pdf> 
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I am satisfied that the documents to which I have decided to apply section 34(1)(a) relate to the kind 
of issues described above. I have therefore decided that this information is exempt under section 
34{1)(a) of the FOi Act. 

Section 34(1)(d) 

Having regard to the particular contents of document number seven for your request, as well as 
advice provided to me by officers with responsibility for matters to which the documents relate, I am 
satisfied that document number seven, as identified at Attachment B, is a draft to which sections 
34(1)(a), 34(1)(b) or 34(1)(c) applies. 

I note that the Cabinet Handbook provides that: 

The security of Cabinet documents is critical to maintaining the integrity of the Cabinet 

process as it upholds the convention of Cabinet confidentiality. It is essential that the 

confidentiality of Cabinet documents, including draft Cabinet documents, is maintained to 

enable full and frank discussions prior to the Cabinet making its decision. 2 

I have therefore decided that this information is exempt under section 34(1)(d) of the FOi Act. 

Section 37: Documents affecting enforcement of law and protection of public safety 

Section 37(2)(b) of the FOi act relevantly provides that a document is an exempt document if its 
disclosure would, or could reasonably be expected to, disclose lawful methods or procedures for 
preventing, detecting, investigating, or dealing with matters arising out of, breaches or evasions of 
the law the disclosure of which would, or would be reasonably likely to, prejudice the effectiveness 
of those methods or procedures. 

In applying this exemption, paragraph 5.109 of the guidelines provide that: 

Lawful methods and procedures' are not confined to criminal investigations and can, for 

example, extend to taxation investigations. The exemption focuses on an agency's methods 

and procedures for dealing with breaches of the law, where disclosure would, or could 

reasonably be expected to, adversely affect the effectiveness of those methods and 

procedures. 

Document 23 for your request, as identified at Attachment B, contains information relating to lawful 
methods or procedures used by Commonwealth Agencies and Departments for the enforcement of 
the law and, in particular, reporting breaches of the Criminal Code Amendment {Sharing of 

Abhorrent Violent Material) Act 2019 (the AVM Act). I am satisfied that the particular methods and 
procedures are not widely known or published and that they are likely only known by those with 
responsibility for the kinds of work to which the documents relate. I am also satisfied that disclosure 
of the methods or procedures would adversely affect their effectiveness, such that they would be 
required to be substantially changed to ensure their ongoing utility. Accordingly, I have decided that 
this information is exempt under section 37(2)(b) of the FOi Act. 

2 Department of the Prime Minister and Cabinet, Cabinet Handbook - 13th edition. 2019, pp 26, 
<https://www.pmc.gov.au/sites/default/files/publications/cabinet-handbook 13th edition_O.pdf> 
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Public Interest Conditional Exemptions 

An agency or minister can refuse access to a document or part of a document that is conditionally 
exempt from disclosure under Division 3 of Part IV of the FOi Act. The conditional exemptions which 
I have decided to apply to the relevant documents for your request are: 

>" section 47C (deliberative processes), 
>" section 47E (certain operations of agencies), and 
>" section 47F (personal privacy). 

Where a document is assessed as conditionally exempt, it is only exempt from disclosure if 
disclosure would, on balance, be contrary to the public interest. The public interest test is weighted 
in favour of giving access to documents so that the public interest in disclosure remains at the 
forefront of decision making. 

A single public interest test applies to each of the conditional exemptions. This public interest test 
includes certain factors that must be taken into account where relevant, and other factors which 
must not be taken into account. 

The FOi Guidelines issued by the OAIC state the public interest test is considered to be: 
>" something that is of serious concern or benefit to the public, not merely of individual 

interest 
>" not something of interest to the public, but in the interest of the public 
>" not a static concept, where it lies in a particular matter will often depend on a balancing of 

interests 
>" necessarily broad and non-specific, and 
>" related to matters of common concern or relevance to all members of the public, or a 

substantial section of the public. 

Brief information about each of the conditional exemptions applied when making a decision about 
disclosure of each of the documents to which you have requested access is set out below. Additional 
information about each of these conditional exemptions can be obtained from the Guidelines 
available at: https://www.oaic.gov.au/freedom-of-information/foi-guidelines/part-6�conditional
exemptions. 
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Section 47C: Public interest conditional exemption-deliberative processes 

Section 47((1) of the FOi Act relevantly provides that a document is conditionally exempt if its 
disclosure under this Act would disclose matter (deliberative matter) in the nature of, or relating to, 
opinion, advice or recommendation obtained, prepared or recorded, or consultation or deliberation 
that has taken place, in the course of, or for the purposes of, the deliberative processes involved in 
the functions of an agency. 

In applying this exemption, [6.55] of the FOi Guidelines provide that: 

The deliberative processes exemption differs from other conditional exemptions in that no 

type of harm is required to resi.Jlt from disclosure. The only consideration is whether the 

document includes content of a specific type, namely deliberative matter. 

I am satisfied that documents for your request, �s identified at Attachment B, contain information 
which is not purely factual and contain deliberative matter within the meaning of section 47((1), 
being in the nature of and relating to: 

»- opinion, advice and recommendations, 
»- interim decisions or deliberations, and 
»- a collection of facts or opinions, including the pattern of facts or opinions considered. 

The deliberative matter described above relates to the department's development of the AVM Act, 
and the policy associated with the development of that legislation. The documents also relate to the 
giving of advice and recommendations, using the best available evidence, to the Attorney-General in 
his role as First Law Officer. I have decided that this information is conditionally exempt under 
section 47((1) of the FOi Act. I have turned my mind to whether disclosure of the information would 
be contrary to the public interest and I have included my reasoning in this regard below. 

Section 47E: Public interest conditional exemption-certain operations of agencies 

Section 47E(d) of the FOi Act relevantly provides that a document is conditionally exempt if its 
disclosure would, or could reasonably be expected to, have a substantial adverse effect on the 
proper and efficient conduct of the operations of an agency. 

In applying this exemption and determining whether disclosure would have a substantial adverse 
effect, the Guidelines provide at paragraph 6.132 that '[t]he predicted effect must bear on the 

agency's 'proper and efficient' operations, that is, the agency is undertaking its expected activities in 

an expected manner.' 

Information in the documents marked 's 47E(d)' consists of telephone numbers and email addresses 
used by the department and other Commonwealth agencies and departments for internal and 
operational reasons. I consider that disclosure of this information would likely result in various 
communications and inquiries being made to the relevant telephone numbers and email addresses, 
although the officers allocated those contact numbers and email addresses are not resourced to 
manage that work. I note that the department and the other Commonwealth agencies and 
departments concerned have established channels of communication through which members of 
the community and the media may submit enquiries and feedback. 

For the reasons set out above, I am satisfied that the material I have refused access to under section 
47E(d) is conditionally exempt under section 47E(d) of the FOi Act. I have turned my mind to 
whether disclosure of the information would be contrary to the public interest and have included my 
reasoning in this regard below. 

Section 47F: Public interest conditional exemption-personal privacy 

Section 47F(l) of the FOi Act provides that a document is conditionally exempt if its disclosure would 
involve the unreasonable disclosure of personal information about any person (including a deceased 
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person). For the purposes of the FOi Act, personal information is defined as: information or an 

opinion about an identified individual, or an individual who is reasonably identifiable whether the 

information or opinion is true or not; and whether the information or opinion is recorded in a 

material form or not. 

I have identified the following personal information relating to private individuals in the relevant 

documents for your request: 

);.>- names, and 

);.>- contact information, including postal and email addresses and telephone information. 

In deciding whether to conditionally exempt the personal information described above, I have had 

regard to the following factors set out in section 47F(2) of the FOi Act: 

);.>- the extent to which the information is well known, 

);.>- whether the people to whom the information relates are known to be (or to have been) 

associated with the matters dealt with in the document, 

);.>- the availability of the information from publicly accessible sources, and 

);.>- any other matters that the agency considers relevant. 

My reasons for applying the section 47F(1) exemption to the categories of personal information 

described above are set out below. 

In my view the relevant personal information is not well known, nor are the persons concerned 

known to be (or to have been) associated with the particular matters dealt with in the documents. 

The information was provided confidentially and is known only to the persons whose information 

appears in the documents and departmental officers with responsibility for the matters concerned. I 

note that one individual consulted by the department in processing this request has objected to 

disclosure of their personal information, and I consider it likely that the other individuals concerned 

would also object to disclosure. Noting that the FOi Act does not control or restrict any subsequent 

use or dissemination of information disclosed, I consider that disclosure could reasonably be 

expected to cause distress to some of the individuals concerned. 

For the reasons set out above, I have decided to exempt the personal information under section 

47F(1) of the FOi Act. I have turned my mind to whether disclosure of the information would be 

contrary to the public interest, and have included my reasoning in this regard below. 
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Section 11A{5): Public interest test 

Under the FOi Act, access to conditionally exempt material must generally be given unless doing so 
would be contrary to the public interest. 

Access to a conditionally exempt document must generally be given unless doing so would be 
contrary to the public interest, which is defined above. 

In deciding whether to disclose conditionally exempt material, I have considered the factors 
favouring access set out in section 118(3) of the FOi Act. I have not taken into account the irrelevant 
factors listed under section 118(4) of the FOi Act. 

Of the factors favouring disclosure, I consider that release of the conditionally exempt material 
identified for your request would: 

� promote the objects of the FOi Act, including by: 

informing the community of the Government's operations, 

revealing the reason for a government decision, 

enhancing the scrutiny of government decision making, and 
� advance the public interest in government transparency and integrity, and 

The FOi Act does not list any specific factors weighing against disclosure. However, I have considered 
the non-exhaustive list of factors against disclosure in the FOi Guidelines as well as the particular 
circumstances relevant to the conditionally exempt material. 

I consider the release of the conditionally exempt material could, as the case may be, reasonably be 
expected to: 

� prejudice the ability of the department to deliberate on and provide frank and candid advice 
regarding the development of legislation and policy, 

� prejudice the department's ability to undertake its functions and, in particular, the drafting 
of legislation and policy, in the manner expected. 

� prejudice the ability of other Commonwealth agencies to collect information for the purpose 
of reporting breaches of the AVM Act in the manner expected, and 

� prejudice the protection of an individual's right to privacy. 

On balance, I consider that the factors against disclosure outweigh the factors favouring access and 
that access to the conditionally exempt material identified for your request would be contrary to the 
public interest. 
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SeBSiti.¥e Legal 

Depa1tment of the Prime Minister and Cabinet 

LEGISLATION OVERVIEW 

To be completed by Legislation Liaison Officers fo1· all draft bills and amendments, and snbmitted 
to the Legislation Section on 22 March 2019. 

AUTUMN WEEK THREE - 2 to 4 April 2019 

LEGISLATION DETAILS 

Depa11ment: AGD 

Title: Criminal Code Amendment (Sharing of Abhon·ent Violent Material) Bill 

Is this title correct? 0 

If no, please indicate changes above. 

Short TI1e Bill will introduce new offences to I!revent the dissemination of abhorrent violent 

desctiption: materials which d!:J2ict acts of violence that ~ 1]2etrators or their associates have 
recorded. The offences will a:iml::r: to: 

• intemet content 12roviders that do not act res12Qnsively to remove users' access 
to abholl'ent violent material 

• individuals who 12ublish or share abhorrent violent material online. and 

• individuals who J2QSSess abholl'ent violent material with the intention of 

• 
12ublishing or sharing the material online. 
Please ~rn·,iele a shaft el!!§~A~~~QJ 

Is this sho1t description accm·ate? Yes/No 
If no, please indicate changes above. Please note that this short description will be provided 
to the Prime Minister's Office prior to the introduction of the legislation. 

Timing TI1e Bill should be introduced and I!assed durin2 the Aununn 2019 sittini ~ riod. 
Considerations: 

Indicate any critical dates, with reasons, by which measures contained in the bill must be 
passed, or any factors which should be known to the PLO for the purpose of programming 
bills for debate including the consequences if the date for passage is not met. 

Financial TI1e Bill will not have an;r: fmancial ii!llllications. 
Implications: 

Indicate the total financial impact of the legislation as set out in the 
explanatory/supplementary explanatory memorandum. 

Intro Chamber: !Housel / Senate 

DEADLINES FOR WEEK THREE 
[please advise Legislation Section if the following deadlines cannot be met] 

Lodgement: 11am on Wednesday, 27 March 2019 
Lodgement@)?lnc.gov.au 

Legislation B1ief for PMO: 

[Legislation Circular No. 3 o/2017 refers] 
[Not required for Government amendments] 

Ministerial clearance: 

Provided to PMO (via Miuiste1·'s office) and to PM&C 
Legislation Section by ll22!! Wednesday, 27 March 2019 

11am on F1iday, 29 March 2019 

SeBSiti.¥e Legal 

Attorney-General's Department documents released under FOi 20/083 

Commented [AGDl): 8 22(1)\ - I assume It sthe House, but 

I 
noting the limited Senate days availabie:_ I can flag withs22(1) 

that we are still awaiting AGO views on this. 
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SeBSiti.¥e Legal 

MINISTERS 

Responsible Minister for clearance: The Hon Christian Porter MP Attom~-General 

This should be the Minister as shown on EM/Supplementary EM 

Sponsoring Minister (House): The Hon Christian Porter MP Attome:,:-General 

Sponsoring Minister (Senate): Senator the Hon Michaelia Cash. Minister for Small and 
Family Business. Skills and Vocational Education 

Minister (for Joint Party Room): The Hon Christian Porter MP. Attorney-General 

Please ensure that the Minister's Office is aware of the need for 
the Minister to attend, and to an-angefor consideration by the 
relevant Backbench Committee prior to the Joint Party meeting. 

POLICY APPROVAL / MINISTERIAL CLEARANCE 

AJ:e all policy approvals in place? Yes !No' 
If a request for policy approval is still outstanding, when will this be sought? 

TI1e aimroval of the Prime Minister to the meastu-es contained in the Bill will be sought as soon as 
possible in the week commencing 25 March 2019. 

Please provide Legislation Section with an advance copy of your Minister's letter to the Prime Minister as soon as 
possible. 

Does any pru.t of the bill/amendment 1-equire the agreement of another Minister? Y~ / No 
Please specify. 

TI1e Minister for Home Affairs will have I!olicy resI?Qnsibili!;:i: for the new offences. which will be 
contained in Pru.t 10.6 of the Criminal Code. TI1e aI!I!roval of the Minister for Home Affairs will be souiht 
as soon as possible in the week conunencing 25 March 2019. 

Does the bill/ru.nendment contain ru.nendments to ru.1other Minister's legislation? Yes / Nd 

Please specify. 

REGULATION IMPACT STATEMENT STATEMENT OF REASONS 

jwill a Regulation Impact Statement need to be For catego1y T bills only - please provide a 
included in the Explanato1y Memoranchun? Statement of Reasons. 

First Contact Nan1e 

s 22(1) 

Yes / No Yes / No 

If no, please indicate changes on attached document.I 

DEPARTMENTAL CONTACTS 

Telephone: 

22(1) 

SeBSiti.¥e Legal 

(mobile) 

(bh) 

(ah) 

Attorney-General's Department documents released under FOi 20/083 
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Department of the Prime Minister and Cabinet 

LEGISLATION OVERVIEW 

To be completed by Le2islation Liaison Officers for all draft bills and amendments, and submitted 
to the Legislation Section on 22 March 2019. 

AUTUMN WEEK THREE - 2 to 4 April 2019 

LEGISLATION DETAILS 

Department: AGD 

Title: Criminal Code Amendment (Sharing of Abhon ent Violent Material) Bill 

Is this title con ect? ¥e5,£No 
Ifno, please indicate changes above. 

Short The Bill will introduce new offences to 12revent the dissemination of abh01Tent violent 

description: materials which de12ict acts of violence that 12e112etrators or their associates have 
recorded. The offences will a1212ly to: 

• internet content 12roviders that do not act res12onsively to remove users' access 
to abhonent violent material 

• individuals who 12ublish or share abh01Tent violent material online1 and 

• individuals who 12ossess abho1Tent violent material with the intention of 
12ublishing or sharing the material online. 

• Please pro11iae a sao1i Eleserij3tion 

Is this short description accurate? YeslNe 
If no, please indicate changes above. Please note that this short description will be provided 
to the Prime Minister's Office prior to the introduction of the legislation. 

Timing The Bill should be introduced and 12assed during the Autumn 2019 sitting 12eriod. 
Considerations: 

Indicate any critical dates, with reasons, by which measures contained in the bill must be 
passed. or any factors which should be known to the PLO for the purpose of programming 
bills for debate including the consequences if the date for passage is not met. 

Financial The Bill will not have any financial im12lications. 
Implications: 

Indicate the total financial impact of the legislation as set out in the 
explanatory/supplementary explanatory memorandum. 

Intro Chamber: lle11se ~ ~eeaie:!!!£ 

DEADLINES FOR WEEK THREE 
[please advise Legislation Section if the following deadlines cannot be met] 

Lodgement: 11am on Wednesday, 27 March 2019 
Lodgement@12mc.gov .au 

Legislation Brief for PMO: Provided to PMO (via Minister's office) and to PM&C 

[Legislation Circular No. 3 of 2017 refers} Legislation Section by !!Q.Q!!. Wednesday, 27 March 2019 
[Not required for Government amendments} 

Ministerial clearance: 11am on Friday, 29 March 2019 
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MINISTERS 

Responsible Minister for clearance: The Hon Christian Poiter MP. Attorney-General 
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Family Business2 Skills and Vocational Education 
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POLICY APPROVAL / MINISTERIAL CLEARANCE 

Are all policy approvals in place? ¥e€r-/ No 

If a request for policy approval is still outstanding, when will this be sought? 

The am2roval of the Prime Minister to the measures contained in the Bill will be sought as soon as 
possible in the week commencing 25 March 2019. 

Please provide Legislation Section with an advance copy of your Minister 's letter to the Prime Minister as soon as 
possible. 

Does any paii of the bill/amendment require the agreement of another Minister? Yes/~ 

Please specify. 

The Minister for Home Affairs will have policy responsibili!:y for the new offences. which will be 
contained in Pait 10.6 of the Criminal Code. The a1mroval of the Minister for Home Affairs will be sought 
as soon as possible in the week commencing 25 March 2019. 

Does the bill/amendment contain amendments to an other Minister's legislation? ¥e€r-/ No 

Please specify. 
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DEPARTMENTAL CONTACTS 

First Contact Name Telephone: (mobile) 
s 22(1) (bh) 572(1) 

I 
(ah) 

8ensiti¥e Le~ftl 
Attorney-General's Department documents released under FOi 20/083 



Sensitive Legal 

Sensitive Legal 

Alternate Contact Name Telephone: (mobile)
(bh)
(ah)

 
Legislation Section Contact:
 

Document 3 - Page 4 of 4

s 22(1)

s 22(1)

s 22(1)

Attorney-General's Department documents released under FOI 20/083



2016-2017-2018-2019 

THE PARLIAMENT OF THE COMMONWEALTH OF AUSTRALIA

SENATE

CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

EXPLANATORY MEMORANDUM

(Circulated by authority of the Attorney-General,
the Honourable Christian Porter MP)
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Abbreviations used in the Explanatory Memorandum

AFP The Australian Federal Police

The Bill Criminal Code Amendment Sharing of Abhorrent Violent 
Material) Bill 2019

Criminal Code Schedule to the Criminal Code Act 1995 

eSafety Commissioner The statutory position created by Part 7 of the Enhancing 
Online Safety Act 2015

The Guide The Guide to framing Commonwealth offences, infringement 
notices and enforcement powers, September 2011 edition
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

GENERAL OUTLINE

1. The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for 
live streaming and other video sharing platforms to be abused by extremist 
perpetrators to amplify their messages in the immediate aftermath of these incidents. 
In that case, the perpetrator streamed the attack in real-time. The video was then 
widely re-shared across a number of social media platforms.

2. The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019
(Bill) will address significant gaps in Australia’s current criminal laws by ensuring 
that persons who are internet service providers, or who provide content or hosting 
services, take timely action in relation to abhorrent violent material that can be 
accessed using their services. This will ensure that online platforms cannot be 
exploited and weaponised by perpetrators of violence. 

3. This Bill will make amendments to the Criminal Code Act 1995 to introduce new 
offences to ensure that internet, hosting or content services are proactively referring 
abhorrent violent material to law enforcement, and that hosting and content services 
are expeditiously removing abhorrent violent material that is capable of being 
accessed within Australia.

4. To achieve this, the Bill would place obligations on:

internet service providers, hosting service providers and content service 
providers to refer the details of abhorrent violent material that records or 
streams abhorrent violent conduct that has occurred, or is occurring, in 
Australia to the Australian Federal Police within a reasonable time of 
becoming aware of the existence of the material, and

hosting service providers and content services providers to expeditiously 
remove from, or cease hosting on, their services abhorrent violent material 
that is reasonably capable of being accessed within Australia.

5. Abhorrent violent material is audio, visual, or audio-visual material that is recorded or 
streamed by the perpetrator(s) or their accomplices. Furthermore, it must be material
that reasonable persons would regard as being offensive, and is recorded or streamed 
in the course of: 

engaging in a terrorist act (involving serious physical harm or death, and 
otherwise within the meaning of section 100.1 of the Criminal Code),  

the murder of another person, 

the attempted murder of another person, 

the torture of another person,  

the rape of another person, or 

the kidnapping involving violence of another person.
6. The Bill would provide a new power to the eSafety Commissioner to issue a written 

notice to a provider of a content service or hosting service notifying them that 
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abhorrent violent material can be accessed by or is hosted on their service. The effect 
of this notice, in relation to the offence for failure to remove or cease hosting, is to: 

put the provider on notice that their service is being used to accessspecified 
material 

put the provider on notice that the specified material that can be accessed on 
their service is abhorrent violent material

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material could be accessed 
from the provider’s service, and

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material that could be 
accessed on their service was abhorrent violent material.   

Financial Impact Statement

7.  The Bill is unlikely to have a significant impact on consolidated revenue. 

Regulation Impact Statement

8. The Prime Minister has granted an exemption from the need to complete a Regulatory 
Impact Statement. 
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STATEMENT OF COMPATIBILITY WITH HUMAN RIGHTS

Prepared in accordance with Part 3 of the Human Rights (Parliamentary Scrutiny) Act 2011

1. This Bill is compatible with the human rights and freedoms recognised or declared in 
the international instruments listed in section 3 of the Human Rights (Parliamentary 
Scrutiny) Act 2011. 

Overview of the Bill

2. The objective of the Bill is to address significant gaps in Australia’s current criminal 
laws by ensuring that persons who are internet service providers, or who provide 
content or hosting services, take timely action to remove or cease hosting abhorrent 
violent material when it can be accessed using their services.  

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 
1995 (Criminal Code) that will apply to persons that provide internet, hosting or 
content services who fail to refer details of abhorrent violent material that records or 
streams conduct that has occurred, or is occurring, in Australia to the AFP within a 
reasonable time after becoming aware of the existence of the material. The Bill will 
also introduce new offences that will apply to persons who provide content or hosting 
services who fail to remove from, or cease hosting, on their services abhorrent violent 
material that is capable of being accessed within Australia.

4. Under the Bill, the eSafety Commissioner will have the power to issue a notice to a
content service provider or hosting service stating that at the time of the notice the 
abhorrent violent material could be accessed using, or was hosted, on the person’s 
service.

Human rights implications

5. This Bill engages the following rights:

the right to procedural guarantees in article 14 of the International Covenant 
on Civil and Political Rights [1976] ATS 5 (ICCPR) 

the right to freedom from interference in privacy and correspondence in article 
17 of the ICCPR

the right to freedom of expression in article 19(2) of the ICCPR, 

the right to freedom from propaganda, discrimination and hatred in article 20 
of the ICCPR, and 

the right of the child to be protected from all forms of physical and mental 
violence including sexual abuse in articles 19 and 34 of the Convention on the 
Rights of the Child [1991] ATS 4 (CRC). 

Schedule 1—Sharing of abhorrent violent material
6. The primary objectives of Schedule 1 to this Bill are to ensure that:

persons who are internet service providers, or who provide hosting or content 
services are reporting abhorrent violent material that records or streams 
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abhorrent violent conduct that has occurred or is occurring in Australia to the 
Australian Federal Police (AFP), and

persons who provide content services or hosting services are acting 
expeditiously to remove from or cease hosting abhorrent violent material on
their services.

7. Schedule 1 will introduce new offences that will apply to persons who provide 
internet, hosting or content services who fail to refer details of abhorrent violent 
material that records or streams conduct that has occurred, or is occurring, in 
Australia to the AFP within a reasonable time after becoming aware of the existence 
of the material. A maximum penalty of 800 penalty units will attach to these offences. 
These offences will apply to hosting services and content services irrespective of 
whether the person provides these services within or outside of Australia. A defence 
to these offences is that if there are reasonable grounds to believe the AFP is already 
aware of the details of the material, the obligation to refer those details will not apply.
A defendant would bear the evidential burden to establish this belief.  

8. Schedule 1 will also introduce new offences that will apply to persons that provide 
content or hosting services who fail to remove or cease hosting abhorrent violent 
material that is capable of being accessed within Australia. A maximum penalty of 3 
years imprisonment or 10,000 penalty units, or both, will attach to these offences 
where an individual is found guilty. Where a body corporate is found guilty, the 
maximum penalty that will apply will be the greater of 50,000 penalty units or 10% of 
the annual turnover of the body corporate.  Defences to these offences will be 
available in respect of abhorrent violent material that is related to assisting law 
enforcement, reporting of news and current affairs, public policy advocacy, good faith 
artistic work, research purposes, court or tribunal proceedings, and the performance 
by public officials of their duties (and individuals assisting these officials in their 
duties).  These offences will not apply to internet service providers or providers of 
relevant electronic services such as chat and instant messaging services.  

The right to procedural guarantees in article 14 of the ICCPR  

9. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to 
all persons, including procedural guarantees, the universality of the rule of law and 
the presumption of innocence. The United Nations Human Rights Committee has 
stated that ‘article 14 of the Covenant aims at ensuring the proper administration of 
justice and to this end guarantees a series of specific rights’. The engaged right is 
provided for in paragraph 2 of article 14. It states that ‘everyone charged with a 
criminal offence shall have the right to be presumed innocent until proved guilty 
according to law’.  

10. This right is engaged by sections @474.35 and @474.36 of the Bill, which set out the 
eSafety Commissioner notice regime and have the effect of placing an evidential 
burden on defendants in limited circumstances in respect of proving the offences 
under section @474.34. These sections provide that, in prosecutions where the 
defendant is accused of an offence under subsections @474.34(1) or (5), and the 
eSafety Commissioner has issued a written notice under subsections @474.35(1) or 
@474.36(1), it must be presumed that the person was reckless as to whether the
specified material could be accessed using, or was hosted on, their service at the time 
the notice was issued. To overcome this presumption, the defendant must adduce or 
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point to evidence that suggests a reasonable possibility that the person was not 
reckless as to this matter. 

11. Article 14 is not an absolute right, it is subject to permissible measures that restrict 
rights provided they are prescribed by law and are reasonable, necessary and 
proportionate means for pursuit of a legitimate objective. While section @474.35 and 
@474.36 would engage the rights afforded by article 14 of the ICCPR, the sections 
would do so in a manner that is tailored to achieving a legitimate goal. The Bill’s 
objective is to reduce the impact and reach of abhorrent violent material sought by 
perpetrators who intend to spread their violent and extreme propaganda. Abhorrent 
violent material produced by perpetrators and their accomplices has objectionable 
value as it often constitutes propaganda or recruitment material for further criminal 
activity, prejudices the dignity of the victims and has the potential to cause harm and 
distress to vulnerable sections of the community.

12. The offences included in the Bill are appropriately connected to the Bill’s objective 
because reasonably limiting the rights provided by article 14 allows for the offences 
to operate as deterrents to content service and hosting service providers who fail to 
act in relation to abhorrent violent material.  

13. The eSafety Commissioner notice regime not only operates to put content and hosting 
services on notice as to the existence of the abhorrent violent material that can be 
accessed using their platform but also reverses the evidential burden in respect of two 
elements of the offences. This has the effect of incentivising providers to comply with 
their obligations under the new offences.   

14. As is the case in the Bill, the evidential burden is often reversed in circumstances 
where information pertaining to a defence is:

peculiarly within the knowledge of the defendant, and 

it would be significantly more difficult and costly for the prosecution to 
disprove than for the defendant to establish the matter.

15. Where a notice has been issued under @474.35 or @474.36, information that would 
prove the mental state of a person in relation to: 

the accessibility of material using or hosting of material on a service, and

that the material was abhorrent violent material

satisfies the above circumstances to justify a reversal in evidential burden. These are 
reasonably limited and proportionate presumptions. 

16. Additionally, the presumptions are not sufficient to prove an offence under section 
@474.34. A further element of that offence, that the person does not ensure the 
expeditious removal of the material, or expeditiously cease hosting the material,
would also need to be proved by the prosecution. 

The right to freedom from interference in privacy and correspondence in article 17 of 
the ICCPR 

17. Article 17 of the ICCPR establishes the right to freedom from interference and 
correspondence in that ‘no one shall be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence’. The remit of this right is 
established in greater detail by General Comment No. 16 of the Human Rights 
Committee. It states that such protections ‘are required to be guaranteed against all 
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such interferences and attacks whether they emanate from State authorities or from
natural or legal persons’.

18. The offences under section @474.34 will deter content service and hosting service
providers from failing to take action in relation to abhorrent violent material that can 
be accessed using, or is hosted on, their services. These offences criminalise failure to 
expeditiously remove or cease hosting abhorrent violent material from their services. 
This regime would indirectly limit the nature and volume of content that end-users 
are able to access and share with each other. This is because content service hosts and 
content service providers that provide or host content would become more proactive 
in ensuring they expeditiously remove or ceasing hosting abhorrent violent material.  
This would engage the rights provided by article 17 because it may affect the nature 
and feasibility of correspondence between Australian citizens, albeit only for a 
narrow and specific type of objectionable material. 

19. The Bill’s objective is to reduce the impact and reach of abhorrent violent material 
sought by perpetrators who intend to spread their violent and extreme propaganda. 
The audio and visual content produced by perpetrators has objectionable value as it
often constitutes propaganda or recruitment material for further criminal activity, 
prejudices the dignity the victims and has the potential to cause harm and distress to 
vulnerable sections of the community. The Bill’s engagement with article 17 is a
necessary consequence of the pursuit of this objective. 

20. In order to limit the reach of objectionable material, correspondence between 
individuals must, by definition, be limited to exclude the material in question. By 
targeting only the conduct of hosting service providers and content service providers 
instead of the conduct of end-users, the Bill would indirectly limit the correspondence 
of private citizens as a proportionate and necessary consequence of pursuing its 
primary objective. 

21. It is also reasonable to argue that readily sharing objectionable material is not the type 
of correspondence article 17 aims to protect. In its preamble, the ICCPR states that 
‘the individual [has] duties to other individuals and to the community to which he 
belongs’ and that ‘freedom from fear and want can only be achieved if conditions are 
created whereby everyone may enjoy his civil and political rights’. The unchecked 
proliferation of abhorrent violent material, which would include terrorist attack 
propaganda and audio and visual content depicting objectionable acts, is incompatible 
with the goals of the ICCPR and all other international human rights instruments. 

22. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is 
further supported by the general comments of the Human Rights Committee. 
Paragraph 3 of General Comment No. 16 states that the ‘term ‘unlawful’ means that 
no interference can take place except in cases envisaged by the law. Interference 
authorised by States can only take place on the basis of law, which itself must comply 
with the provisions, aims and objectives of the Covenant.’ In this case, the laws 
proposed by the Bill are compatible with the tenets laid out by the preamble of the 
ICCPR. Again, limiting the reach of objectionable material promotes the objectives of 
‘freedom from fear’ and fosters conditions ‘whereby everyone may enjoy his civil 
and political rights’. The rational connection between the limitation imposed by the 
Bill and its objective is established in the pursuit of the ICCPR’s overarching goals. 

23. Following the logic of the general comments from the Human Rights Committee and 
considering the nature of the content, it is reasonable to conclude that indirectly 
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restricting access to objectionable material is a reasonable, necessary and 
proportionate means to achieving a legitimate objective reducing the impact and 
reach of abhorrent violent material sought by perpetrators who intend to spread their 
violent and extreme propaganda. 

The right to freedom of expression in Article 19 of the ICCPR

24. Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) 
of the ICCPR recognises the right to receive and impart information and ideas 
through any medium, including written and oral communication, the media, 
broadcasting and commercial advertising.  

25. The right to freedom of expression is not an absolute right. Article 19(3) stipulates 
that this right may be restricted by law if necessary: 

for the respect of the rights or reputations of others, or 

for the protection of national security or of public order, or of public health or 
morals.

26. New section @474.34 introduces an offence that would apply to hosting or content 
services that fail to expeditiously remove or cease hosting abhorrent violent material 
from their services. This will have the indirect effect of limiting individuals’ ability to 
share and disseminate abhorrent violent material on these services.

27. Terrorism threatens Australia’s national security and the rights and freedoms of 
Australians. It is essential that our laws evolve to reflect the current threat posed by 
terrorism. The attack in Christchurch of 15 March 2019 demonstrates that content 
services and hosting services can be used and are being used to publish material that 
records or streams terrorist attacks and may be used to spread other abhorrent violent 
material. The audio and visual content produced by perpetrators often constitutes 
propaganda or recruitment material for further criminal activity, prejudices the 
dignity the victims and has the potential to cause harm and distress to vulnerable 
sections of the community. The sharing and dissemination of such material increases 
the potential for harm to Australians and our national security. 

28. Regulating the public’s access to abhorrent violent material through section @474.34 
is a legitimate and necessary measure to protect the safety of Australians. Requiring 
content services and hosting services to remove or cease hosting this material is likely 
to achieve this objective because it inhibits platforms from providing access to and
hosting this material.

29. Indirectly limiting how private citizens may express their opinions is a proportionate 
and necessary consequence of pursuing the objective of this Bill. The offences do not 
criminalise an individual’s expression; they simply limit the individual’s access to 
platforms on which this expression may take place. Sharing abhorrent violent material 
can have a negative impact on well-being and could incite further violence. These 
measures are proportionate to the risk from abhorrent violent material. It is necessary 
to limit individuals’ access to the materials to prevent the material from inciting 
further criminal offences, and to prevent harm to vulnerable people who access or 
inadvertently access the abhorrent violent material.  

30. Further, these offences are entirely consistent with Article 19(3), which stipulates that 
the right to freedom of expression established by Article 19(2) may be restricted for 
the protection of national security, public order or public health or morals. 
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Disseminating abhorrent material on content services and internet host services may 
threaten national security by serving as propaganda or recruitment material for further 
criminal activity, prejudice the dignity of the victims and has the potential to cause 
harm and distress to vulnerable sections of the community. The ability to readily 
share objectionable material is not a desirable outcome of a robust freedom of 
expression right. Requiring content services and hosting services to remove abhorrent 
violent material is consistent with the special responsibilities attached to article 19.  

31. The Bill is proportionate and not arbitrary because it applies a defence in respect of 
abhorrent violent material, contained in section @474.37. Section @474.37 would not 
prohibit the sharing of abhorrent violent material or the freedom of expression in all 
circumstances, instead it would limit how this expression is disseminated. The 
offences under section @474.34 would not apply if access to abhorrent violent 
material is necessary to:

enforce the law 

investigate or monitor compliance with the law

conduct proceedings in a court or tribunal

conduct scientific, medical, academic or historical research

report on news and current affairs in the public interest

assist public officials in exercising their duties

advocate for changes to laws, or 

develop, perform, exhibit or distribute, in good faith, artistic work.
32. These defences mean that the new offences in section @474.34 would have a direct 

correlation with the objective of limiting the sharing of abhorrent violent material. 
The offences are not overreaching and will not catch instances where abhorrent 
violent material is accessible for a legitimate purpose.

The right to freedom from propaganda, discrimination and hatred in article 20 of the 
ICCPR 

33. Article 20 of the ICCPR provides that ‘any propaganda for war’ and ‘any advocacy of 
national, racial or religious hatred that constitutes incitement to discrimination, 
hostility or violence shall be prohibited by law’.  

34. The objective of the Bill advances the rights contained in article 20. By limiting the 
availability of abhorrent violent material that may be used to promote or glorify 
discrimination, hatred and organised violence, the Bill espouses the inclusive and safe 
environment article 20 hopes to foster. 

35. The events in Christchurch that precipitated the drafting of this Bill mirror the 
examples of hatred and incitement given by paragraph 2 of article 20. Restricting 
access to the audio and visual content produced by perpetrators of such events 
diminishes the potential for a perpetrator to advocate for further attacks and protects 
the targeted groups from discrimination, hostility and violence. 

36. In adhering to article 20, the Bill also supports freedom of speech guarantees under 
article 19. General Comment No. 11 by the Human Rights Committee states that the 
prohibitions required by article 20 are ‘fully compatible with the right of freedom of 
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expression as contained in article 19, the exercise of which carries with it special 
duties and responsibilities’. Protecting vulnerable sections of the community from the 
damage of abhorrent violent material would constitute one of those special duties and 
responsibilities.     

Schedule 2—Obligation of internet service providers and internet content hosts
37. The primary objective of Schedule 2 is to ensure that sufficiently high penalties are 

operating to deter internet services providers and internet content hosts from failing to 
refer details of child pornography material and child abuse material to the Australian 
Federal Police. 

38. Schedule 2 contains an amendment to section 474.25 of the Criminal Code it which 
would increase the maximum penalty that can be imposed for breach of this section 
from 100 penalty units to 800 penalty units. 

Right of the child to be protected from sexual abuse in articles 19 and 34 of the CRC
39. Article 19 of the CRC provides that: 

States Parties shall take all appropriate legislative … measures to protect the child 
from all forms of physical or mental violence, injury or abuse, … including sexual 
abuse, while in the care of parent(s), legal guardian(s) or any other person who has 
care of the child.

40. Article 34 similarly provides that “State Parties undertake to protect the child from all 
forms of sexual exploitation and sexual abuse”, including taking all appropriate 
measures to prevent “the exploitative use of children in pornographic performances 
and materials”.

41. Schedule 2 promotes articles 19 and 34 of the CRC by ensuring that the maximum 
penalties for failure to refer child pornography and child abuse material to the 
Australian Federal Police more appropriately reflect the serious consequences for 
victims, their families and the community, particularly where there is underlying 
conduct of sexual abuse.

Conclusion 

42. For the reasons given above, the Bill is compatible with human rights. Where it seeks 
to restrict those rights, it does so in a fashion that is necessary and proportionate to 
achieving the legitimate objectives of ensuring that:

persons who provide internet services, hosting service and content services are 
reporting abhorrent violent material that records or streams abhorrent violent 
conduct that has occurred or is occurring in Australia to the AFP

persons who provide content services and hosting services are acting 
expeditiously to remove or cease hosting abhorrent violent material from their 
services, and

sufficiently high penalties are operating to deter internet services providers 
and internet content hosts from failing to refer details of child pornography 
material and child abuse material to the Australian Federal Police.
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NOTES ON CLAUSES

Clause 1: Short title

43. This clause provides that the Bill, when enacted, is the Criminal Code Amendment 
(Sharing of Abhorrent Violent Material) Act 2019 (the Act). 

Clause 2: Commencement

44. This clause contains a table that provides when the Bill would commence. Item 1 of 
the table provides that the whole of the Bill would commence on the day after the Act 
receives Royal Assent.

Clause 3: Schedule

45. Clause 3 provides that amendments to, or repeal of, legislation specified in the Act are 
set out in the Schedules to the Act and any other item in a Schedule to the Act has 
effect according to its terms.
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Schedule 1—Sharing of abhorrent violent material

Criminal Code Act 1995

Item 1—At the end of Division 474 of the Criminal Code  

1. Item 1 inserts a new Subdivision H—Offences relating to use of carriage service for 
sharing of abhorrent violent material into Part 10.6 of the Criminal Code. This
subdivision contains new offences that will apply to internet service providers, 
hosting service providers and content service providers who fail to refer details of 
abhorrent violent material that records or streams conduct that has occurred or is 
occurring in Australia to the AFP within a reasonable time after becoming aware of 
the existence of the material. The subdivision also contains new offences that will 
apply to hosting service providers and content service providers who fail to remove 
from or cease hosting on their services abhorrent violent material that is capable of 
being accessed within Australia.

2. These offences are intended to ensure that internet service providers, hosting service 
providers and content service providers are taking responsibility for referring to the 
AFP and removing abhorrent violent material than can be accessed using or is hosted
on their services. The offences are intended to have the effect of reducing the impact 
and reach of abhorrent violent material sought by perpetrators who intend to spread
their violent and extreme propaganda.  

Section @474.30—Definitions  

3. New section @474.30 would insert new definitions for the purposes of new 
Subdivision H of Part 10.6 of the Criminal Code. 

Abhorrent violent conduct 

4. Abhorrent violent conduct would take the meaning given by new section @474.32, 
and is discussed further below.

Abhorrent violent material

5. Abhorrent violent material would take the meaning given by section @474.31 and is 
discussed further below.

Consent

6. Consent is defined to mean free and voluntary agreement. Consent is used in 
Subdivision H in relation to rape and kidnapping. These two aspects of an agreement
are commonly used in State and Territory Acts to define consent in relation to sexual 
offences.1

Content service

7. Content service is defined to mean either a social media service (paragraph (a)) or a 
designated internet service (paragraph (b)) within the meaning of those terms in the 
Enhancing Online Safety Act 2015.

                                                 
1 See, for example, subsection 61HE(2) of the Crimes Act 1900 (NSW), subsection 348(1) of the Criminal Code 
1899 (Qld), paragraph 319(2)(a) of the Criminal Code Act Compilation Act 1913 (WA), subsection 46(2) of the 
Criminal Law Consolidation Act 1935 (SA). 
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8. ‘Social media service’ is defined in the Enhancing Online Safety Act 2015 to mean an 
electronic service that satisfies a number of conditions including that the sole or 
primary purpose of the service is to enable online social interaction between two or 
more end-users.

9. ‘Designated internet service’ is defined under the Enhancing Online Safety Act 2015 
to mean a service that allows end-users to access material using an internet carriage 
service, or a service that delivers material to persons having equipment appropriate 
for receiving that material where the delivery of the service is by means of an internet 
carriage service. The definition in section 9A of that Act, provides that a ‘designated 
internet service’ does not include a social media service, a relevant electronic service, 
an on-demand program service or a service specified by legislative instrument under 
subsection 9A(2) of that Act.  Furthermore, a person does not provide a designated 
internet service if they merely provide a billing service, or a fee collection service, in 
relation to the designated internet service (per subsection @474.39(2)). A website is 
an example of a content service that is a designated internet service.

Hosting service

10. ‘Hosting service’ has the same meaning as the definition of ‘hosting service’ under
section 9C of the Enhancing Online Safety Act 2015 except that under the Bill it is
limited to the hosting of stored material that has been or is posted on a social media 
service or a designated internet service. The definition does not require the hosting 
service provider to be providing one of those services (although often a hosting 
service provider may also provide one of those services). An example of a hosting 
service is a service that stores material or content for a website (a website being a 
designated internet service).

11. The definition of ‘hosting service’ under section @474.30 expressly provides that for 
the purposes of Subdivision H, the definition of hosting service does not include the 
hosting of stored material that has been posted on a relevant electronic service.
Relevant electronic services includes Short Message Service (SMS), Multimedia 
Messaging Service (MMS), chat and instant messaging that are not used as 
repositories of content, but are instead used to transmit content one to one or one to 
many. As the content distribution mode of these services is via directed 
communications rather than public or broad private publishing, they are outside the 
scope of Subdivision H. 

12. A search engine which merely indexes content and makes it searchable would not 
meet the definition of a hosting service.  

Section @474.31—Abhorrent violent material

13. New section @474.31 would define the term ‘abhorrent violent material’ to mean 
material that is audio, visual, or audio-visual material that records or streams 
abhorrent violent conduct engaged in by one or more persons where a reasonable 
person would regard the material as being, in all the circumstances, offensive.

14. Audio material, visual material and audio-visual material is intended to capture live-
streamed and recorded video footage, live-streamed and recorded audio recordings 
(which do not need to be accompanied by visual material), as well as photographs 
including still images taken from video footage.  

15. In determining whether material is ‘offensive’ for the purpose of meeting the 
requirements under the definition of abhorrent violent material, section 473.4 of the 
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Criminal Code should be consulted. Section 473.4 sets out matters to be taken into 
account in deciding for the purposes of Part 10.6 (which will include the new 
offences under sections @474.33-34) whether reasonable persons would regard 
particular material as being in all the circumstances offensive. These include:

the standards of morality, decency and propriety generally accepted by 
reasonable adults; and

the literary, artistic or educational merit (if any) of the material; and

the general character of the material (including whether it is of a medical, legal 
or scientific character).

16. The definition of abhorrent violent material is not intended to capture footage of 
violent sporting events (for example, boxing), medical procedures, or consensual 
sexual acts that involve elements of violence.

17. Additionally, the material must be produced by a person who is, or by two or more 
persons each of whom is:

a person who engaged in the abhorrent violent conduct 

a person who conspired to engage in the abhorrent violent conduct 

a person who aided, abetted, counselled or procured, or was in any way 
knowingly concerned in, the abhorrent violent conduct, or

a person who attempted to engage in the abhorrent violent conduct.
18. This requirement is intended to ensure that only material recorded or streamed by the 

perpetrator(s) and their accomplice(s) will be captured by the definition of abhorrent 
violent material. Material recorded or streamed by other persons, such as victims of 
the conduct, bystanders who are not complicit in the conduct, or media organisations,
will not be considered to be caught by this definition even though such material may 
record or stream abhorrent violent conduct. Material recorded or streamed by persons 
who are not the perpetrator(s) or their accomplice(s) will therefore not be captured by 
the new offences under sections @474.33–@474.34.  

19. In some circumstances it may be difficult to determine whether material recorded or 
streamed by a third party has been produced by an accomplice or by an innocent 
bystander. However, the offences in the Bill will only be made out if the prosecution 
can prove that the person had reasonable grounds to believe that the material had been 
produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
sections @474.33), or that the person was reckless as to whether the material had 
been produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
section @474.34). Therefore, if a person believed on reasonable grounds that the 
material had not been produced by an accomplice, or the person was not aware that 
there was a substantial risk that material has been produced by an accomplice, the 
prosecution would be unlikely to prove this element of the offences.  

20. New subsection @474.31(2) provides that, for the purposes of this section, it is 
immaterial whether the material has been altered. This subsection operates to ensure 
that abhorrent violent material material that has been edited into a new form but still 
includes its original content would continue to be abhorrent violent material. For 
example, video footage that is abhorrent violent material could be edited in respect of 
its length, edited to appear in colour or monochrome, or have unrelated images or text 
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superimposed onto the footage. This content would remain abhorrent violent material
to the extent it continued to fulfil the definition of abhorrent violent material. 

21. New subsection @474.31(3) provides that it is immaterial whether the abhorrent 
violent conduct was engaged in within or outside of Australia. This is consistent with 
the objective of the Bill in ensuring that content service providers and hosting service 
providers will proactively remove and cease hosting abhorrent violent material, no 
matter where the underlying conduct is committed.  

Section @474.32—Abhorrent violent conduct 

22. New section @474.32 would define the term ‘abhorrent violent conduct’. This term 
further limits the scope of the definition of abhorrent violent material for the purposes 
of the new offences. 

23. New subsection @474.32(1) would provide that a person engages in abhorrent violent 
conduct if the person does any of the following: 

engages in a terrorist act (involving serious physical harm or death, and 
otherwise within the meaning of section 100.1 of the Criminal Code) 

murders another person

attempts to murder another person

tortures another person

rapes another person, or 

kidnaps another person.

24. The common theme in these categories is that the recording or streaming of these 
violent acts could be used to publicise violent propaganda, promote terror, incite 
further violence, or cause harm or distress to the community. 

25. It is not necessary for a prosecution to prove that conduct under one or more of these 
categories constitutes an offence. It is enough that the conduct has met the definitions 
under @474.32 of engaging in a terrorist act, murder, torture, rape or kidnapping. 
This is to ensure that internet service providers, hosting service providers and content 
service providers have clarity as to the threshold for reporting abhorrent violent 
material to the AFP, or in the case of hosting service and content providers, have 
clarity as to the threshold for when abhorrent violent material should be removed 
from or cease to be hosted on their services.  

26. For example, new subsection @474.32(2) states that, for the purposes of new 
section @474.32, a person murders another person if their conduct causes the death of 
the other person and that conduct constitutes an offence. The 
requirement that the conduct constitute an offence is necessary to distinguish from 
cases where, for example, it might be clear from the video that a person may be acting 

awfully in killing another person (for example, a scenario where a 
police officer shoots a perpetrator in self-defence)
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27. New subsection @474.32(3) would state that, for the purposes of this section, a 
person (the first person) tortures another person if:

the first person inflicts severe physical or mental pain or suffering upon the 
other person, and

the other person is in custody, or under the control, of the first person, and 

the pain or suffering does not arise only from, and is not inherent in or 
incidental to, lawful sanctions that are not inconsistent with the Articles of the 
International Covenant on Civil and Political Rights (ICCPR).

This definition is consistent with the definition of the offence of Crime against 
humanity—torture in section 268.13 of the Criminal Code, and it is intended that the 
definition of torture in the Bill will be interpreted in the same way. However, as
discussed above it is not intended that the offence of torture would need to be proved 
for such conduct to satisfy the definition of abhorrent violent conduct.  

28. If the conduct that constitutes torture arises from lawful sanctions that are inconsistent 
with the Articles of the ICCPR, such conduct may meet the definition of torture for 
the purposes of subsection @474.32(3) notwithstanding the fact that the sanctions 
may be lawful. This limitation is also contained in subsection 274.2(4) in respect of 
the offence for torture under of the Criminal Code. This limitation is intended to 
ensure that material that records or streams torture that has been lawfully sanctioned
is still capable of meeting the definition of abhorrent violent material if the sanctions
are inconsistent with the Articles of the ICCPR. 

29. New subsection @474.32(4) provides that, for the purposes of this section, a person 
(the first person) rapes another person if they sexually penetrate the other person 
without the consent of that persons, or causes the other person to sexually penetrate 
the first person without the consent of the other person. ‘Consent’ is defined in the 
Bill to mean ‘free and voluntary agreement’. This definition also applies in respect of 
offences for Crime against humanity–rape under section 268.14 and War crime–rape 
under section 268.50 of the Criminal Code. Sections 268.14 and 268.59 of the 
Criminal Code each contain a list of examples of circumstances in which a person 
does not content to an act, which may be of further use in interpreting the definition 
of consent under the Bill. Examples of where a person does not consent to an act 
include where:

the person submits to the act because of force or the fear of force to the person 
or to someone else

the person submits to the act because the person is unlawfully detained

the person is asleep or unconscious, or is so affected by alcohol or another 
drug as to be incapable of consenting

the person is incapable of understanding the essential nature of the act

the person is mistaken about the essential nature of the act (for example, the 
person mistakenly believes that the act is for medical or hygienic purposes)

the person submits to the act because of psychological oppression or abuse of 
power, or

the person submits to the act because of the perpetrator taking advantage of a 
coercive environment.
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New subsections @474.32(6)-(7) also provide additional interpretive guidance for 
this se-ction. 

30. New subsection@474.32(5) would provide that, for the ptuposes of this section, a 
person (the first person) kidnaps another person if: 

• the first person takes or detains the other person without the other person's 
consent, and 

• the first person takes or detains the other person in order to: 

o hold the other person ransom or as hostage, or 

o murder, tortlu·e or rape the other person or a third person; or 

o cause serious hann to the other person or a third person; and 

• the taking or detention of the other person involves violence or a threat of 
violence. 

'Consent' is defined under the Bill to mean free and vollllltary agreement. 
Subparagraphs @474.32(5)(b)(i),(ii) and (iii) are intended to operate so as to capture 
conduct that is more than merely holding someone against their will. 

3 I. New subsection@474.32(6) provides a definition of 'sexually penetrate' for the 
purposes of new subsection @464.32( 4), and a definition of ' te,wrist act' for the 
purposes of new paragraph @474.32(l)(a) . 

32. The definition for 'sexually penetrate ' is the same definition of sexually penetrate as 
used in section 268.14 of the Criminal Code which contains the offence of Crime 
against humanity- rape. It is intended that the tenn in the Bill would be interpreted in 
the same way. 

~The definition of ' tell'orist act' has the same meaning as in section 100.1 of the 
Criminal Code, except that paragraphi 100.1(2).(hlfil(e)..!!.lli!..ill. should be 
disregarded. This exception operates to exclude actions that 

• <ause serious damage to property 

• endanger a person's life. other than the life of the person taking the action 

~create a serious risk to the health or safety of the public or a section of the 
public...,fil 

+-{ Fo m1a tted: Dotpoints, Indent: Left: o cm 

• seriously inte,fere with, seriously disrupt or destroy an electronic system 
includine: but not limited to an infom1ation system. telecommunications 
system. financial system. a system used for the delivery of essential 
govemment services. a system used for. or by. an essential public utility or a 
system used for. or by. a transpo,t system 

from the definition of ' te11'011st act ' . These½, exclusioni recognise!;; that not all acts +-{ Fo m1a tted: Indent: Left: 1.31 cm 

committed as a te1Torist act should be captured by the definition of abho1Tent violent 
conduct. 

~ 34. New subsection @474.32(7) would cla11fy that for the purposes of section @474.32 
'genitalia' includes the genitalia or other pa,t s of the body of a person including 
surgically constmcte-d genitalia or other parts of the body of the person. This is 
relevant to paragraph (a) of the definition of sexually penetrate in subse-ction 
474.32(6). This cla11fication of the meaning of genitalia mi1Tors the same cla11fication 
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found under section 268.14(6) of the Criminal Code and is intended to be interpreted 
in the same way.

Section @474.33—Notification obligations of internet service providers, content service 
providers and hosting service providers

34.35. Subsection @474.33(1) creates a new offence where:

a person is an internet service provider, or provides a content service or a 
hosting service, and

the person is aware that the service provided by the person can be used to 
access particular material that the person has reasonable grounds to believe is
abhorrent violent material that records or streams abhorrent violent conduct 
that has occurred, or is occurring, in Australia, and  

the person does not refer details of the material to the Australian Federal 
Police within a reasonable time after becoming aware of the existence of the 
material.

35.36. This offence is intended to ensure that where an internet service provider, content 
service provider or a hosting service provider becomes aware (whether due to a 
complaint, self-auditing or otherwise) that their service can be used to access
abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia, the provider will refer the details of that 
material (for example, the material itself or a website address that can be used to 
access the material) to the AFP.

36.37. The purpose of the new offence under subsection @474.33(1) is to ensure that the 
AFP is notified by providers of both the existence of the underlying abhorrent violent 
conduct (for example, a terrorist act that is being live-streamed) as well as the 
existence and accessibility of the abhorrent violent material itself online. 

37.38. Section 473.1 of the Criminal Code provides that ‘internet service provider’ has the 
same meaning as in Schedule 5 to the Broadcasting Services Act 1992. Clause 8 of 
Schedule 5 of the Broadcasting Services Act 1992 provides that if a person supplies, 
or proposes to supply, an internet carriage service to the public, the person is an 
‘internet service provider’. As an internet carriage service has the same meaning as a 
‘listed carriage service’ under the Telecommunications Act 1992 (which is limited to 
carriage services between one or more points that includes at least one point in 
Australia) the scope of the definition of ‘internet service providers’ is limited to 
internet service providers who provide a service in Australia. 

38.39. A ‘reasonable time’ is not defined. A number of factors and circumstances could 
indicate whether a person had referred details of abhorrent violent material within a 
reasonable time after becoming aware of the existence of the material. For example, 
the type and volume of the material, and the capabilities of and resourcing available 
to the provider may be relevant factors. In a prosecution for an offence against section 
@474.33, the determination of whether material was referred within a reasonable 
time will be a matter for the trier of fact. 

39.40. The maximum penalty that can be imposed if a natural person fails to comply with 
section @474.33 is 800 penalty units. The maximum penalty than can be imposed if a
body corporate fails to comply with this section is 4000 penalty units pursuant to the 
corporate multiplier rule under section 4B of the Crimes Act 1914. These penalties are
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justified because there may be strong incentives for persons, particularly large 
corporations, to fail to commit the offences by failing to take action in respect of the 
underlying content recorded or streamed as abhorrent violent material. Furthermore, 
the consequences of the commission of the offences are dangerous and damaging 
given the potential for the underlying conduct to go undetected by law enforcement 
and the material itself to be shared and disseminated quickly, further spreading and 
publicising the propaganda of the perpetrator.  

40.41. The fault elements for an offence under section @474.33 are the fault elements found 
in section 5.6 of the Criminal Code.  

41.42. As a consequence of items 3 and 4 of Schedule 1 to the Bill, the offence in section 
@474.33 is not subject to the standard geographical jurisdiction or to Category A
geographical jurisdiction listed in Part 2.7 of the Criminal Code, the latter being the 
geographical jurisdiction that applies to the other subdivisions in Part 10.6.  As such, 
paragraph @474.33(1)(b) contains the only jurisdictional limit on the offence in that 
there must be reasonable grounds to believe the material is abhorrent violent material 
that records or streams abhorrent violent conduct that has occurred or is occurring in 
Australia. There is a further limit on geographical jurisdiction is that the definition of 
internet service provider will only capture persons that provide an internet service in 
Australia and not in a foreign country.  

42.43. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers (the Guide) in circumstances where, as in this case, the offence is designed to 
capture a limited scope of conduct2.

43.44. Subsection @474.33(2) provides that it is immaterial whether the content service or 
the hosting service is provided within or outside Australia. This subsection clarifies 
that any content service or hosting service provider, including content or hosting 
service providers that are not Australian entities or based in Australia, can be captured 
by this offence. The only nexus with Australia that is required is that per paragraph 
@474.33(1)(b), the person must have reasonable grounds to believe that the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia. 

44.45. Where the conduct constituting the alleged offence under @474.33(1) occurs wholly 
in a foreign country, and the person alleged to have committed the offence is neither 
an Australian citizen not a body corporate incorporated by or under a law of the 
Commonwealth or of a State or Territory, section @474.42 requires the Attorney-
General’s written consent prior to the commencement of proceedings for prosecution. 

45.46. Subsection @474.33(3) provides that the offence under subsection @474.33(1) does 
not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. This is consistent with the purpose of the offence being to 
ensure that providers notify the AFP of both the existence of the underlying abhorrent 
violent conduct as well as the existence and accessibility of the abhorrent violent
material itself. If the underlying abhorrent violent conduct or the material that records 
or streams that conduct has already been brought to the attention of the AFP, for 
example through previous instances of reporting the material (noting it is immaterial 
whether the material has been altered, as set out in subsection @474.31(2)) or 

                                                 
2 See page 36 of the Guide. 
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extensive media coverage of the existence, providers should not be required to refer 
that material to the AFP.

46.47. Subsection @474.33(3) would provide a defence for a person who failed to report 
abhorrent violent material to the AFP because they reasonably believed that the AFP 
was already aware of the material. This has been expressed as a defence rather than as 
an element of the offence as the defendant’s beliefs are peculiarly within the 
knowledge of the defendant. 

47.48. The note under subsection @474.33 clarifies that the evidential burden falls on the 
defendant if they wish to rely on the defence in subsection @474.33(2).

Section @474.34—Removing, or ceasing to host, abhorrent violent material 

48.49. Subsection @474.34(1) creates a new offence where:

a person provides a content service (as defined in new section @474.30), and

the content service can be used to access material 

the material is abhorrent violent material, and

the person does not ensure the expeditious removal of the material from the 
content service.

49.50. This offence is intended to limit the accessibility, sharing and dissemination of 
abhorrent violent material by limiting the time that material can be accessed using a 
content service.  

50.51. ‘Expeditious’ is not defined and would be determined by the trier of fact taking 
account of all of the circumstances in each case. A number of factors and 
circumstances could indicate whether a person had ensured the expeditious removal 
of the material. For example, the type and volume of the abhorrent violent material, 
or the capabilities of and resourcing available to the provider may be relevant factors.  

51.52. New subsection @474.34(2) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any content service 
provider, including content service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(3), the material is reasonably capable of 
being accessed in Australia.  

52.53. New subsection @474.34(3) provides that the offence in subsection @474.34(1) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(1) is not subject to the standard geographical 
jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code.  As such, paragraph @474.34 (3) provides the 
jurisdictional limit on the offence.

53.54. Building jurisdictional limits into the offence itself is an approach supported by the
Guide to framing Commonwealth offences, infringement notices and enforcement 
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powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct3.

54.55. Under section @474.42, 

the Attorney-General’s written consent is required prior to 
the commencement of proceedings for  prosecutionan offence under section 
@474.34(1).

55.56. Subsection @474.34(4) provides that the fault element for new 
paragraphs @474.34(1)(b) and (c) is recklessness. As paragraphs @474.34(1)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise content service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage
with the removal of abhorrent violent material.

56.57. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

57.58. New subsection @474.34(5) would create a similar offence to subsection @474.34(1) 
that applies to hosting service providers. The offence would apply when: 

a person provides a hosting service (as defined in new section @474.30), and 

the hosting service can be used to access material 

the material is abhorrent violent material, and

the person does not expeditiously cease hosting the material.
58.59. This offence is intended to limit the accessibility, sharing and dissemination of 

abhorrent violent material by limiting the time that material is hosted on a service.

59.60. ‘Expeditious’ is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhorrent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an
offence against section @474.34(5), the determination of whether removal was 
expeditious will be a matter for the trier of fact.

60.61. New subsection @474.34(6) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any hosting service 
provider, including hosting service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(7), the material is reasonably capable of 
being accessed in Australia. 

61.62. New subsection @474.34(7) provides that the offence in subsection @474.34(5) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 

                                                 
3 See page 36 of the Guide. 
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offence in subsection @474.34(5) is not subject to the standard geographical 
jurisdiction or to Catego1y A geographical jm·isdiction listed in Pait 2. 7 of the 
Criminal Code, the latter being the geographical jm·isdiction that applies to the other 
subdivisions in Pait 10.6 of that Code. As such, paragraph @474.34(7) provides the 
jurisdictional limit on the offence. 

~ 3. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
lin1ited kind of conduct'. 

65. Under section @474.42. the Attorney-General's written consent is required prior to 

94.66. New subse-ction @474.34(8) would provide that the fault element for new 
paragraphs @474.34(5)(b) and (c) is recklessness. As paragraphs@474.34(5) (b), and 
(c) both refer to a circumstance rather than conduct, re-cklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise hosting service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage 
with the removal of abhon-ent violent material. 

~ 7. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements fotu1d in section 5.6 of the Criminal Code would apply to 
those elements. 

66-:68. Subsection @474.34(9) provides that the maximum penalty for an individual who 
commits an offence against subsections @474.34(1) or (5) is imprisonment for 3 
years, or a fine of 10,000 penalty units, or both. This maximum penalty is justified 
because of the need to deter persons, including large corporations, from failing to take 
action in respect of abhon-ent violent material and to collllllit the offences under 
subsections@474.34(1) or (5). Furthem1ore, the consequences of the commission of 
the offences are dangerous and damaging given the potential for the material to be 
shared and disseminate-d quickly, further spreading and publicising the propaganda of 
the perpetrntor. A high maximmn penalty is also appropriate in order to pllllish 
malicious conduct by a provider, for example, where the provider deliberately seeks 
fiu·ther access and distribution of the material in order to obtain a financial or 
reputational advantage. 

e+:69. New subse-ction @474.34(10) would provide that the penalty for a body corporate that 
commits an offence against subsection @474.34(1) or (5) is not more than the greater 
of 50,000 penalty units, or 10% of the annual tlm1over of the body co,porate during 

4 See page 36 of the Guide. 
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the period of 12 months ending at the end of the month in which the conduct 
constituting the offence occurred. 

68.70. The maximum penalty 50,000 penalty units for a body corporate is consistent with the
corporate multiplier rule under subsection 4B(3) of the Crimes Act 1914. However,
body corporates that operate content and hosting services are often large corporations 
with a very high annual turn-over, such that a maximum penalty of 50,000 penalty 
units may not act as a sufficient deterrent for those body corporates to comply with 
the obligations created by the introduction of these new offences. Furthermore, in 
failing to remove from or cease hosting the material from their services, body 
corporates may stand to gain a financial advantage through increased usage of the 
service by members of the public. A maximum penalty of 10% of the annual turnover 
of the body corporate is appropriate as it is scalable penalty according to the size of 
the body corporate will can act an appropriate deterrent regardless of the size of the 
body corporate. The annual turnover includes the annual global turnover of the body 
corporate.  

69.71. New subsections @474.34(11)-(14) set out how the annual turnover of a body 
corporate is to be determined for the purposes of subsection @474.34(10). These 
subsections are modelled on similar provisions in the Criminal Code,5 and are 
intended to operate in a similar fashion. 

70.72. Subsection @474.34(15) provides that material is taken to be removed from a content 
service if the material is not accessible to any of the end-users of that service. Given 
the purpose of the offence is to limit the distribution of the content, it is sufficient that 
the content is no longer being distributed to the end-users of the service.

Section @474.35—Notice issued by eSafety Commissioner in relation to a content service—
presumptions 

71.73. New section @474.35 creates a process by which the eSafety Commissioner can 
provide a written notice to a content service provider stating that, at the time the 
notice was issued, their service could be used to access specified abhorrent violent 
material. The issuing of such a notice would create rebuttable presumptions for the 
purpose of any future prosecution that the person was reckless as to certain matters. 

72.74. This notice would put the content service provider on notice that their service is being 
used to access abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not removed or do
not remove it expeditiously.   

73.75. New subsection @474.35(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified content 
service could be used to access specified material that was abhorrent violent material.   

74.76. New subsection @474.35(2) would require the eSafety Commissioner to not issue a
notice under subsection @474.35(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified content service could be used to access the 
specified material, and that the specified material was abhorrent violent material. 

75.77. New subsection @474.35(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.35(1) provide the person 
who provides the content service with a copy of the notice. 

                                                 
5 See, for example, subsections 70.2(6), 141.1(7), and section 490.3 of the Criminal Code. 
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76.78. New subsection @474.35(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.35(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal. 

77.79. Furthermore, the exclusion of procedural fairness will not have a significant effect on
the legal rights of the content service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.35(5)-(6)) as to certain fault elements for an offence 
under section @474.34(1). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

78.80. Subsection @474.35(5) would apply in a prosecution for an offence against 
subsection @474.34(1) where a notice has been issued under subsection @474.35(1)
to the person who is the defendant. In these circumstances, subsection @474.35(5)
would create a presumption that the defendant was reckless as to whether material 
specified in the notice could be accessed using the content service at the time the 
notice was issued. In order to overcome this presumption, the defendant would have 
to adduce or point to evidence that suggests a reasonable possibility that at the time 
the notice was issued the person was not reckless as to whether the content service 
could be used to access the specified material.

79.81. It is appropriate to place an evidential burden on the defendant as to whether at the 
time the notice was issued the defendant was reckless as to whether their content 
service could be used to access the specified material. This is because at the time of 
issue of the notice, the eSafety Commissioner is required under subsection 
@474.35(2) to be satisfied on reasonable grounds that the content service could be 
used to access the specified material. Any evidence to the contrary is therefore likely 
to be peculiarly within the knowledge of the defendant. Furthermore, it would be 
significantly more difficult and costly for the prosecution to prove the person had 
been reckless as to whether the content service could be used to access the specified 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

80.82. Subsection @474.35(6) would apply in a prosecution for an offence 
under @474.34(1) where a notice had been issued under subsection @474.35(1) to a 
person who is the defendant. In these circumstances, subsection @474.35(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material. 
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81.83. It is appropriate to place an evidential burden on the defendant to prove that at the 
time the notice was issued the defendant was not reckless as to whether the material 
was abhorrent violent material, because at the time of issue, the eSafety 
Commissioner was required under subsection @474.35(2) to be satisfied on 
reasonable grounds that the specific material was abhorrent violent material. Any 
evidence to the contrary is therefore likely to be peculiarly within the knowledge of 
the defendant. Furthermore, it would be significantly more difficult and costly for the 
prosecution to prove the defendant had been reckless as to whether the material was 
abhorrent violent material, than for the defendant to raise evidence indicating the 
defendant was not reckless as to this matter.

82.84. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(1). A further element of that offence, that the person does not 
ensure the expeditious removal of the material from the content service 
(paragraph @474.34(1)(d)) would also need to be proved by the prosecution.  

83.85. It is intended that the issuing of the notice would act as a warning to the content 
provider that they may commit an offence if they do not expeditiously remove the 
material. In most circumstances, if the content service provider were to ensure the 
expeditious removal of the material after receiving the notice, a prosecution would be 
unlikely. However in some circumstances, such as where the content had been 
available for a significant period prior to the Commissioner issuing the notice, a 
prosecution may be appropriate notwithstanding the expeditious removal of the 
abhorrent violent material after receipt of the notice.

84.86. Subsection @474.35(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

85.87. Subsections @474.35(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.35(1), and for 
certified copies to have an equal effect under subsections 474.35(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

86.88. Subsection @474.35(10) provides that section @474.35 extends to matters and things 
outside Australia. Subsection @474.35(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to localities 
jurisdictions and other matters and things shall be construed as references to such 
localities, jurisdictions and other matters and things in and of the Commonwealth. 
The effect of overcoming this presumption is to make clear that the eSafety 
Commissioner can issue notifications to persons that provide content services outside 
Australia and to persons that provide content services who are located or incorporated 
outside of Australia.  

87.89. However, subsection @474.35(10) does not overcome the limitation contained in 
subsection @474.34(3) that subsection @474.34(1) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections @474.35(5) and @474.35(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under @474.34(1).  

Document 4 - Page 26 of 37

Attorney-General's Department documents released under FOI 20/083



27

Section @474.36—Notice issued by eSafety Commissioner in relation to a hosting service—
presumptions

88.90. New section @474.36 would create a process by which the eSafety Commissioner can 
provide a written notice to a hosting service that, at the time the notice was issued, 
their service hosted specified abhorrent violent material. The issuing of such a notice 
would create rebuttable presumptions for the purpose of any future prosecution that 
the person was reckless as to certain matters.

89.91. This notice would put the hosting service provider on notice that their service was 
being used to host abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not expeditiously 
ceased or do not expeditiously cease hosting the material.  

90.92. New subsection @474.36(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified hosting 
service hosted material that was specified abhorrent violent material.  

91.93. New subsection @474.36(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.36(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified material was hosted on the specified hosting 
service, and that the specified material was abhorrent violent material. 

92.94. New subsection @474.36(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.36(1) provide the person 
who provides the hosting service with a copy of the notice. 

93.95. New subsection @474.36(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.36(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal. 

94.96. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the hosting service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.36(5)-(6)) as to certain fault elements for an offence 
under section @474.34(5). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

95.97. Subsection @474.36(5) would apply in a prosecution for an offence against 
subsection @474.34(5) where a notice has been issued under subsection @474.36(1) 
to the person who is the defendant. In these circumstances, subsection @474.36(5) 
would create a presumption that the defendant was reckless as to whether material
specified in the notice was hosted on the service. In order to overcome this 
presumption, the defendant would have to adduce or point to evidence that suggests a 
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reasonable possibility that at the time the notice was issued the person was not 
reckless as to whether the specified material was hosted on their service.

96.98. It is appropriate to place an evidential burden on the defendant to prove that the 
defendant was not reckless as to whether the material was hosted on the hosting 
service at the time the notice was issued. This is because at the time of issue of the 
notice, the eSafety Commissioner is required under subsection @474.36(2) to be 
satisfied on reasonable grounds that the specific material was hosted on the specified 
hosting service. Any evidence to the contrary is therefore likely to be peculiarly 
within the knowledge of the defendant. Furthermore, it would be significantly more 
difficult and costly for the prosecution to prove the person had been reckless as to 
whether the material was hosted on the defendant’s service, than for the defendant to 
raise evidence indicating the defendant was not reckless as to this matter.

97.99. Subsection @474.36(6) would apply in a prosecution for an offence 
under @474.34(5) where a notice had been issued under subsection @474.36(1) to a 
person who is the defendant. In these circumstances, subsection @474.36(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material.

98.100.It is appropriate to place an evidential burden in the defendant to prove that at the 
time the notice was issued the defendant was not reckless as to whether the material 
was abhorrent violent material, because at the time of issue, the eSafety 
Commissioner was required under subsection @474.36(2) to be satisfied on 
reasonable grounds that the specific material was abhorrent violent material. Any 
evidence to the contrary is therefore likely to be peculiarly within the knowledge of 
the defendant. Furthermore, it would be significantly more difficult and costly for the 
prosecution to prove the defendant had been reckless as to whether the material was 
abhorrent violent material, than for the defendant to raise evidence indicating the 
defendant was not reckless as to this matter.

99.101.Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(5). A further element of that offence, that the person does not 
expeditiously cease hosting the material (paragraph @474.34(5)(d)) would also need 
to be proved. 

100.102. It is intended that the issuing of the notice would act as a warning to the 
hosting service provider to cease hosting the material. In most circumstances, if the 
hosting service provider were to expeditiously cease hosting the material after 
receiving the notice, a prosecution would be unlikely. However in some 
circumstances, such as where the content had been available for a significant period 
prior to the eSafety Commissioner issuing the notice, a prosecution may be 
appropriate notwithstanding the person has expeditiously ceased hosting the 
abhorrent violent material after receipt of the notice. 

101.103. Subsection @474.36(7) provides that a document purporting to be a notice 
under subsection (1) must be taken to be such a notice, unless the contrary is 
established. This is intended to ensure that a person cannot seek to rebut the 
presumptions of the notice by claiming that they were unsure if the notice was 
legitimate.
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102.104. Subsections @474.36(8) and (9) provide the eSafety Commissioner with the 
authority to produce certified copies of notices issued under subsection 474.36(1), 
and for certified copies to have an equal effect under subsections 474.36(5) and (6).  
This is intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

103.105. Subsection @474.36(10) provides that section @474.36 extends to matters 
and things outside Australia. Subsection @474.36(10) is intended to overcome the 
presumption in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a 
reference to localities, jurisdictions and other matters and things shall be construed as 
references to such localities jurisdictions and other matters and things in and of the 
Commonwealth. The effect of overcoming this presumption is to make clear that the 
eSafety Commissioner can issue notifications to persons that provide hosting services 
outside Australia and to persons that provide hosting services who are located or 
incorporated outside of Australia.  

104.106. However, subsection @474.36(10) does not overcome the limitation contained 
in subsection @474.34(7) that subsection @474.34(5) does not apply to material 
unless the material is reasonably capable of being accessed in Australia. This means 
that even when the presumptions under subsections 474.36(5) and 474.36(6) can be
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under 474.34(5).  

Section @474.37—Defences in respect of abhorrent violent material 

105.107. New section @474.37 sets out defences available in relation to an offence
under new section @474.34. Each of the defences is in respect to providing access to 
or the hosting of abhorrent violent material.

Content service
106.108. Subsection @474.37(1) relates to offences under subsection @474.34(1). Each 

of the paragraphs to subsection @474.37(1) contains an individual defence, providing 
a circumstance in which subsection @474.34(1) would not apply to the material.

107.109. Paragraph @474.37(1)(a) would provide that subsection @474.34(1) does not 
apply if the accessibility of the material is necessary for enforcing a law of the 
Commonwealth, a State, a Territory, a foreign country or a part of a foreign country. 
This is intended to avoid situations where a conflict of laws requires the material to 
both be removed from access by end-users and retained in order to assist law 
enforcement. Paragraph @ 474.37(1)(a) resolves this conflict in favour of retaining 
the material

108.110. Paragraph @474.37(1)(b) would provide that subsection @474.34(1) does not 
apply if the accessibility of the material is necessary for monitoring compliance with, 
or investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not compromise legitimate law enforcement procedures or operations.
For example, it may be necessary for a person to maintain access to abhorrent violent 
material in a situation where access may assist in identifying the perpetrators of the 
abhorrent violent conduct.

109.111. Paragraph @474.37(1)(c) provides that subsection @474.34(1) does not apply 
if the accessibility of the material is for the purposes of proceedings in a court or 
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tribunal. This paragraph serves as a constitutional safeguard to ensure a court’s or 
tribunal’s access to material is not restricted by the operation of the offence under
new section @474.34 (1).

110.112. Paragraph @474.37(1)(d) would provide that subsection @474.34(1) does not 
apply if accessibility of the material is necessary for, or of assistance in, conducting 
scientific, medical, academic or historical research and that accessibility is reasonable 
in the circumstances for the purpose of conducting that research. For example, this 
may include where the material is included in academic papers, or where research is 
being conducted into contemporary reactions to historical case studies of terrorism or 
other violent events.

111.113. Paragraph @474.37(1)(e) would provide that subsection @474.34(1) does not 
apply if the material relates to a news report, or a current affairs report, that is in the 
public interest and is made by a person working in a professional capacity as a 
journalist. This paragraph is intended to exempt bona fide journalism from the effect 
of the offence. The public interest requirement and requirement that the journalist is 
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.

112.114. Paragraph @474.37(1)(f) would provide that subsection @474.34(1) does not 
apply if accessibility of the material is in connection with the performance by a public 
official of that official’s duties or functions and the accessibility is reasonable in the 
circumstances for the purpose of performing those duties or functions. For example, it
may be necessary for a public official to maintain access to abhorrent violent material 
for security intelligence purposes. 

113.115. Paragraph @474.37(1)(g) would provide that subsection @474.34(1) does not 
apply if accessibility of the material is in connection with an individual assisting a 
public official in relation to the performance of public official’s duties or functions 
and the accessibility is reasonable in the circumstances for the purpose of assisting 
the public official. This could include, for example, where accessibility is in 
connection with a person assisting a security intelligence officer with the performance 
of the security intelligence officer’s official duties or functions. 

114.116. Paragraph @474.37(1)(h) would provide that subsection @474.34(1) does not 
apply if accessibility of the material is for the purpose of advocating a lawful 
procurement of a change to any matter established by law, policy or practice in any 
Australian jurisdiction or in a foreign country (or part thereof), and the accessibility 
of the material is reasonable in the circumstances for that purpose. This could include, 
for example, material published by a civil society body for the purpose of denouncing 
the laws, policy or practice that enabled the conduct recorded or streamed in that 
material.

115.117. Paragraph @474.37(1)(i) would provide that subsection @474.34(1) does not 
apply if accessibility of the material relates to the development, performance, 
exhibition or distribution, in good faith, of an artistic work. This could include, for 
example a still image recording abhorrent violent material that is published as part of 
an online photography exhibition catalogue. 

Hosting Services
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116.118. Subsection @474.37(2) relates to offences under subsection @474.34(5). Each 
of the paragraphs to subsection @474.37(2) contains an individual defence, providing 
a circumstance in which subsection @474.34(5) would not apply to the material.

117.119. Paragraph @474.37(2)(a) would provide that subsection @474.34(5) does not 
apply if the hosting of the material is necessary for enforcing a law of the 
Commonwealth, a State, a Territory, a foreign country or a part of a foreign country. 
This is intended to avoid situations where a conflict of laws requires the material to 
both be removed from access by end-users and retained in order to assist law 
enforcement. Paragraph @ 474.37(2)(a) resolves this conflict in favour of retaining 
the material. 

118.120. Paragraph @474.37(2)(b) would provide that subsection @474.34(5) does not 
apply if the hosting of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not interrupt legitimate law enforcement procedures. For example, it
may be necessary for a person to host abhorrent violent material in a situation where 
access may assist in identifying the perpetrators of the abhorrent violent conduct.

119.121. Paragraph @474.37(2)(c) would provide that subsection @474.34(5) does not 
apply if the hosting of the material is for the purposes of proceedings in a court or 
tribunal. This paragraph serves as a constitutional safeguard to ensure a court’s or 
tribunal’s access to material is not restricted by the operation of the offence under
new section @474.34.     

120.122. Paragraph @474.37(2)(d) would provide that subsection @474.34(5) does not 
apply if hosting of the material is necessary for, or of assistance in, conducting 
scientific, medical, academic or historical research and that the hosting is reasonable 
in the circumstances for the purpose of conducting that research. For example, this 
may include where the material is published in hosted academic papers, or where the 
provider hosts a website that is being utilised to conduct research into contemporary 
reactions to historical case studies of terrorism or other violent events.

121.123. Paragraph @474.37(2)(e) would provide that subsection @474.34(5) does not 
apply if the material relates to a news report, or a current affairs report, that is in the 
public interest and is made by a person working in a professional capacity as a 
journalist. This paragraph is intended to exempt bona fide journalism from the effect 
of the offence. The public interest requirement and requirement that the journalist is
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.

122.124. Paragraph @474.37(2)(f) would provide that subsection @474.34(5) does not 
apply if hosting of the material is in connection with the performance by a public 
official of that official’s duties and the hosting is reasonable in the circumstances for 
the purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

123.125. Paragraph @474.37(2)(g) would provide that subsection @474.34(5) does not 
apply if the hosting of the material is in connection with an individual assisting a 
public official in relation to the performance of public official’s duties and the hosting 
is reasonable in the circumstances for the purpose of assisting the public official. This 
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could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security 
intelligence officer’s official duties.

124.126. Paragraph @474.37(2)(h) would provide that subsection @474.34(5) does not 
apply if the hosting of the material is for the purpose of advocating a lawful 
procurement of a change to any matter established by law, policy or practice in any 
Australian jurisdiction or in a foreign country (or part thereof), and the hosting of the 
material is reasonable in the circumstances for that purpose. This could include, for 
example, material published by a civil society body for the purpose of denouncing the 
laws, policy or practice that enabled the conduct recorded or streamed in that 
material.

127. Paragraph @474.37(2)(i) would provide that subsection @474.34(5) does not apply if 
the hosting of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online
photography exhibition catalogue.

125.128. Subsection 474.37(3) is intended to clarify that references in this section to 
‘functions’ (in the contest of ‘duties and functions’) are not intended to impact on the 
interpretation of other defences in the Criminal Code that only refer to ‘duties’ 
without any reference to ‘functions’.

Section @474.38—Implied freedom of political communication  

126.129. Subsection @474.38(1) makes clear that new Subdivision H would not apply 
to the extent that it would infringe any constitutional doctrine of implied freedom of 
political communication.  

127.130. New section @474.38(1) clarifies the application of existing section 15A of 
the Acts Interpretation Act 1901 (AIA) to the extent that it operates with respect to
the implied freedom of political communication. Section 15A of the AIA reflects the 
fact that legislation should be read and construed subject to the Constitution. Where 
Parliament enacts legislation that would be construed as exceeding the legislative 
power of the Commonwealth, it is nevertheless a valid enactment to the extent it is 
not in excess of that power.

128.131. Subsection @474.38(1) makes clear that new Subdivision H is not intended to 
operate to the extent it might impermissibly burden the implied constitutional 
freedom of political communication, and preserves the operation of the Subdivision to 
the extent it is not in excess of Commonwealth constitutional power.

129.132. Subsection @474.38(2) is included in the Bill to ensure that 
subsection @474.38(1) would not affect the interpretation of, or limit the scope of, 
section 15A of the AIA.

Section @474.39—Provider of content service

130.133. New section @474.39 would set out circumstances in which a person does not 
provide a content service for the purposes of this subdivision.  

131.134. New subsection @474.39(1) would provide that a person does not provide a 
content service merely because the person supplied a carriage service that enables 
material to be accessed.
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132.135. New subsection @474.39(2) would provide that a person does not provide a 
content service merely because the person provides a billing service, or a fee 
collection service, in relation to a content service.

133.136. Section @474.39 is intended to exclude from liability content service 
providers who do not have control of the content available on content service. As 
these providers do not control the content available on their services, the objective of 
the Bill would not be served by holding them liable in the same way as a content 
provider who has direct control of the content on the service.

Section @474.40—Service of copies of notices by electronic means

134.137. New section @474.40 would provide that paragraphs 9(1)(d) and (2)(d) of the 
Electronic Transactions Act 1999 do not apply to a copy of a notice issued under new 
subsections @474.35(1) or @474.36(1).  

135.138. Paragraphs 9(1)(d) and (2)d) of the Electronic Transactions Act 1999 provide 
that where the Commonwealth is permitted or required to give information to a 
person in writing, and the Commonwealth seeks to provide that information 
electronically, the person to whom the information is being must consent to the 
information being given electronically.

136.139. The intention of these provisions not applying to a notice issued under new 
subsections @474.35(1) or @474.36(1), is to allow a content service provider to 
remove, or the hosting service to cease hosting, the abhorrent violent material as
quickly as possible. 

137.140. Noting the widespread use of electronic communications, most content and 
hosting service providers will prefer communications to be provided in electronic 
form. Electronic notices would also be of higher utility as they could include (for 
example) hyperlinks to the relevant material. 

Section @474.41—Giving a copy of a notice to a contact person etc.

138.141. Section @474.41 sets out the circumstances in which a copy of a notice issued
by the eSafety Commissioner under subsections 474.35(1) or 474.36(1) is taken to 
have been given to a social media service or a body corporate incorporate outside 
Australia. This section should be read in addition to section 28A of the Acts 
Interpretation Act 1901 which provides for the service of documents. 

Contact Person

139.142. Subsection @474.41(1) sets out the circumstances in which a copy of a notice 
required to be issued under @474.35(1) is taken to have been given to a content 
service provider that is a social media service. 

140.143. Where an employee or agent of the social media service has been designated
as a contact person as required by paragraph 21(1)(c) of the Enhancing Online Safety 
Act 2015, and the contact details of the contact person have been notified to the 
eSafety Commissioner (a requirement of paragraph 21(1)(d) of the Enhancing Online 
Safety Act 2015), the copy of the notice is taken to have been given to the provider of 
a content service that is a social media service if it is given to the contact person.

141.144. This provision is intended to provide certainty as to notification through 
utilisation of an existing communication channel between the eSafety Commissioner 
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and a social media service required under section 21 of the Enhancing Online Safety 
Act 1901.

Agent 

142.145. Subsection @474.41(2) sets out the circumstances in which a copy of a notice 
required to be issued under @474.35(1) or @474.36(1) is taken to have been given to 
a body corporate incorporated outside Australia.

143.146. Where a body corporate does not have a registered office or a principal office 
in Australia and the body corporate has an agent in Australia, a copy of the notice is 
taken to have been given to the body corporate if it is given to the agent.

144.147. This provision is intended to provide certainty as to notification where a notice 
is provided to an Australia-based agent of a body corporate incorporated outside 
Australia

Section @474.42—Attorney-General’s consent required for prosecution if alleged conduct 
occurs wholly in a foreign country in certain circumstances

145.148. Section 16.1 of the Criminal Code provides for when the Attorney-General’s 
consent is required for a prosecution if the alleged conduct occurs wholly in a foreign 
country. However, under paragraph 16.1(1)(a) of the Criminal Code section 16.1 only 
applies where section 14.1, 15.1, 15.2, 15.3 or 15.4 of the Criminal Code applies to 
the offence.

146.149. Due to the combined effect of items 3 and 4 of Schedule 1 to the Bill, sections 
14.1, 15.1, 15.2, 15.3 or 15.4 of the Criminal Code would not apply to the offences 
found in new Subdivision H of Part 10.6. 

150. New subsections @474.42(1) and (2) would recreate the requirements for the 
Attorney-General’s consent to prosecute offences under new Subdivision Hsection 
474.33 where the alleged conduct occurs wholly in a foreign country.

147.151. New subsections @474.42(3) and (4) would require the Attorney-General’s 
consent before any prosecutions under the proposed offences in section @474.34 are 
commenced, irrespective of where the relevant conduct occurs. A different approach 
is necessary in relation to @474.34 because of the high penalties the offences in this 
provision may attract and the consequent greater need to guard against inappropriate 
prosecutions, irrespective of where the relevant conduct occurs.  

Section @474.43—Compensation for acquisition of property

148.152. Under section 51(xxxi) of the Constitution, the Commonwealth has the power 
to acquire property on just terms from any State or person for any purpose in respect 
of which the Parliament has power to make laws. New subsection @474.43(1) makes 
clear that, if the provisions of the Bill were to effect an acquisition of property from a 
person otherwise than on just terms, the Commonwealth would be liable to pay a 
reasonable amount of compensation to that person.  

149.153. New subsection @474.43(2) would provide the mechanism by which a person
can dispute the amount of compensation if agreement cannot be reached with the 
Commonwealth. In that case a person may institute proceedings in either the Federal 
Court of Australia (paragraph @474.43(2)(a)) or the Supreme Court of a State or 
Territory (paragraph @474.43(2)(b)). Given these cases are likely to be rare and 
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involve the interpretation of constitutional principles, it is appropriate that they be 
limited to superior courts of record.  

Section @474.44—This Subdivision does not limit Schedule 5 or 7 to the Broadcasting 
Services Act 1992

150.154. Schedule 5 to the Broadcasting Services Act 1992 sets up a system for 
regulating certain aspects of the internet industry. It requires the eSafety 
Commissioner to notify an Australian police force (including the AFP) and internet 
service providers where the eSafety Commissioner is satisfied that prohibited or 
potential prohibited content hosted outside Australia is of a sufficiently serious nature
to warrant referral to law enforcement. This notification system allows internet
service providers to deal with the content in accordance with procedures specified in 
an industry code or standard. ‘Prohibited content’ is a defined term under Schedule 7. 

151.155. Schedule 7 to the Broadcasting Services Act 1992 sets up a regime for 
complaints to and investigations by the eSafety Commissioner in relation to 
prohibited or potential prohibited content. The eSafety Commissioner may take action 
to deal with prohibited or potential prohibited content. In the case of a hosting 
service, the eSafety Commissioner may issue a take-down notice. In the case of live 
content service, the eSafety Commissioner may issue a service-cessation notice. In
the case of a links service, the eSafety Commissioner may issue of link-deletion 
notice.

152.156. Section @474.44 ensures that the operation of Schedules 5 and 7 to the 
Broadcasting Services Act 1992 will not be limited by the concurrent operation of 
new Subdivision H.  It is intended that the new offences and notice issuing provisions 
will complement the existing notification system for internet service providers. Even 
though internet service providers will not be captured by the offences under new 
@474.34 or the notice issuing provisions under new sections @474.35 and @474.36, 
the eSafety Commissioner will continue to be required to notify internet service 
providers where there is content of a sufficiently serious nature to warrant referral to 
law enforcement under Schedule 5 of the Broadcasting Services Act 1992. 

Section @474.45—Review of this Subdivision

153.157. New section @474.45 would provide that at the end of the two year period 
beginning at the commencement of this section, the Minister must cause to be 
conducted a review of the operation of new Subdivision H. A report of this review
must be given to the Minister within 12 months, and tabled in Parliament within 15 
sitting days of the Minister receiving it.

Items 2, 3 and 4—Section 475.2 of the Criminal Code, Section 475.2 of the Criminal 
Code, At the end of section 475.2 of the Criminal Code

154.158. Section 475.2 provides that each offence in Part 10.6 is subject to extended 
geographical jurisdiction—Category A.

155.159. Item 2 would amend section 475.2 to turn existing section 475.2 into 
subsection 1 of the amended 475.2. This amendment is a consequence of the insertion 
of new subsection (2) by item 4 of Schedule 1 to the Bill.

156.160. Item 3 would amend section 475.2 to exempt the offences in new Subdivision 
H of Division 474 from the general application of section 475.2.  
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157.161. Item 4 would insert a new subsection 475.2(2) that would provide that section 
14.1 (standard geographical jurisdiction) does not apply to an offence against 
Subdivision H of Division 474 (that is, the offences introduced by the Bill).

158.162. As a result of items 3 and 4 of Schedule 1 to the Bill, the offences in 
subsections @474.33(1), @474.34(1) and @474.34(5) are not subject to the standard 
geographical jurisdiction or to Category A geographical jurisdiction listed in Part 2.7
of the Criminal Code, the latter being the geographical jurisdiction that applies to the 
other subdivisions in Part 10.6.  As such, these offences contain jurisdictional limits
through the requirement that there must be reasonable grounds to believe the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia (in the case of subsection @474.33) or that the 
material is reasonably capable of being accessed in Australia (in the case of 
subsections @474.34(1) and (5)).  

159.163. Building jurisdictional limits into offences rather than relying on the Criminal 
Code general or extended geographic jurisdictions is an approach supported by the 
Guide6 in circumstances where, as in these cases, the offences are designed to cover a 
limited kind of conduct.  

                                                 
6 See page 36 of the guide.
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Schedule 2—Obligations of internet service providers and internet content hosts

Criminal Code Act 1995

Item 1—Section 474.25 of the Criminal Code (penalty)

160.164. Under section 474.25 of the Criminal Code it is an offence if a person who is 
an internet service provider or internet content host is aware that their service can be 
used to access material that they believe on reasonable grounds to be child 
pornography or child abuse material and fails within a reasonable time after becoming 
aware of the existence of the material to refer details of the material to the AFP. A
maximum penalty of 100 penalty units currently attaches to this offence. If the person 
is a body corporate, a maximum penalty of 500 penalty units can be imposed pursuant 
to the corporate multiplier rule under section 4B of the Crimes Act 1914. 

161.165. Item 1 of Schedule 2 would amend section 474.25 to increase the maximum 
penalty from 100 penalty units to 800 penalty units. For a body corporate found guilty 
of the offence under section 474.25, this would increase the maximum penalty that 
could be imposed from 500 penalty units to 4000 penalty units.  

162.166. According to the Guide7, a maximum penalty should aim to provide an 
effective deterrent to the commission of the offence, and should reflect the 
seriousness of the offence within the relevant legislative scheme. The current 
maximum penalty of 100 penalty units attaching to the offence under section 474.25 
does not adequately reflect the serious consequences for victims, their families and 
the community particularly where there is underlying conduct of sexual abuse. 
Furthermore, as a result of the failure to refer child pornography or child abuse 
material to police there is harm caused by continued public access to and online 
dissemination and proliferation of such material. A higher maximum penalty is also 
justified because there may be strong incentives for persons, particularly large 
corporations, to fail to take action in respect of child pornography and child abuse
material and commit these offences. As such it is appropriate that the maximum 
penalty attaching to an offence against section 474.25 is raised to 800 penalty units.  

163.167. An increase in the maximum penalty that can be imposed for an offence under 
section 474.25 from 100 penalty units to 800 penalty units is consistent with the 
maximum penalty of 800 penalty units that can be imposed for the offences under 
new sections @474.33, @474.34 and @474.35 in respect of failure to refer abhorrent 
violent material to the Australian Federal Police. It is appropriate that the maximum 
penalties are consistent across sections 474.25, @474.33 and @474.34 given that 
child pornography material, child abuse material and abhorrent violent material are all 
material of a similarly serious nature and which all have a nexus to criminal or 
potentially criminal conduct that should be brought to the attention of the Australian 
Federal Police.  

164.168. An increase in the maximum penalty from 100 to 800 penalty units under 
section 474.25 would enliven section 11.5 of the Criminal Code in respect of the 
offence of conspiracy to commit an offence under section 474.25. This means that a 
person who conspired with another person to commit the offence under section 
474.25 could be punished as if the offence under 474.25 had been committed.   

                                                 
7 See page 38 of the Guide. 
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

GENERAL OUTLINE

1. The Christchurch terrorist attack on 15 March 2018 demonstrated the potential for 
live streaming and other video sharing platforms to be abused by terrorist offenders to 
amplify their messages in the immediate aftermath of these incidents. In this case, the 
perpetrator streamed the attack in real-time. This video was then widely re-shared across a 
number of social media platforms. 

2. The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 
(Bill) addresses this concern by amending the Commonwealth Criminal Code to introduce 
new offences intended to prevent the dissemination of abhorrent violent material. 

3. To achieve this, the Bill places new obligations on: 

internet service providers and internet content hosts to refer the details of 
particular instances of abhorrent violent material that can be accessed through 
their service to the Australian Federal Police, and

the providers of content services to remove abhorrent violent material from the 
content service within a reasonable time of becoming aware of the existence of 
the material

4. Abhorrent violent material includes audio, visual, or audio-visual material that records 
or streams abhorrent violent conduct in a way that reasonable persons would regard as being 
offensive. This will apply to material that is produced by a person or persons who engaged in 
or otherwise participates in the abhorrent violent conduct, which is conduct where a person: 

engages in a terrorist act (within the meaning of section 100.1 of the Criminal 
Code), or 

murders another person, or 

attempts to murder another person, or 

causes serious physical harm to another person, or 

tortures another person, or 

commits an act of sexual violence against another person, or  

kidnaps another person. 

5. The obligation on the providers of content services is supported by a new power for 
the eSafety Commissioner to issue a written notice to a content service provider notifying 
them that abhorrent violent material has been provided on their content service. This will put 
the provider on notice that their content service is being used to disseminate abhorrent 
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violent material and create a presumption in any future prosecutions about the knowledge of 
the provider.  

FINANCIAL IMPACT

6. The Bill is unlikely to have a significant impact on consolidated revenue. 
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STATEMENT OF COMPATIBILITY WITH HUMAN RIGHTS 

Prepared in accordance with Part 3 of the Human Rights (Parliamentary Scrutiny) Act 2011 

Counter-Terrorism Legislation Amendment Bill 2019 
7. This Bill is compatible with the human rights and freedoms recognised or declared in the 
international instruments listed in section 3 of the Human Rights (Parliamentary Scrutiny) Act 2011.

Overview of the Bill
8. The Bill amends the Commonwealth Criminal Code to introduce new offences 
intended to prevent the dissemination of abhorrent violent material.  

9. [tbc]

Overview of measures10. [tbc] 

Human rights implications 
11. This Bill engages the following rights: 

the right to [tbc]
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SCHEDULE 1 – SHARING OF ABHORRENT VIOLENT MATERIAL

12. [tbc]
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NOTES ON CLAUSES

Preliminary 

Clause 1 – Short title

13. This clause provides for the short title of the Act to be the Criminal Code Amendment 
(Sharing of Abhorrent Violent Material) Act 2019 (Act). 

Clause 2 – Commencement

14. This clause provides for the commencement of each provision in the Bill, as set out in 
the table.  

15. Item 1 in the table in subclause 2(1) provides that the whole of the Act will commence 
on the day after the Act receives the Royal Assent.

Clause 3 – Schedules

16. Each Act specified in a Schedule to this Act is amended or repealed as set out in the 
applicable items in the Schedule. Any other item in a Schedule to this Act has effect
according to its terms. 
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Schedule 1 - Sharing of abhorrent violent material 

Criminal Code 

Item 1-At the end of Division 474 of the Criminal Code 

17. This item adds new Subdivision H at the end of Division 474 of the Criminal Code 
entitled 'Offences relating to use of caniage service for sharing of abhon ent violent 
material ' . 

Section 474.30 - Definitions 

18. New section 474.30 provides the definitions of the new Subdivision . 

19. The te1m 'consent' is defined to mean free and voluntaiy agreement. 

20. The te1m 'content service ' is defined to mean a social media service, a. rele¥aftt 
elec~rea¼c seP1¼ce aae .Q!_a designed internet service. In each case, the te1m has the same 
meaning as within the Enhancing Online Safety Act 2015. 

Section 474.31 - Abhon ent violent material 

21. New section 474 .31 defines the te1m 'abhon ent violent material ' to mean material 
that is audio, visual, or audio-visual material that records or streams abhon ent violent 
conduct engaged in by one or more persons iB a. way that where a reasonable personf7 would 
regard the material as being, in all the circumstances, offensive. 

22. Additionally, the material must be produced by a person who is, or by two or more 
persons each of whom is: 

• a person who engaged in the abhon ent violent conduct, or 

• a person who conspired to engage in the abhon ent violent conduct, or 

• a person who aided, abetted, counselled or procured, or was in any way 
knowingly concerned in, the abhon ent violent conduct, or 

• a person who attempted to engage in the abhon ent violent conduct. 

23. New subsection 474 .31(2) provides that, for the purposes of this section, it is 
immaterial whether the material has been altered. · 47C(1) 

24. New subsection 474.3 1(3) provides that it is immaterial whether the abhon ent 
violent conduct was en~ ~ in within or outside of Australia. s 47C(1l 
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Section 474.32 - AbhoITent violent conduct 

25. New section 474.32 defines the te1m 'abhoITent violent conduct ' :5 47C(1) 

26. New subsection 474.32(1) provides that a person engaged in abhoITent violent 
conduct if the person does any of the following: 

• engages in a teITorist act (within the meaning of section 100.1 of the Criminal 
Code), or 

• murders another person, or 

• attempts to murder another person, or 

._s 47C(1) 

• tortures another person, or 

• s 47C(1) 

• kidnaps another person. 

rapes another person, or 

27. New subsection 474.32(2) states that, for the purposes of this section, a person 
murders another person if their conduct causes the death of the other person and that conduct 
s 47C(1) 

:;;g_ )fow oMl3oeet.ioB 474 .32(3) ofateo that, ier the ptii::pooeo ofthio oeetioB, a perooB eaaoeo 
serioas physical hann to another person if their eondaet eaases serioas hann to at1other 
persoH, the serio:as haim is physical haim aad the eo0w.-1ct was Hot aeeideHtal. 

~28. New subsection 474.32(41) states that, for the purposes ofthis section, a person (the 
first person) tortures another person if: 

• the first person inflicts severe physical or mental pain or suffering upon the 
other person, and 

• the other person is in custody, or under the control, of the first person, and 

• the pain or suffering does not arise only from, and is not inherent in or 
incidental to, lawful sanctions that are not inconsistent with the Articles of the 
International Covenant on Civil and Political Rights. 

~29. New subsection 474.32(-M) states that, for the purposes of this section, a person (the 
first person) ,s 4 7C('I) -rapes another person if they sexual_!x 
penetrate th~ ther person without the consent of that perso1.15 47C(1) 

or causes the other person to sexually penetrate the first person without the consent 
of the other person. New subsection 474.32(6)-(7) provide additional interpretive guidance 
for this section. 
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31.30. New subsection 474.32(56) states that, for the purposes of this section, a person (the 
first person) kidnaps another person if: 

the first person takes or detains the other person without the other person’s 
consent, and 

the first person takes or detains the other person in order to:

i. hold the other person ransom or as hostage, or 

the taking or detention of the other person involves violence or a threat of 
violence. 

Section 474.33 – Obligations Notification obligations of internet service providers and 
internet content hosts 

32.31. New section 474.33 creates a new offence  where:

a person is an internet service provider or an internet content host, and 

the person is aware that the service provided by the person can be used to 
access particular material that the person has reasonable grounds to believe is 
abhorrent violent material, and 

the person does not refer details of the material to the Australian Federal 
Police within a reasonable time after becoming aware of the existence of the 
material.
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Section 474.38 – Removing, or ceasing to host, Removal of abhorrent violent material that 
can be accessed using a content service

34.35. New subsection 474.38(1) creates a new offence where:

a person provides a content service (as defined in new section 474.30), and
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Section 474.39A – Notice issued by eSafety Commissioner in relation to the service provided 
by an internet content host—presumptions 

44.

Section 474.40 – Defences in respect of abhorrent violent material

41.45. New section 474.40 sets out the defences available in relation to offence under new 
sections 474.33, 474.34

42.46. [TBC]

Section 474.42 – Implied freedom of political communication

Section 474.44 – Provider of content service

46.50. New section 474.44 sets out circumstances in which a person does not provide a 
content service for the purposes of this subdivision.  

47.51. New subsection 474.44(1) states that a person does not provide a content service 
merely because the person supplied a carriage service that enables material to be accessed.

48.52. New subsection 474.44(2) states that a person does not provide a content service 
merely because the person provides a billing service, or a fee collection service, in relation to 
a content service.
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Section 474.46 – Service of copies of electronic means

49.53. New section 474.46 provides that paragraphs 9(1)(d) and (2)(d) of the Electronic 
Transactions Act 1999 do not apply to a copy of a notice under subsection 474.39(1) of the 
Bill.  

50.54. The relevant provisions of the Electronic Transactions Act 1999 deal with the consent 
of the recipient of information to the information being given by way of electronic 
communications. 

Section 474.47 – Giving a copy of a notice to a person etc. 

51.55. New section 474.47 provides sets out the process by which the eSafety Commissioner 
can give a notice to the provider of a content service.

Section 474.47A – Compensation for acquisition of property 

52.56. New section 474.47A provides that if the operation of this new Subdivision would 
result in acquisition of property within the meaning of paragraph 51(xxxi) of the Constitution 
from a person otherwise than on just terms, the Commonwealth is liable to pay a reasonable 
amount of compensation to the person. 

57. New subsection 474.47A(2) sets out the process by which a person may apply to the 
Federal Court of Australia or the Supreme Court of a State or Territory for recover of such 
reasonable amounts of compensation from the Commonwealth as the court determines.

Section 474.48 – This Subdivision does not limit Schedule 5 or 7 to the Broadcasting 
Services Act 1992

58.

Section 474.49 – Review of this Subdivision 

53.59. New section 474.49 provides that at the end of the two year period beginning at the 
commencement of this section, the Minister must cause to be conducted a review of the 
operation of new Subdivision H. This report must be given to the Minister within 12 months, 
and tabled in parliament within 15 sitting days of the Minister receiving it.
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Schedule 2 – Obligations of internet service providers and internet content hosts

Criminal Code

Item 1 – Section 474.25 

56.62. Section 474.25 requires internet service providers and internet content hosts that are 
aware that their services can be used to access particular material that the person has 
reasonable grounds to believe is child pornography material or child abuse material to refer 
those details to the Australian Federal Police within a reasonable time after becoming aware 
of the existence of that material.
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AUSTRALIAN GOVERNMENT REGULATION IMPACT STATEMENT 
PRELIMINARY ASSESSMENT FORM: IS A RIS REQUIRED? 

September 2017 

The Government has introduced the Australian Government Guide to Regulation, which outlines the process 
for developing a regulato1y proposal, including a Regulation Impact Statement (RIS). 

All Cabinet submissions require a RIS. RISs are also required for all decisions made by the Australian 
Government and its agencies that are likely to have a regulato1y impact on businesses, community 
organisations or individuals, unless the proposed change is a minor or machine1y change. 

It is your responsibility to contact OBPR for advice on whether a RIS is required for your proposal. OBPR 
conducts a Prelimina1y Assessment to detennine whether one is needed, based on the infonnation that you 
provide in the fo1m discussed in this guidance note. 

Contacting OBPR early during policy development will help you to: 

• progress the proposal through decision making f01ums, such as Cabinet, in a timely manner 

• ensure full compliance with the Government's requirements. 

Early advice to your Regulato1y Refo1m Unit will also allow you to take into account any portfolio or 
agency specific requirements. 

The Preliminary Assessment form 

When you have a m dimentaiy set of answers to the seven RIS questions listed in the Guide to Regulation, 
give a written summa1y to OBPR in the fo1m shown on the following page. If you provide enough 
info1mation to help OBPR understand the nature of the proposal, you should receive a response within five 
working days confnming whether or not a RIS is required and, if so, what type. This is known as a 
Prelimina1y Assessment. 

While filling in this fo1m is not compulso1y, it will help you identify the key features of your regulatory 
proposal. This will allow OBPR to quickly assess whether a RIS is required. 

If you have any questions about completing the fo1m, contact the OBPR at Helpdesk-OBPR@pmc.gov.au or 
call (02) 6271 6270. 

A different Prelimina1y Assessment form is required for COAG regulato1y proposals. 

What's new? 

This preliminaiy assessment fo1m has been updated with additional questions and info1mation relating to: 

• Small business - to encourage agencies to contact the Australian Small Business and Fainily Enterprise 
Ombudsman when developing regulation likely to impact small business; and 

• Australia 's international obligations - to improve understanding of the need to consider Australia 's 
international obligations when developing regulation. 

RIS Preliminaiy Assessment fo1m: Is a RIS required? 
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Preliminary Assessment Form 

Overview 

Name of department/agency 
Attorney-General's Department 

Name of proposal 
Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 

Description of the problem 

The recent Christchurch terrorist attack has demonstrated the potential for live streaming and other video 
sharing platforms to be used by terrorists to amplify their messages in the immediate aftermath of attacks. In 
that case, the perpetrator of the terrorist attack streamed the attack in real-time. The video was subsequently 
widely re-shared across a number of social media platforms. The free flowing sharing of this material can 
result in the spread of violent propaganda, radicalise others and heighten the risk of such violent conduct 
occurring again. 

s-:l7C(1) 

RIS Preliminaiy Assessment fonn: Is a RIS required? 2 
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Timing 

Key dates and timeline 

The legislation is currently being drafted and is intended to be introduced and passed through Parliament 
during the Autumn 2019 sitting period. 

Contact information (Please enter your contact information below) 

Name: f 22T'I }-

Email and Phone: f 22(l} I 
Date: 27 March 2019 

Please forward the completed form to OBPR at Helpdesk-OBPR@pmc.gov.au or call (02) 6271 6270 do discuss your 
proposal with an OBPR officer. 

Overview 

Description of the problem 

Describe the problem that the proposed regulation is intended to solve: 

• Do not confuse the problem with a 'symptom' of the problem. Identify the underlying cause of the 
problem. Is the problem the consequence or the cause? 

• What is the nature of the problem? What loss, ha1m or other adverse consequences are being experienced, 
and by whom? 

• How significant is the problem? What is its magnitude? If your proposal is intended to mitigate risk of an 
adverse event, what is the likelihood of that event occmTing? What evidence do you have to suppo1i that 
assessment? 

RIS Preliminaiy Assessment fo1m: Is a RIS required? 4 
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How is the problem currently regulated by Australian Government, state, territory or local government 
regulations, or by governments overseas? Are there deficiencies in the existing regulatory system? 

Is there a case for government intervention or is the problem of purely private interest? 

Why does current regulation not properly address the problem? 

If the problem relates to existing legislation or regulation, is it caused by faulty design, implementation, or 
both? 

What are the consequences of not taking any action? 

Could relying on the market in conjunction with the general application of existing laws and regulations 
solve the problem? If not, why not?  

Will the problem self-correct within a reasonable timeframe?

Outline of the policy objectives

Clearly identify why there is a legitimate reason for the Government to intervene. Demonstrate that the 
Government has the capacity to intervene successfully, and identify alternatives to government action. List
objectives, outcomes, goals or targets that are sought in relation to the problem, and constraints or barriers to 
achieving them.  

A common error is to confuse the desired final outcome of a proposal with the outputs, or means of 
obtaining it. The aim is not to pre-justify a preferred solution, but to specify the objective broadly enough so 
that all relevant alternative solutions can be considered. 

Outline of the options

Outline a range of genuine and viable alternative policy options available to address the problem and achieve 
the policy objectives. Identify a minimum of three options1, of which at least one option must always be 
non-regulatory. 

Other elements of your proposal

Include any additional information that is relevant to the proposal. For example: have there been recent 
proposed regulations similar or related to this proposal, or is it a new regulation, an amendment to an 
existing regulation, or a replacement for sunsetting regulation. 

State whether any consultation has already been undertaken, and what consultation is proposed. 

Likely impact on businesses, community organisations and individuals

Impacts can be thought of as either regulatory impacts or compliance costs. 

1 In certain circumstances, fewer than three options can be considered in a RIS. See the Regulation Impact Statement Policy Options guidance note for more 

information.
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Regulatory impacts

Regulatory impacts may include:

changes to the number or type of products that businesses can offer, such as: 

– banning products or industry practices 

– changing the way products can be offered

impacts on consumer demand for certain products, such as: 

– increasing prices through the regulation’s requirements  

– changing the information available to consumers 

impacts on the ability of businesses to compete in the market or on their incentives to compete, such as:

– creating a self-regulatory or co-regulatory regime

– changing the requirements for a licence, permit or other authorisation 

– influencing the price or quantity of goods that are sold

– setting standards for product or service quality 

– changing the prices or types of inputs available to businesses. 

Regulatory Compliance costs

All RISs must quantify the regulatory costs of new regulations to businesses, community organisations and 
individuals. If a portfolio brings forward a proposal with net regulatory increases and offsetting regulatory 
savings are not included in the RIS and agreed with the OBPR, the proposal can only proceed if the portfolio 
can demonstrate satisfactory progress towards its net objective. See the Regulatory Burden Measurement 
framework guidance note for more information on demonstrating satisfactory progress towards your net 
regulatory objective. 

Regulatory costs include:

compliance costs:

– administrative costs

costs incurred by regulated entities mainly to demonstrate compliance with the regulation (usually 
record keeping and reporting costs) 

costs incurred through complying with government taxes, fees, charges and levies, beyond the 
amount paid (for example, the time taken to pay a licence fee). 

– substantive compliance costs

Document 6 - Page 6 of 8
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RIS Preliminary Assessment form: Is a RIS required? 7

costs that lead directly to the regulated outcomes being sought (usually purchase and maintenance 
costs for plant and equipment to meet regulatory requirements, fees paid to training providers, costs 
of providing information to third parties, and costs of operation—for example, energy costs). 

delay costs:

– expenses and loss of income incurred by a regulated entity through one or both of: 

an application delay—the time taken to complete an administrative application requirement that 
prevents the party from beginning its intended operations

an approval delay—the time taken by the regulator to communicate a decision on the administrative 
application that prevents the party from beginning its intended operations (this includes the time 
taken to asses and consider an application).  

Small Business Impacts

Small businesses make up over 98% of businesses in Australia and often operate in a fundamentally 
different way to large or medium businesses.  When a policy proposal is judged to have an impact on small 
business, this should be described in the preliminary assessment. The Small Business Guidance Note will 
assist with the identification and understanding of impacts affecting small businesses: 
https://www.pmc.gov.au/resource-centre/regulation/small-business-guidance-note. 
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The Office of the Australian Small Business and Family Enterprise Ombudsman (ASBFEO) was established 
under the Australian Small Business and Family Enterprise Ombudsman Act 2015 to undertake advocacy 
and assistance functions. This includes the review of proposals in relation to relevant legislation to ensure 
that policies and regulation do not have unintended consequences that adversely impact the small business 
sector. The ASBFEO’s office should be contacted to help determine whether there are likely to be impacts 
on small business and whether they should have different obligations from larger businesses in relation to 
the operation of the possible regulation. The ASBFEO’s office can provide assistance with effective 
consultation with the small business sector and key stakeholders. 

The ASBFEO’s office can be contacted on 02 62631500 or regulation@asbfeo.gov.au.

International Trade and Investment Law Impacts

Reducing the risk of implementing measures inconsistent with international trade and investment law
requires that government agencies:

develop a basic understanding of Australia’s trade and investment law obligations; and
seek advice as early as possible in the policy cycle.

Australia’s international trade and investment law obligations are contained in the multilateral World Trade
Organization Agreements, Australia’s bilateral and plurilateral Free Trade Agreements, and Australia’s
bilateral investment Agreements. Our obligations exist in relation to trade in goods, services, investment and 
intellectual property. 

Ensuring consistency with Australia’s trade and investment law obligations is an important consideration
when developing policy proposals in order to mitigate the risk of a dispute being brought against Australia
for allegedly breaching these obligations. In this context, it is worth noting that the cost of defending 
Investor-State Dispute Settlement (ISDS) proceedings is generally borne by the agency with the relevant 
policy interest at stake.

The Trade and Investment Law Branch at the Department of Foreign Affairs & Trade 
(trade.law@dfat.gov.au) or the Office of International Law within the Attorney-General’s Department 
(oil.coordinator@ag.gov.au) can help you understand how your proposed policy may interact with 
Australia’s trade and investment law obligations. 

Timing

Outline key dates and give an indicative timeline.

More information on the RIS process

More information on the RIS process is in the Australian Government Guide to Regulation. 
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PROTECTED 
SENSITIVE: CABINET 

SENSITIVE: CABINET 
PROTECTED 

STATEMENTS OF REASONS

STATEMENT OF REASONS FOR INTRODUCTION AND PASSAGE IN THE
2019 AUTUMN SITTINGS

CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

Purpose of the Bill 

The Bill is proposed to introduce offences intended to ensure that persons providing 
internet, hosting or content services take responsibility for and proactively remove 
abhorrent violent material from online platforms. The measures in the Bill ensure that 
online platforms cannot be exploited and weaponised by perpetrators of violence.  

The Bill introduces Commonwealth offences into the Criminal Code that will apply to
persons that provide hosting or content services who fail to take all reasonable steps to 
expeditiously remove and cease hosting abhorrent violent material from their services.
There will also be offences for persons that provide internet, hosting or content 
services who fail to expeditiously refer details of such material to law enforcement.
Criminal penalties will apply to those companies and individuals who fail to take such 
steps.  Under the Bill, the e-Safety Commissioner will have the power to issue a 
notice to a person who is a content or hosting service provider, stating that at the time 
of the notice the abhorrent violent material could be accessed or was hosted on the 
person’s service.

Reasons for Urgency

The recent Christchurch terrorist attack has demonstrated the potential for live 
streaming and other video sharing platforms to be abused by terrorist offenders to 
amplify their messages in the immediate aftermath of these incidents. In this case the 
perpetrator streamed the attack in real-time. This video was then widely re-shared 
across a number of social media platforms.

The Bill is required to be introduced and passed in a single parliamentary sitting 
period to urgently address significant gaps in Australia’s current criminal laws 
pertaining to the online accessibility of abhorrent violent material. We must deny 
offenders the opportunity to leverage online platforms to further spread their 
propaganda messages. Furthermore, the accessibility and subsequent sharing of such 
material has the potential to cause widespread public anxiety and add to the suffering 
of victims and their families.  

It is essential that the Government act quickly and decisively to ensure our criminal 
laws are appropriately adapted to protect the Australian people and serve as an 
effective deterrent for internet, hosting and content providers who are not acting 
expeditiously to remove or cease hosting this horrific material. 

(Circulated by authority of the Attorney-General) 
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Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019

1. This Bill is compatible with the human rights and freedom recognised or declared in the
international instruments listed in section 3 if the Human Rights (Parliamentary Scrutiny) Act 2011.

Overview of the Bill

2. The objective of the Bill is 

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 1995
(Criminal Code) that will apply to persons that provide hosting or content services 

Under the Bill, the e-Safety Commissioner will have the power to issue a notice to a person
who is a content or hosting service provider, stating that at the time of the notice the abhorrent violent
material could be accessed or was hosted on the person’s service.

Human rights implications

This Bill engages the following rights:

the right to freedom of expression in article 19(2) of the International Covenant on Civil and
Political Rights (ICCPR)

SCHEDULE 1 – SHARING OFABHORRENT VIOLENT MATERIAL

The right to freedom of expression in Article 19 of the ICCPR

Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) of the ICCPR 
recognises the right to receive and impart information and ideas through any medium, including 
written and oral communication, the media, broadcasting and commercial advertising.  

The right to freedom of expression is not an absolute right. Article 19(3) stipulates that this right may 
be restricted by law if necessary: 

for the respect of the rights or reputations of others
for the protection of national security or of public order, or of public health or morals.

Section @474.38 introduces an offence that will apply to internet, hosting or content services that fail 
to take all reasonable steps to expeditiously remove and cease hosting abhorrent violent material from 
their services. This will have the indirect effect of limiting individuals’ ability to share and 
disseminate abhorrent violent material on these services. 
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Terrorism threatens Australia’s national security and the rights and freedoms of Australia. It is 
essential that our laws evolve to reflect the current threat posed by terrorism. The attack in 
Christchurch on 15 March 2019 demonstrates that content services and internet host services are used 
to publish terrorist attacks and may be used to spread other abhorrent violent material. Disseminating 
this content spreads propaganda and may serve as recruitment material. This increases the potential 
for harm to Australians and our national security. Regulating this through section @474.38 is an 
entirely legitimate and necessary objective to reduce the threat of terrorism and protect the safety of 
Australians. Requiring content services and internet host services to remove abhorrent violent material
has a strong likelihood of achieving this objective because it reduces key platforms for spreading this 
material. 

Indirectly limiting how private citizens may express their opinions is a proportionate and necessary 
consequence of pursuing the primary objective of this Bill. The offences do not criminalise an 
individual’s freedom of expression; 

 Sharing abhorrent violent material can have a negative impact on well-being and could 
incite further violence.

 These offences are entirely 
consistent with Article 19(3), which stipulates that the right to freedom of expression established by 
Article 19(2) may be restricted for the protection of national security, public order or public health or 
morals. Disseminating abhorrent material on content services and internet host services may threaten 
national security by serving as propaganda or recruitment material for further criminal activity, 
prejudice the dignity of the victims and has the potential reach vulnerable sections of the community. 
Furthermore, the ability to readily share offensive material is not a desirable outcome of a robust 
freedom of expression right. Requiring content services and internet host services to remove abhorrent
violent material reflects that the right to freedom of expression under Article 19 carries special 
responsibilities. 

The Bill is proportionate and not arbitrary because it applies a defence in respect of abhorrent violent 
material, contained in section @474.40. Section @474.38 is not prohibiting the sharing of abhorrent 
violent material or the freedom of expression in all circumstances, but rather it is limiting how this
expression may be disseminated. The offences do not apply to a service if access to abhorrent violent 
material is necessary to:

enforce the law
investigate or monitor compliance with the law
conduct proceedings in a court or tribunal
report the news that is in the public interest
assist public officials in exercising their duties
advocate for changes to laws
develop, perform, exhibit or distribute, in good faith, artistic work.

These defences mean that the new offences in section @474.38 have a direct correlation to the 
objective of limiting the dissemination of abhorrent violent material. The offences are not
overreaching and will not catch instances where abhorrent violent material is transmitted for bona fide 

 purposes . 
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FIRST DRAFT 

The right to procedural guarantees in article 14 of the International Covenant on Civil and Political 
Rights (ICCPR)  

1. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to all
persons, including procedural guarantees, the universality of the rule of law and the
presumption of innocence. The United Nations Human Rights Committee has stated that
‘article 14 of the Covenant aims at ensuring the proper administration of justice and to this
end guarantees a series of specific rights’.

2.

3. The Bill provides that, in prosecutions where the defendant is accused of an offence under
subsection 474.38(1) and the eSafety Commissioner has issued a written notice under
subsection 474.39(1), ‘it must be presumed that the person was aware that the content
service could be used to access the specified material at the specified time, unless the
person adduces or points to evidence’ to the contrary. Further, subsection 474.39(4)
provides that ‘the eSafety Commissioner is not required to observe any requirements of
procedural fairness in relation to the issue of a notice under subsection (1)’.

4. While sections 474.38 and 474.39 would engage the rights afforded by article 14 of the
ICCPR, they would do so in a manner that is tailored to achieving a legitimate goal. The Bill’s
primary objective is to limit the spread of abhorrent violent material in the aftermath of
terror attacks and violent crimes. The audio-visual content produced by such events has
objectionable value as propaganda or recruitment material for further criminal activity,
prejudices the dignity the victims and has the potential to reach to vulnerable sections of the
community.

5. The offences included in the Bill are rationally connected to the Bill’s objective because
reasonably limiting the rights provided by article 14 allows for the offences to operate as
deterrents

6.
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7.

8.

9.

The right to freedom from interference in privacy and correspondence in article 17 of the ICCPR 

1. Article 17 of the ICCPR establishes the right to freedom from interference and
correspondence in that ‘no one shall be subjected to arbitrary or unlawful interference with
his privacy, family, home or correspondence’. The remit of this right is established in greater
detail by General Comment No. 16 of the Human Rights Committee. It states that ‘article 17
provides for the right of every person to be protected against arbitrary or unlawful
interference with his privacy, family, home or correspondence… this right is required to be
guaranteed against all such interferences and attacks whether they emanate from State
authorities or from natural or legal persons’.

2. The Bill’s offences, provided for in sections 474.33, 474.34 and 474.38, would establish a
regime that deters content service providers and internet service hosts from 

 Such a regime would indirectly limit the nature of the content end-users are able to
share with each other 

 This would engage
the rights provided by article 17 because it may affect the nature and feasibility of
correspondence between Australian citizens, albeit only for a specific type of objectionable
material.
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3. The Bill’s primary objective is to limit the spread of abhorrent violent material in the
aftermath of major terror attacks and violent crimes. The audio-visual content produced by
such events has objectionable value as propaganda or recruitment material for further
criminal activity, prejudices the dignity the victims and has the potential to reach to
vulnerable sections of the community. The Bill’s engagement with article 17 is a necessary
consequence of this pursuit.

4. In order to limit the reach of objectionable material, correspondence between individuals
must, by definition, be limited to exclude the material in question. By targeting only the
conduct of internet host providers and content service providers instead of the conduct of
end-users, the Bill would indirectly limit the correspondence of private citizens as a
proportionate and necessary consequence of pursuing its primary objective.

5. It is also reasonable to argue that readily sharing objectionable material is not the type of
correspondence article 17 aims to protect. In its preamble, the ICCPR states that ‘the
individual [has] duties to other individuals and to the community to which he belongs’ and
that ‘freedom from fear and want can only be achieved if conditions are created whereby
everyone may enjoy his civil and political rights’. The unchecked proliferation of abhorrent
violent material, which would include terrorist attack propaganda and audio-visual content
depicting objectionable acts, is incompatible with the goals of the ICCPR and all other
international human rights instruments.

6. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is further
supported by the general comments of the Human Rights Committee. Paragraph 3 of
General Comment No. 16 states that ‘[the] term “unlawful” means that no interference can
take place except in cases envisaged by the law. Interference authorized by States can only
take place on the basis of law, which itself must comply with the provisions, aims and
objectives of the Covenant.’ In this case, the laws proposed by the Bill are compatible with
the tenets laid out by the preamble of the ICCPR. Again, limiting the reach of objectionable
material promotes the objectives of ‘freedom from fear’ and fosters conditions ‘whereby
everyone may enjoy his civil and political rights’. The rational connection between the
limitation imposed by the Bill and its objective is established in the pursuit of the ICCPR’s
overarching goals.

7. Following the logic of the general comments from the Human Rights Committee and
considering the nature of the content, it is reasonable to conclude that indirectly restricting
access to objectionable material is a reasonable, necessary and proportionate means to
achieving a legitimate objective in limiting the spread of abhorrent violent material.
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FIRST DRAFT  

Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 

1. This Bill is compatible with the human rights and freedom recognised or declared in the
international instruments listed in section 3 of the Human Rights (Parliamentary Scrutiny) Act 2011.

Overview of the Bill 

2. The objective of the Bill is 

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 1995 (Criminal
Code) that will apply to hosting or content services 

. Under the
Bill, the e-Safety Commissioner will have the power to issue a notice to a content service provider or
internet content host stating that at the time of the notice the abhorrent violent material could be
accessed or was hosted on the person’s service.

Human rights implications 

This Bill engages the following rights: 

the right to procedural guarantees in article 14 of the International Covenant on Civil and
Political Rights (ICCPR)

the right to freedom from interference in privacy and correspondence in article 17 of the
ICCPR

the right to freedom of expression in article 19(2) of the ICCPR, and

the right to freedom from propaganda, discrimination and hatred in article 20 of the ICCPR.

SCHEDULE 1 – SHARING OF ABHORRENT VIOLENT MATERIAL 

1.

The right to procedural guarantees in article 14 of the ICCPR 
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1. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to all 
persons, including procedural guarantees, the universality of the rule of law and the 
presumption of innocence. The United Nations Human Rights Committee has stated that 
‘article 14 of the Covenant aims at ensuring the proper administration of justice and to this 
end guarantees a series of specific rights’. The engaged right is provided for in paragraph 2 
of article 14. It states that ‘everyone charged with a criminal offence shall have the right to 
be presumed innocent until proved guilty according to law’.  

2. This right is engaged by sections 474.38 and 474.3 of the Bill, which places an evidential 
burden on defendants in limited circumstances. These sections provide that, in prosecutions 
where the defendant is accused of an offence under subsection 474.38(1) and the eSafety 
Commissioner has issued a written notice under subsection 474.39(1), ‘it must be presumed 
that the person was aware that the content service could be used to access the specified 
material at the specified time, unless the person adduces or points to evidence’ to the 
contrary.  

3. As article 14 is not an absolute right, it is subject to permissible measures that restrict rights 
provided they are prescribed by law and are reasonable, necessary and proportionate 
means for pursuit of a legitimate objective. While sections 474.38 and 474.39 would engage 
the rights afforded by article 14 of the ICCPR, they would do so in a manner that is tailored 
to achieving a legitimate goal. The Bill’s primary objective is to limit the spread of abhorrent 
violent material in the aftermath of terror attacks and violent crimes. The audio-visual 
content produced by such events has objectionable value as propaganda or recruitment 
material for further criminal activity, prejudices the dignity the victims and has the potential 
to reach to vulnerable sections of the community.  

4. The offences included in the Bill are rationally connected to the Bill’s objective because 
reasonably limiting the rights provided by article 14 allows for the offences to operate as 
deterrents  

 
 

 
   

5.

6.
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8. 

9. 

The right to freedom from interference in privacy and correspondence in article 17 of the ICCPR 

1. Article 17 of the ICCPR establishes the right to freedom from interference and 

correspondence in that 'no one shall be subjected to arbitrary or unlawful interference with 

his privacy, family, home or correspondence'. The remit of this right is established in greater 

detail by General Comment No. 16 of the Human Rights Committee. It states that such 

protections 'are required to be guaranteed against all such interferences and attacks 

whether they emanate from State authorit ies or from natura l or legal persons' . 

2. The Bill's offences, provided for in sections 474.33, 474.34 and 474.38, would establish an 

environment that deters content service providers and internet service hosts from s 47C(1) 
47C(1) 

s 47C(1) . Such a regime would ind irectly limit the nature of the content end-users 

are able to share with each other 4 7 C( 1 ) 
. This 

would engage the rights provided by article 17 because it may affect the nature and 

feasibility of correspondence between Australian citizens, albeit only for a specific t ype of 

objectionable material. 

3. The Bill's primary objective is to limit the spread of abhorrent violent material in the 

aftermath of major terror attacks and violent crimes. The audio-visual content produced by 

such events has objectionable value as propaganda or recruitment material for further 

criminal activit y, prejudices the dignity the victims and has the potential to reach to 

vulnerable sections of the communit y. The Bill's engagement with article 17 is a necessary 

consequence of this pursuit . 

4. In order to lim it the reach of objectionable material, correspondence between individuals 

must, by definit ion, be limited to exclude the material in quest ion. By targeting only the 

conduct of internet host providers and content service providers instead of the conduct of 
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end-users, the Bill would indirectly limit the correspondence of private citizens as a 
proportionate and necessary consequence of pursuing its primary objective.  

5. It is also reasonable to argue that readily sharing objectionable material is not the type of 
correspondence article 17 aims to protect. In its preamble, the ICCPR states that ‘the 
individual [has] duties to other individuals and to the community to which he belongs’ and 
that ‘freedom from fear and want can only be achieved if conditions are created whereby 
everyone may enjoy his civil and political rights’. The unchecked proliferation of abhorrent 
violent material, which would include terrorist attack propaganda and audio-visual content 
depicting objectionable acts, is incompatible with the goals of the ICCPR and all other 
international human rights instruments.  

6. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is further 
supported by the general comments of the Human Rights Committee. Paragraph 3 of 
General Comment No. 16 states that the ‘term “unlawful” means that no interference can 
take place except in cases envisaged by the law. Interference authorized by States can only 
take place on the basis of law, which itself must comply with the provisions, aims and 
objectives of the Covenant.’ In this case, the laws proposed by the Bill are compatible with 
the tenets laid out by the preamble of the ICCPR. Again, limiting the reach of objectionable 
material promotes the objectives of ‘freedom from fear’ and fosters conditions ‘whereby 
everyone may enjoy his civil and political rights’. The rational connection between the 
limitation imposed by the Bill and its objective is established in the pursuit of the ICCPR’s 
overarching goals. 

7. Following the logic of the general comments from the Human Rights Committee and 
considering the nature of the content, it is reasonable to conclude that indirectly restricting 
access to objectionable material is a reasonable, necessary and proportionate means to 
achieving a legitimate objective in limiting the spread of abhorrent violent material.  

The right to freedom of expression in Article 19 of the ICCPR 

1. Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) of the 
ICCPR recognises the right to receive and impart information and ideas through any 
medium, including written and oral communication, the media, broadcasting and 
commercial advertising.  

2. The right to freedom of expression is not an absolute right. Article 19(3) stipulates that this 
right may be restricted by law if necessary:  

for the respect of the rights or reputations of others, or  
for the protection of national security or of public order, or of public health or 
morals. 

3. Section 474.38 introduces an offence that would apply to internet, hosting or content 
services that fail to take all reasonable steps to expeditiously remove and cease hosting 
abhorrent violent material from their services. This will have the indirect effect of limiting 
individuals’ ability to share and disseminate abhorrent violent material on these services. 

4. Terrorism threatens Australia’s national security and the rights and freedoms of Australians. 
It is essential that our laws evolve to reflect the current threat posed by terrorism. The 
attack in Christchurch of 15 March 2019 demonstrates that content services and internet 
host services are used to publish terrorist attacks and may be used to spread other 
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abhorrent violent material. Disseminating this content spreads propaganda and may serve 
as recruitment material. This increases the potential for harm to Australians and our national 
security. Regulating this through section 474.38 is a legitimate and necessary objective to 
reduce the threat of terrorism and protect the safety of Australians. Requiring content 
services and internet host services to remove abhorrent violent material is likely to achieve 
this objective because it inhibits platforms from hosting this material. 

5. Indirectly limiting how private citizens may express their opinions is a proportionate and 
necessary consequence of pursuing the primary objective of this Bill. The offences do not 
criminalise an individual’s expression;  

 Sharing abhorrent violent material can have a negative impact on 
well-being and could incite further violence.  

 
  

6. Further, these offences are entirely consistent with Article 19(3), which stipulates that the 
right to freedom of expression established by Article 19(2) may be restricted for the 
protection of national security, public order or public health or morals. Disseminating 
abhorrent material on content services and internet host services may threaten national 
security by serving as propaganda or recruitment material for further criminal activity, 
prejudice the dignity of the victims and has the potential reach vulnerable sections of the 
community. The ability to readily share objectionable material is not a desirable outcome of 
a robust freedom of expression right. Requiring content services and internet host services 
to remove abhorrent violent material is consistent with the special responsibilities attached 
to article 19.   

7. The Bill is proportionate and not arbitrary because it applies a defence in respect of 
abhorrent violent material, contained in section 474.40. Section 474.38 would not prohibit 
the sharing of abhorrent violent material or the freedom of expression in all circumstances, 
instead it would limit how this expression is disseminated. The offences would not apply if 
access to abhorrent violent material is necessary to: 

enforce the law  
investigate or monitor compliance with the law 
conduct proceedings in a court or tribunal 
report the news that is in the public interest 
assist public officials in exercising their duties 
advocate for changes to laws, or 
develop, perform, exhibit or distribute, in good faith, artistic work. 

8. These defences mean that the new offences in section 474.38 would have a direct 
correlation to the objective of limiting the sharing of abhorrent violent material. The 
offences are not overreaching and will not catch instances where abhorrent violent material 
is transmitted for bona fide  

 

 

 

 

Document 11 - Page 5 of 6

s 47C(1)

s 47C(1)

s 47C(1)

Attorney-General's Department documents released under FOI 20/083

-



The right to freedom from propaganda, discrimination and hatred in article 20 of the ICCPR  

1. Article 20 of the ICCPR provides that ‘any propaganda for war’ and ‘any advocacy of 
national, racial or religious hatred that constitutes incitement to discrimination, hostility or 
violence shall be prohibited by law’.  

2. The primary objective of the Bill is closely aligned with the rights contained in article 20. By 
limiting the availability of abhorrent violent material that may be used to promote or glorify 
discrimination, hatred and organised violence, the Bill espouses the inclusive and safe 
environment article 20 hopes to foster.  

3. The events in Christchurch that precipitated the drafting of the Bill mirror the examples of 
hatred and incitement given by paragraph 2 of article 20. Restricting access to the audio-
visual content produced by such an event diminishes any given violent event’s potential to 
advocate for further attacks and protects the targeted groups from discrimination, hostility 
and violence.  

4. In adhering to article 20, the Bill also supports article 19’s freedom of speech guarantees. 
General Comment No. 11 by the Human Rights Committee states that the prohibitions 
required by article 20 are ‘fully compatible with the right of freedom of expression as 
contained in article 19, the exercise of which carries with it special duties and 
responsibilities’. Protecting vulnerable sections of the community from the damage of 
abhorrent violent material would constitute one of those special duties and responsibilities.  
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ABHORRENT VIOLENT MATERIAL—Talking Points 
The attack in Christchurch demonstrates that internet platforms must take greater 

responsibility to stop the spread of abhorrent violent material online.  

It is critical our criminal laws evolve to reflect the harm that the widespread 

dissemination of this kind of material can cause.  

 

.On 3 

April 2019 the Senate passed the Criminal Code Amendment (Sharing of Abhorrent 

Violent Material) Bill 2019.  

The Bill  requiresing content, internet and hosting providers to, 

within a reasonable time,  report to the Australian Federal Police abhorrent violent 

 conduct that is happening in Australia and is accessible through, or hosted on, 

their services  

 The penalty for 

failing to do so is a fine of up to $168,000 for individuals and $840,000 for corporations. 

The Bill also creates a new offence for content and hosting service providers around the 

world who fail to expeditiously remove abhorrent violent material.    

The penalty for failing to remove content expeditiously is: 

o For a corporation up to 50,000 penalty units ($10.5million) or 10% of the annual 

turnover of the company, whichever is greater. 

o For a person up to 10,000 penalty units ($2.1million) and 3 years’ imprisonment.  

These penalties reflect the significant harm that is caused when platforms fail in their 

responsibilities to remove such material or refer the material to the AFP.    

These measures will ensure that online platforms cannot be exploited and weaponised 

by perpetrators of violence seeking to spread violent and extreme propaganda. 

Document 12 - Page 1 of 5

s 47C(1)

s 47C(1)

s 47C(1)

s 47C(1)

s 47C(1)

Attorney-General's Department documents released under FOI 20/083

- -------



FOR OFFICIAL USE ONLY 
  AGD Reference No. 19/2119 

FOR OFFICIAL USE ONLY 2 

The Christchurch attack was broadcast for 17 minutes without interruption.  The first 

use report was received 12 minutes later. But nNo serious attempt was made to take 

the video down until 72 minutes after the livestream started.  This is unacceptable. 

These new offences send a clear message to all service providers of their responsibilities 

and the consequences for failing to take action in relation to removing, or referring to 

police, abhorrent violent material.  
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ABHORRENT VIOLENT MATERIAL  
Background and Context 

The offences in the Bill only apply to internet service providers, hosting service providers and content service providers. 
Examples of these are as follows: 

Internet service providers Hosting service providers Content service providers 

Telstra Amazon Web Services (hosts eg Netflix, Expedia) Facebook 

Optus Google Cloud Platform Instagram 

TPG Microsoft hosting services Twitter 

iiNet  Youtube 

Providers of telecommunications services such as voice calls and SMS would not be affected, except to the extent that the 
company also performs one of the specified functions. 

Interaction with existing provisions  

Subsection 80.2C of the Criminal Code contains an offence for advocating terrorist acts. Section 101.5 of the Criminal Code 
creates an offence for collecting or making documents likely to facilitate terrorist acts. Division 102 of the Criminal Code 
contains offences relating to terrorist organisations including an offence for providing support to terrorist organisations. 

The new offences would complement existing offences by relevant services to report material to the Australian Federal 
Police and remove materials published by users in an expeditious fashion. This legislation brings Australian laws up to date 
with community expectations about safety and the ways in which extreme material is disseminated. 

Enforcement 

The Bill applies to internet, hosting and content service providers that fail to remove abhorrent violent material from their 
platforms. The offences would not apply to individuals who access or transmit this material on these services. The Bill also 
gives the eSafety Commissioner power to notify hosts and content services if they have failed to remove abhorrent violent 
material from their platforms. Such a notification creates presumptions as to recklessness in the provider, making the fault 
elements of the removal offence easier to prove. 

Media 
‘Violent Bill would criminalise journalism’ The Australian 4 April 2019  
Media companies claim that the BIlll could criminalise journalism and force removal of stories. 
‘Tech firms revolt against law on violent conduct’ Sydney Morning Herald 4 April 2019 
Lobby groups representing tech and media industries have united to criticise the Bill. 
‘The ultimate slap in the Facebook’ West Australian  4 April 2019 
Facebook and Twitter accused of making a mockery of Christchurch attacks by sending ‘extraordinarily jnior’ staff to PM & 
AG meeting. 
‘Labor won’t stand in the way of Morrison government’s social media laws’ Sydney Mornign Herald 3 April 2019 
Labor is concerned that the Bill is poorly drated and will not achieve its purpose, but will not stand in its way. 
‘Bill targeting extreme content on social media won’t hit tech bosses, Labor says Guardian 2 April 2019 
Labor claims that the proposed personal penalties in the Bill will not apply to senior executives of these companies. Article 
notes lack of provisions to pierce the corporate veil. The article notes Mark Dreyfus’s comments on lack of consultation and 
rushed delivery and the concerns of the Law Council about lack of consultation and constitutionality of global turn-ver 
penalties.. 
‘Lawyers admonish government’s “knee jerk” social media regulation plans’ Mumbrella 2 April 2019 
President of the Law council is concerned about the lack of ‘any proper consultation with companies bound by it and 
lawyers who will be asked to advise on it’. Notes potential constitutional issue with global annual turn-over rules. Claims 
penalties based on turn-over are problematic because it leads to difficulties with sentencing, and means companies are 
punished based on size rather than breach. Notes that the provisions are technologically impractical. 
‘Social media companies decry threat to jail execs over terror streaming’ Computerworld 2 April 2019 
Digital Industry Group Inc said that members share the government’s commitment to keep Australia safe, but are 
concerned the legislation has progressed without any consultation and ahead of the Friday taskforce meeting. Claims 
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measures to jail staff are inappropriate for a democracy (DIGI members include Facebook, Google, Oath, Twitter, Yahoo 
and Redbubble) 
‘Attorney-General Christian Porter has urged parliament to this week pass laws targeting social media companies for not 
removing violent material immediately’ SBSNews 2 April 2019 
Reports AG comments without further comment 
‘Google rejects plan to vet videos’ The Australian 2 April 209 
Google says that the proposed laws are not necessarily an ‘appropriate model’ for managing illegal content. Points to the 
practicality of policing 500hrs of content uploaded to YouTube every minute, claims the current system is largely 
appropriate. Notes that the Attorney-General reassured News Corp that the Bill is not aimed at traditional news 
organisations. The Hon Mark Dreyfus claims that trying to legislate in two days is ‘ridiculous’; notes that labor was not 
shown the legislation until Monday evening; notes that ‘Labor is committed to holding the social media companies to 
account’ and that Labor would scrutinise the Bill thoroughly. 
‘Poor timing for media laws: Labor’ Australian Financial Review 2 April 2019 
Notes that Labor did not see the Bill until late Monday, notes the ‘ridiculous timetable’ that the Bill would need to be 
passed by Wednesday. 
‘Facebook’s top lobbyist seeks standard rules’ Australian Financial Review 2 April 2019 
Facebook calls for a global approach rather than a country-by-country approach, and that Facebook should play a part in 
creating rules for the web.  
‘Big tech regulation must learn from history, Microsoft urges’ Australian Financial Review 2 April 2019 
Microsoft says that response to the massacre must ‘focus on answering the big questions of our age’ e.g. AI and the size of 
tech companies. Discusses approaches to antitrust regulation of large companies. 
‘‘Pendulum has swung’ against tech giants’ Sydney Morning Herald 2  April 2019 
Google supports globally consistent privacy legislation in the wake of Christchurch attack. Notes that Facebook has made 
the same call. Claimed that the uploads of the footage were conducted in ‘a co-ordinated way’. 
‘Time to restrict live streaming’ Adelaide Advertiser 2 April 2019 
Carlky Ryan Foundation calls for live streaming to be restricted to verified accounts with proven real world identities, are 
sceptical of the Bill.  
‘We need to update the rules’ West Australian 2 April 2019 
Editorial by Mark Zuckerberg, does nto discuss legislation directly, calls for a common global framework of regulation. 
‘Stay ‘frustrated’ at tech companies post-Christchurch attack, says Microsoft president’ ARN 1 April 2019 
Microsoft president calls on the public to not ‘lose that sense of frustration’ at tech companies and that his can be an 
inflection point that allows change. 
‘Zuckerberg in call for global internet rules’ The Australian 1 April 2019 
The Facebook founder is calling for a standardised global approach for political advertising, harmful content, privacy and 
data portability. The approach should be modelled on the EU’s General Dataa Protection Regulation. 
 
Factual reporting on the measures proposed in the Bill: 
‘Hold digital giants to account’ The Australian 1 April 2019 
‘Jail time, hefty fines: New Australian laws would target social media sites over violent content, SBSnews 31 March 2019 
‘Tougher on social’ The Herald Sun 30 March 2019 
‘Facebook bosses face jail for terror videos Weekend Australian 30 March 2019 
‘Australia plans tough laws for social media sites that don't take down violent content’ The Guardian 30 March 2019 
 ‘New laws could see social media bosses jailed for failing to combat terrorist content in wake of Christchurch shootings 
ABC News (online) March 29 2019 

 
Contact:   Phone:   Date last updated:  3 April 2019 
Group: Integrity and International Group   
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HOT TOPIC BRIEF IIG-03A 
Abhorrent Violent Material 

Related backpocket: NIL 
 

The attack in Christchurch on 15 March 2019 demonstrated the potential for live streaming and video sharing 
platforms to be used by violent offenders to spread their messages. [As at 3 April] The Attorney-General has 
introduced the Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 to create offences for 
platforms that fail to report and remove such material.  

Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 
This Bill will ensure that online platforms cannot be exploited and weaponised by 

perpetrators of violence seeking to spread violent and extreme propaganda. 

The Bill creates a new offence requiring content, internet and hosting providers to report 

abhorrent violent material accessible through, or hosted on, their services to the 

Australian Federal Police, within a reasonable time where it relates to conduct within 

Australia.  

o The penalty for failing to do so is a fine of up to $168,000 for individuals and 

$840,000 for corporations (ie 800 penalty units, with corporate multiplier 

applied for corporations). 

The Bill also creates an offence requiring content and hosting service providers to remove 

abhorrent violent material from their services expeditiously.  

The penalty for failing to remove content expeditiously is: 

o For a corporation up to 50,000 penalty units ($10.5 million) or 10% of the 

annual turnover of the company, whichever is greater. 

o For a person up to 10,000 penalty units ($2.1 million) and 3 years’ 

imprisonment.  

These penalties reflect the significant harm that is caused when platforms fail in their 

responsibilities to remove such material or refer the material to the AFP.   

The offences in the Bill only apply to internet service providers, hosting service providers 

and content service providers. Examples of these are as follows: 
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Internet service 
providers 

Hosting service providers Content service 
providers 

Telstra Amazon Web Services (hosts eg 
Netflix, Expedia) 

Facebook 

Optus Google Cloud Platform Instagram 
TPG Microsoft hosting services Twitter 
iiNet  YouTube 
These new offences send a clear message to all service providers of their responsibilities 

and the consequences for failing to take action in relation to removing, or referring to 

police, abhorrent violent material.  

If asked: Will senior executives of these companies be liable? 

It is an accepted principle that a senior executive with the required knowledge and 

involvement may be an accessory to an offence committed by a company. 

o There have been successful prosecutions of executives as an accessory.  

Under the Criminal Code, a person who aids, abets, counsels or procures the commission 

of an offence by another person is taken to have committed that offence and is 

punishable accordingly.  

It will be possible to lay charges on such individuals where the main offender is a 

company if the prosecution can show the individual or individuals, for example, aided 

and abetted the company.  

It will be a matter for the courts to consider whether the behaviour of the individual 

meets the threshold for aiding and abetting.  

If asked: Has there been any consultation on the measures in this Bill? 

A range of departments and agencies were consulted on the bill including the 

Departments of Communications and the Arts, Home Affairs and Prime Minister and 

Cabinet, Commonwealth Director of Public Prosecutions, eSafety Commissioner, the AFP, 

ASIO, ASD, Australian Cyber Security Centre. 

A number of industry stakeholders were consulted by the Attorney-General’s office.  
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The Department [has provided] information on the Bill to members of the new Taskforce 

to Combat Violent Terrorist and Extreme Material Online, including Google, Facebook, 

Twitter and Microsoft, Telstra, Optus, Vodafone and TPG. 

What impact would this Bill have on whistleblowers? 

The offences do not target individuals who post material; they are targeted at the 

platforms who enable the publication and dissemination of abhorrent violent material. 

There will be a defence relating to advocating the lawful procurement of a change to any 

matter established by law, policy or practice in Australia or a foreign country. 

There is also a defence for material relating to a news report, or a current affairs report 

that is in the public interest and is made by a person working in a professional capacity as 

a journalist. 

This means that if a whistleblower publishes material online in these circumstances, 

content service providers do not need to remove it.  

If asked: Why did the Opposition only receive a copy of the Bill late Monday night, 

when details of the measures had been announced on the 30th of March? 

This is a question for government.  
Version: 2 Cleared by: Sarah Chidgey Action officer:  
Current at: 03/04/2019 Phone number:  

 
Action officer number:  
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SECOND READING SPEECH

CRIMINAL CODE AMENDMENT (SHARING OF 

ABHORRENT VIOLENT MATERIAL) BILL 2019

I start this speech by paying tribute to all those who have suffered as a 

result of the Christchurch terrorist attack on Friday, 15 March 2019. The 

victims, their families and their loved ones; the Muslim communities in 

New Zealand, Australia and around the world; and New Zealanders who 

have been shocked and saddened by this vile act. Know that Australia 

stands with you. 

The horror of this attack was brought to us in real time. The platforms we 

use to connect with the world were turned against us to amplify the 

shooter’s message of hate and intolerance. This footage was broadcast 

for 17 minutes without interruption, and it was another 12 minutes before 

the first user report on the original video was received. 

Simply put, this is unacceptable. The Australian Government expects 

internet platforms to take responsibility for preventing the spread of 

abhorrent violent material online. The internet is not an ungoverned 

space. Together, we must act to ensure that perpetrators and their 
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accomplices cannot leverage online platforms for the purposes of 

spreading their violent and extreme propaganda – these platforms 

should not be weaponised for evil. 

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) 

Bill 2019 represents an important step in this process. It will ensure that 

hosting and content services are expeditiously removing abhorrent 

violent material, and notifying Australian Federal Police when it appears 

on their platforms.

Internet platforms must take the risks posed by the spread of abhorrent 

violent material online seriously. The new offences will therefore be 

accompanied by criminal penalties.

Removal of abhorrent violent material

It is clear that live streaming and other video platforms can and will 

continue to be abused to spread messages of hate and terror. This 

cannot be allowed to continue.

The Bill will address this risk by requiring the providers of online content 

and hosting services whose services can be used to access abhorrent 
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violent material to ensure the expeditious removal of that material. This 

will apply when the material is reasonably capable of being accessed 

within Australia, regardless of whether the content or hosting service is 

providing from within or outside of Australia.

It is important to ensure that this offence is limited to the worst types of 

material that can be shared online. Platforms will only be required to 

ensure the expeditious removal of audio, visual or audio-visual material 

that is recorded by the perpetrator or an accomplice, and that depicts 

specified abhorrent violent conduct. This is defined to mean acts of 

terrorism, murder, attempted murder, torture, rape or kidnapping. 

The Bill does include defences to the offence in certain circumstances – 

including for law enforcement purposes, where the material relates to a 

news or current affairs report that is in the public interest; for court and 

tribunal proceedings, where the accessibility of the material is for lawful 

advocacy purposes; and where the accessibility of the material relates to 

research or artistic works created in good faith. 

These offences will attract criminal penalties of up to $2.1 million, 

3 years imprisonment or both for individuals. Bodies corporate will face 
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penalties of up to $10.5 million, or 10 per cent of the annual turnover of

the body corporate.

Make no mistake, these severe penalties are warranted. Internet 

platforms provide immense value to the Australian community, but

events have shown that they can also be used for great harm. These 

penalties will send a clear message that the Australian Government 

expects the providers of online content and hosting services to take 

responsibility for the use of their platforms to share abhorrent violent 

material. 

e-Safety Commissioner’s new notice power

This new offence will be supported by a new power by the e-Safety 

Commissioner to issue a notice advising that a content or hosting 

service is being used to host abhorrent violent material.

This will put the service on notice that it is being used to disseminate this 

material. Once a notice has been given, that service will have no excuse 

for failing to comply with its obligation to remove that material as 

expeditiously as possible.
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As such, the effect of the notice will be to create presumptions that the 

operator of the service was both reckless as to whether the abhorrent 

violent material could be accessed on their service, and that the material 

in question was abhorrent violent material. Both of these presumptions 

can be rebutted if the operator of the service is able to produce evidence 

to the contrary.

Referral to the Australian Federal Police

Finally, it is critical that law enforcement agencies are able to promptly 

investigate conduct depicted in abhorrent violent material that is being 

shared online. 

The Bill therefore introduces a new offence applying to the providers of 

internet, hosting or content services who fail to refer details of abhorrent 

violent material that records or streams conduct that has occurred, or is 

occurring, in Australia to the Australian Federal Police (AFP). This 

referral must take place within a reasonable time after the provider has 

become aware of the existence of the material.

The providers of internet, hosting and content services are uniquely

placed to bring this material to the attention of law enforcement 
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authorities. Prompt referrals will assist the AFP not only to investigate 

past incidents, but to also track events that are unfolding in real time and 

minimise the harm generated from ongoing access to this material. 

In practice, it is likely that providers will become aware of a vast array of 

abhorrent violent material that is already in the public domain. It would 

serve no practical purpose to refer such material to the AFP and would 

create a significant administrative burden on all parties. It is therefore a 

defence to this obligation if the provider reasonably believes that the 

details of the material are already known to the AFP.

The referral of material involving serious violent criminal conduct is 

important.. Failure to comply will be a serious matter, and will attract 

penalties of up to $168,000 for an individual and $840,000 for a body 

corporate.

Conclusion

The events of Christchurch have shown us that internet platforms can be 

used to spread messages of hate and division.

This Bill forms an important part of the Australian Government’s 

response to these events. Internet platforms have the means to prevent 
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the spread of abhorrent violent material, and will face criminal sanction if

they do not work to expeditiously remove this material. 

Separately, the Government has announced a taskforce that includes 

industry stakeholders to examine immediate and longer term actions 

with a focus on prevention, transparency and response times.
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General 

What is the purpose of the Bill? Why are these measures necessary?

Internet platforms need to take seriously the potential for their 

services to be used for spreading violent propaganda. 

With great reach comes great responsibility—a responsibility we 

have recently seen platforms fail to meet.  

If they cannot regulate themselves, it falls to governments to set 

the boundaries. 

This Bill introduces a suite of measures that will hold platforms to 

account when their services become tools for spreading hate and 

extremism. 
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What does the bill do?
 

The Bill creates two offences:

o An offence for internet service providers, hosting services 

and content services that fail to notify the Australian Federal 

Police within a reasonable time about material relating to 

abhorrent violent conduct occurring in Australia, and 

o An offence for content services and hosting services that fail 

to remove abhorrent violent material expeditiously. 

The Bill will also give the e-Safety Commissioner a new power to 

issue a notice stating that a content or hosting service is being 

used for abhorrent violent material.  

This will put the service on notice and mean there is no excuse for 

failing to remove the material expeditiously. 

o In any subsequent prosecution, the notice will create a 

presumption that a service provider was reckless about their 

service being used to access abhorrent violent material. 
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But Facebook and Youtube removed millions of copies, and did so 

quickly – isn’t that good enough? 

The Christchurch attack was broadcast for 17 minutes without 

interruption.  And a further 12 minutes before the first user report 

was received.  

This delay in removing the content is unacceptable.

Although platforms removed millions of copies, there are 

undoubtedly many copies still available elsewhere on the internet 

because platforms didn’t act quickly enough. 

These stray copies will continue to be used by extremists for their 

insidious purposes.

Under no circumstances can we accept this outcome as ‘good 

enough’. 
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Who will the offences apply to?  

The offence for failing to remove abhorrent violent material will apply to:

o content services, and 

o hosting services

A ‘content service’ is defined in s 474.30 of the Bill to mean a social media 
service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online Safety Act 
2015.

This is intended to capture services that enable online social 
interaction, such as Facebook and Twitter.

o A designated internet service is also defined in the Enhancing Online 
Safety Act 2015. 

This service is intended to capture other services that allow for 
content delivery, such as websites and peer to peer file sharing 
services. 

A hosting service is defined in the Enhancing Online Safety Act 2015 to 
capture services that provide hosting capabilities for content services. 

Content services and hosting services can be located anywhere in the 
world, and the offence will apply if material can be accessed in Australia. 

The offence for failing to notify the Australian Federal Police of abhorrent 
violent material will apply to:

o content services [see above]

o hosting services [see above], and

o internet service providers

Internet Service Providers refers to persons and companies that supply 
internet to Australians, such as Telstra, Optus and others.

These service providers would only need to notify the AFP if the abhorrent 
violent material relates to conduct in Australia. 
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Why are the offences limited to internet services rather than targeting 

the individuals creating and sharing these videos [as per NZ proposed 

hate speech laws]?  
 

[I am aware New Zealand is reported as developing laws 

targeting hate speech and discrimination.]

The Criminal Code already has serious offences for those who 

urge violence against groups, and members of groups, 

distinguished by race, religion and other factors.  

The Code also already has offences for individuals who menace, 

harass and cause offence over the internet. 

The new offences are designed to strike at the heart of the spread 

of abhorrent violent material and of extremist ideology

o They don’t target end users, they target those that don’t do 

enough to stop their platforms from being used to deliver

one person’s violent and extreme material. 
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Are offences for removal and failure to notify inconsistent with one 
another? (How can police investigate something if it has been deleted?)

There is no conceptual inconsistency. 

The removal offences require content service providers to remove 

offending content, and hosting services to cease hosting offending 

content. 

They also require content services, hosting services and ISPs to 

report content to the Australian Federal Police. 

‘Removed’ is defined in the Bill as being “not accessible to any 

of the end users using the service”.

Even where providers have ceased hosting or removed access to 

material, it is expected they would be able to continue to assist 

police with their inquiries.  

The Bill also provides a defence to the removal offence where 

keeping material on a content service or hosting service is 

necessary to assist law enforcement. 
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Do these offences only apply to companies or also to individuals?

The offences apply to persons supplying content services, hosting 

services and internet services.

‘Persons’ is a legal term, and includes both legal persons – such as 

companies – and natural persons. 

As a general matter, the Criminal Code applies to bodies corporate 

in the same way as it applies to individuals. 

The Code also includes provisions that attribute liability to

companies for the acts of their employees. 
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Why is the Government saying social media executives will face jail?

It is an accepted principle that a senior executive with the required 

knowledge and involvement may be an accessory to an offence 

committed by a company.

The Code includes provisions which extend criminal responsibility 

to persons who are involved in crimes committed by others. 

These provisions hold a person liable where they, for example, aid 

or abet the commission of a crime by another person. 

The second person can also be a company. 

o In this way, company officers can be held liable as an

accessory in the commission of an offence by the company. 

There have been successful prosecutions of executives as an 

accessory (Hamilton v Whitehead (1988) 166 CLR 121 - when a 

managing director was found to be an accessory to the offence of 

issuing prescribed interests to the public)

It will be a matter for the courts to consider whether the behaviour of 

the individual meets the threshold for accessorial liability. 
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Do these offences unduly interfere with the freedom of expression? 

No.

The Government is mindful of not unnecessarily restricting free 

speech, but the right to free speech is not absolute. 

Criminalising the hosting of abhorrent violent material, which can 

be used to perpetuate violence and public unrest, is a justifiable 

and legitimate restriction. 

However, the Bill recognises there are legitimate purposes for 

which this material may be hosted, including: 

o for the purpose of reporting news in the public interest 

o in conducting scientific, medical academic or historical 

research, and

o for purposes related to artistic work, in good faith. 

In addition to these defences, the Bill will also include an express 

provision which clarifies it is not intended to limit the implied 

freedom of political communication. 
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Does the Bill limit the ability of whistleblowers to make 

disclosures?

The offences do not target individuals who post material; they are 

targeted at the platforms who provide access to that material

There will be a defence for material that is published on online 

platforms if the accessibility of the material is for the purpose pf 

advocating the lawful procurement of a change to any matter 

established by law, policy or practice in Australia or a foreign 

country.

There is also a defence for material relates to a news report, or a 

current affairs report that is in the public interest and is made by a 

person working in a professional capacity as a journalist.

This means that if a lawful whistleblower posts material on a 

website or social media service for example, content service 

providers can rely on these defences as to why they did not 

remove that material.
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Why should overseas social media companies be obliged to obey our 

criminal laws? Are we seeking to censor the internet?

Recent studies suggest: 

o Australians aged over 14 spend on average six hours per 

week on Facebook [Roy Morgan – July 2018]

o Australian adults spend on average 24 hours per month on 

YouTube [Nielsen’s Digital Content Rating for November 

2018].

o On the whole, Australians spend 21.9 billion hours on the 

internet per year in one form or another [Roy Morgan – July 

2018]. 

Overseas content providers reach into our homes and onto our 

devices; they seek to influence what we watch and even what we 

buy.

Accordingly, it is entirely appropriate they play by our rules and 

community expectations.

Our criminal laws play an important role in setting the boundaries 

of what we consider acceptable within our community. 

This Bill will make it clear the failure of these platforms to be 

proactive and effective in reporting and removing abhorrent 

violent content is not acceptable.
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Can foreign companies be prosecuted in Australia?

Absolutely. 

Recent successful case examples of prosecuting foreign 

companies include Japanese based companies involved in cartel 

conduct in relation to shipping of motor vehicles to Australia, 

contrary to the Competition and Consumer Act. 

In one such prosecution, the company was convicted and fined 

$25 million in the Federal Court of Australia. 
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Why do you have a consent to prosecute provision?  

The Bill will include a provision that requires the 

Attorney-General’s consent to be sought before a prosecution 

commences for the offence of failing to refer abhorrent violent 

material to the AFP, where the relevant conduct occurswholly in 

a foreign country and is perpetrated by persons that are not 

Australian citizens or Australian bodies corporate.

The Bill will also include a provision that requires the Attorney-

General’s consent to be sought before a prosecution commences 

for the offence of failing to remove abhorrent violent material,

regardless of where the conduct occurs or who the defendant is.

As the Bill is intended to have broad extraterritorial reach and 

contains particularly severe ies in respect of the failing to remove 

abhorrent violent material offences, these provisions are intended 

to guard against inappropriate prosecutions.  
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Abhorrent Violent Material 
What is abhorrent violent material? 

Abhorrent violent material is an audio, visual or audio-visual 

recording or stream of abhorrent violent conduct produced by a 

perpetrator or their accomplices.

Abhorrent violent conduct is defined to mean:

o Terrorism 

o Murder or attempted murder

o Torture 

o Rape, and

o Kidnapping involving violence.

Abhorrent violent material includes a recording that has been 

altered.

o This means covering a video with a watermark or changing 

a colour tone, as many did for the Christchurch video, will 

not affect its character as abhorrent violent material. 

Abhorrent violent material can relate to conduct anywhere in the 

world. 
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Why these categories?  

As the name suggests, these categories – terrorism, murder, rape, 

torture, violent kidnapping – represent some of the most 

abhorrent and violent conduct. 

These are also the visual images purveyors of hate and extremism 

use to enlist people to their cause and to sow public discord. 

Why aren’t all types of terrorist acts captured by the Bill?
 

Not all images or recordings of terrorist acts will be captured by 

the Bill.

The definition of ‘terrorist acts’ for the purposes of the Bill is 

appropriately limited to actions by terrorists that cause serious 

physical harm to a person or a person’s death.

This limitation is consistent with the other categories of abhorrent 

violent conduct, these being murder, rape, torture and violent 

kidnapping.

It is appropriate that only the most violent and extreme forms of 

conduct are captured. It would not be appropriate for images of, 

for example, interference with an electrical grid, to be captured by 

the definition of abhorrent violent material as such images would 

not be visually abhorrent. 
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Why is child pornography etc not included?

There is already an existing criminal framework for combatting 

child sexual abuse. 

This framework is effective – nevertheless the settings for this 

framework are regularly reviewed and updated, including through

two Bills currently before Parliament.

This Bill sends a strong message to platforms that abhorrent 

violent material online must be removed and unreasonable delays 

in removing such content will not be tolerated. 

o The community is well aware that child abuse material and 

child pornography material is offensive and will not be 

tolerated.
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Do providers have to report or remove historical ‘abhorrent violent 

material’? Are ie Nazi war videos in the firing line?

For reporting offences

Material will only be classed as abhorrent violent material if 

reasonable persons would regard it as being, in all the 

circumstances, offensive. 

This test is an objective test. 

However, a non-exhaustive list of factors to be taken into account 

in determining offensiveness is provided in section 473.4 of the 

Code.

These include: 

o the standards of morality, decency and propriety generally

accepted by reasonable adults  

o the literary, artistic or educational merit (if any) of the 

material, and  

o the general character of the material (including whether it is 

of a medical, legal or scientific character). 

For removal offence – as above with:

There is also an express exemption for hosting or continuing to 

provide access to material where it is necessary for scientific, 

medical, academic or historical research. 
  

Document 15 - Page 19 of 29

Attorney-General's Department documents released under FOI 20/083

19. 



20 
 
 

 

Do the persons committing crimes in the videos need to be convicted 
before material can be classed as abhorrent violent material?

No. 

A prosecution would need to prove that the material contains 

abhorrent violent conduct by showing one or more of the relevant 

offences took, or are taking, place.

But it is not necessary for a person to first be convicted of one of 

these crimes before a video can be classed as abhorrent violent 

material.  
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Notification offences 
Who do these offences apply to?

The offence for failing to notify the Australian Federal Police 
about abhorrent violent material will apply to:

o Internet service providers (in Australia)

o content services, and 

o hosting services.    

A ‘content service’ is defined in s 474.30 of the Bill to mean a 
social media service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online 
Safety Act 2015. 

This is intended to capture services that enable online 
social interaction, such as Facebook and Twitter.

o A designated internet service is also included in the 
Enhancing Online Safety Act 2015. 

This service is intended to capture other services that 
allow for content delivery, such as websites and peer 
to peer file sharing services. 

A hosting service is defined in the Enhancing Online Safety Act 
2015 to capture services that provide hosting capabilities for 
content services. 

Internet Service Providers refers to persons and companies that 
supply internet to Australians, such as Telstra, Optus and others.

Content services, hosting services and internet service providers 
would only need to notify the AFP if the abhorrent violent 
material relates to conduct in Australia. 
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What is a reasonable time? 

The offence requires ISPs, content service providers and hosting service 

providers to notify the AFP ‘within a reasonable time after becoming aware 

of the existence of material’.

It imports an objective standard, and would require the relevant court to 

take account the circumstances of each case.

It could depend on such factors as the nature of the material, how well 

publicised it is, and the nature of the service provided.
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Removal offence 
Who does this offence apply to

 

The offence for failing to remove abhorrent violent material will 
apply to:

o content services, and 

o hosting services

A ‘content service’ is defined in s 474.30 of the Bill to mean a 
social media service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online 
Safety Act 2015. 

This is intended to capture services that enable online 
social interaction, such as Facebook and Twitter.

o A designated internet service is also included in the 
Enhancing Online Safety Act 2015. 

This service is intended to capture other services that 
allow for content delivery, such as websites and peer 
to peer file sharing services. 

A hosting service is defined in the Enhancing Online Safety Act 
2015 to capture services that provide hosting capabilities for 
content services. 

Content services and hosting services can be located anywhere in 
the world, and the offence will apply if material can be accessed 
in Australia. 
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What does ‘expeditiously’ mean? 

‘Expeditiously’ will take its natural meaning, namely “quick; 
characterised by promptness and efficiency” (Macquarie). 

This will also depend on the circumstances of each case.

For example, whether removal was expeditious could depend on 
the capabilities of the person, the nature and volume of the 
material, and the level of control a person can exercise over the 
services. 
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What is the difference between ‘reasonable time’ and ‘expeditiously’? 

The notification offences require a person to notify police “within 
a reasonable time after becoming aware of the existence of 
material” 

The removal offence applies the standard of recklessness to the 
accessibility of abhorrent violent material from the content or 
hosting service.

o As such, a person only needs to be aware of a substantial 
risk that abhorrent violent material can be accessed.

o Uses of “reasonable time” in statute rely on the 
identification of a point in time from which a reasonable 
time is measures. 

o The operation of expeditiously is intended to require a court 
to determine whether, in all the circumstances, material was 
removed promptly and efficiently.   

Document 15 - Page 25 of 29

Attorney-General's Department documents released under FOI 20/083

25. 



26 
 
 

 

What is the penalty for this offence?

The maximum penalty for a content service or hosting service 

provider that is an individual is 3 years, 10,000 penalty units or 

both. 

o At present, 10,000 penalty units equates to $2.1 million.

The maximum penalty for a body corporate is the greater of 

50,000 penalty units or 10 percent of global annual turnover in 

the preceding 12 months. 

o At present, 50,000 penalty units equates to $10.5 million. 
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Why is the penalty so high?

The maximum penalty needs to provide sufficient scope to punish 

and deter the most egregious instances of each offence.

These are serious offences that can have widespread impact on a 

community. 

Where platforms fail to expeditiously remove abhorrent violent 

content it is quickly reproduced and, as is the case with the 

Christchurch footage, becomes a part of the digital world forever. 

o This harm cannot be undone. 

Many of the platforms that these offences target are well 

resourced.

o Maximum penalties need to be high to provide a court 

sufficient scope to that deter and punish even these 

organisations.  

o The 10 percent of annual turnover mechanism will ensure 

even the largest of corporations—for whom even $10.5m 

may not be significant—are vigilant in the face of these 

offences.  

At the same time, the penalties stated are maximum penalties – a

court will take account of the circumstances in each case in 

determining the appropriate penalty.  
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What is the justification for reversing the onus of proof in relation to 

the defences? 

The defendant has the evidentiary burden of proving any defence 

contained in subsection 474.39.

This is appropriate as the information necessary to make out most 

of the defences would be peculiarly within the knowledge of the 

defendant.

o Even where it is not, it would be significantly more difficult 

and costly for the prosecution to disprove than for the 

defendant to establish the matter.  

The defendant bears an evidential burden in relation to the 

defences.

o That is, they need to point to evidence that ‘suggests a 

reasonable possibility that the defence exists or does not 

exist’. 

o This is not an onerous burden. 
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Why is a 2 year review provision included? 

It is essential that the Government act quickly and decisively to 

ensure perpetrators are denied the opportunity to use these 

platforms to spread this horrific material worldwide. 

These laws need to be in place urgently to protect the Australian 

people.

These laws are appropriate, but they are also world-first – it is 

appropriate we review their operation after a period of time to 

ensure they are operating effectively.
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THE PARLIAMENT OF THE COMMONWEALTH OF AUSTRALIA
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

EXPLANATORY MEMORANDUM

(Circulated by authority of the Attorney-General,  
the Honourable Christian Porter MP)
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Abbreviations used in the Explanatory Memorandum

AFP The Australian Federal Police

The Bill Criminal Code Amendment Sharing of Abhorrent Violent 
Material) Bill 2019

Criminal Code Schedule to the Criminal Code Act 1995 

eSafety Commissioner The statutory position created by Part 7 of the Enhancing 
Online Safety Act 2015 

The Guide The Guide to framing Commonwealth offences, infringement 
notices and enforcement powers, September 2011 edition 
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

GENERAL OUTLINE

1. The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for 
live streaming and other video sharing platforms to be abused by extremist 
perpetrators to amplify their messages in the immediate aftermath of these incidents. 
In that case, the perpetrator streamed the attack in real-time. The video was then 
widely re-shared across a number of social media platforms.

2. The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 
(Bill) will address significant gaps in Australia’s current criminal laws by ensuring 
that persons who are internet service providers, or who provide content or hosting 
services, take timely action in relation to abhorrent violent material that can be 
accessed using their services. This will ensure that online platforms cannot be 
exploited and weaponised by perpetrators of violence. 

3. This Bill will make amendments to the Criminal Code Act 1995 to introduce new 
offences to ensure that internet, hosting or content services are proactively referring 
abhorrent violent material to law enforcement, and that hosting and content services 
are expeditiously removing abhorrent violent material that is capable of being 
accessed within Australia.

4. To achieve this, the Bill would place obligations on:

internet service providers, hosting service providers and content service 
providers to refer the details of abhorrent violent material that records or 
streams abhorrent violent conduct that has occurred, or is occurring, in 
Australia to the Australian Federal Police within a reasonable time of 
becoming aware of the existence of the material, and

hosting service providers and content services providers to expeditiously 
remove from, or cease hosting on, their services abhorrent violent material 
that is reasonably capable of being accessed within Australia.

5. Abhorrent violent material is audio, visual, or audio-visual material that is recorded or 
streamed by the perpetrator(s) or their accomplices. Furthermore, it must be material 
that reasonable persons would regard as being offensive, and is recorded or streamed 
in the course of: 

engaging in a terrorist act (within the meaning of section 100.1 of the Criminal 
Code),  

the murder of another person,  

the attempted murder of another person,  

the torture of another person,  

the rape of another person, or  

the kidnapping involving violence of another person. 
6. The Bill would provide a new power to the eSafety Commissioner to issue a written 

notice to a provider of a content service or hosting service notifying them that 
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abhorrent violent material can be accessed by or is hosted on their service. The effect 
of this notice, in relation to the offence for failure to remove or cease hosting, is to: 

put the provider on notice that their service is being used to accessspecified 
material 

put the provider on notice that the specified material that can be accessed on 
their service is abhorrent violent material

create a presumption for the purpose of any future prosecution that the
provider was reckless as to whether the specified material could be accessed 
from the provider’s service, and

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material that could be
accessed on their service was abhorrent violent material.   

Financial Impact Statement

7.  The Bill is unlikely to have a significant impact on consolidated revenue. 

Regulation Impact Statement

8. The Prime Minister has granted an exemption from the need to complete a Regulatory 
Impact Statement. 
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STATEMENT OF COMPATIBILITY WITH HUMAN RIGHTS

Prepared in accordance with Part 3 of the Human Rights (Parliamentary Scrutiny) Act 2011
1. This Bill is compatible with the human rights and freedoms recognised or declared in 

the international instruments listed in section 3 of the Human Rights (Parliamentary 
Scrutiny) Act 2011.

Overview of the Bill

2. The objective of the Bill is to address significant gaps in Australia’s current criminal 
laws by ensuring that persons who are internet service providers, or who provide 
content or hosting services, take timely action to remove or cease hosting abhorrent 
violent material when it can be accessed using their services.  

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 
1995 (Criminal Code) that will apply to persons that provide internet, hosting or 
content services who fail to refer details of abhorrent violent material that records or 
streams conduct that has occurred, or is occurring, in Australia to the AFP within a 
reasonable time after becoming aware of the existence of the material. The Bill will 
also introduce new offences that will apply to persons who provide content or hosting 
services who fail to remove from, or cease hosting, on their services abhorrent violent 
material that is capable of being accessed within Australia.

4. Under the Bill, the eSafety Commissioner will have the power to issue a notice to a 
content service provider or hosting service stating that at the time of the notice the 
abhorrent violent material could be accessed using, or was hosted, on the person’s 
service.

Human rights implications

5. This Bill engages the following rights: 

the right to procedural guarantees in article 14 of the International Covenant 
on Civil and Political Rights [1976] ATS 5 (ICCPR) 

the right to freedom from interference in privacy and correspondence in article 
17 of the ICCPR 

the right to freedom of expression in article 19(2) of the ICCPR,  

the right to freedom from propaganda, discrimination and hatred in article 20 
of the ICCPR, and 

the right of the child to be protected from all forms of physical and mental 
violence including sexual abuse in articles 19 and 34 of the Convention on the 
Rights of the Child [1991] ATS 4 (CRC). 

Schedule 1—Sharing of abhorrent violent material
6. The primary objectives of Schedule 1 to this Bill are to ensure that:

persons who are internet service providers, or who provide hosting or content 
services are reporting abhorrent violent material that records or streams 
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abhorrent violent conduct that has occurred or is occurring in Australia to the 
Australian Federal Police (AFP), and

persons who provide content services or hosting services are acting 
expeditiously to remove from or cease hosting abhorrent violent material on
their services.

7. Schedule 1 will introduce new offences that will apply to persons who provide 
internet, hosting or content services who fail to refer details of abhorrent violent 
material that records or streams conduct that has occurred, or is occurring, in 
Australia to the AFP within a reasonable time after becoming aware of the existence 
of the material. A maximum penalty of 800 penalty units will attach to these offences. 
These offences will apply to hosting services and content services irrespective of 
whether the person provides these services within or outside of Australia. A defence 
to these offences is that if there are reasonable grounds to believe the AFP is already 
aware of the details of the material, the obligation to refer those details will not apply.
A defendant would bear the evidential burden to establish this belief.  

8. Schedule 1 will also introduce new offences that will apply to persons that provide 
content or hosting services who fail to remove or cease hosting abhorrent violent 
material that is capable of being accessed within Australia. A maximum penalty of 3 
years imprisonment or 10,000 penalty units, or both, will attach to these offences 
where an individual is found guilty. Where a body corporate is found guilty, the 
maximum penalty that will apply will be the greater of 50,000 penalty units or 10% of 
the annual turnover of the body corporate.  Defences to these offences will be 
available in respect of abhorrent violent material that is related to assisting law 
enforcement, reporting of news and current affairs, public policy advocacy, good faith 
artistic work, research purposes, court or tribunal proceedings, and the performance 
by public officials of their duties (and individuals assisting these officials in their 
duties).  These offences will not apply to internet service providers or providers of 
relevant electronic services such as chat and instant messaging services.  

The right to procedural guarantees in article 14 of the ICCPR  

9. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to 
all persons, including procedural guarantees, the universality of the rule of law and 
the presumption of innocence. The United Nations Human Rights Committee has 
stated that ‘article 14 of the Covenant aims at ensuring the proper administration of 
justice and to this end guarantees a series of specific rights’. The engaged right is 
provided for in paragraph 2 of article 14. It states that ‘everyone charged with a 
criminal offence shall have the right to be presumed innocent until proved guilty 
according to law’.  

10. This right is engaged by sections @474.35 and @474.36 of the Bill, which set out the 
eSafety Commissioner notice regime and have the effect of placing an evidential 
burden on defendants in limited circumstances in respect of proving the offences 
under section @474.34. These sections provide that, in prosecutions where the 
defendant is accused of an offence under subsections @474.34(1) or (5), and the 
eSafety Commissioner has issued a written notice under subsections @474.35(1) or 
@474.36(1), it must be presumed that the person was reckless as to whether the 
specified material could be accessed using, or was hosted on, their service at the time 
the notice was issued. To overcome this presumption, the defendant must adduce or 
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point to evidence that suggests a reasonable possibility that the person was not 
reckless as to this matter. 

11. Article 14 is not an absolute right, it is subject to permissible measures that restrict 
rights provided they are prescribed by law and are reasonable, necessary and 
proportionate means for pursuit of a legitimate objective. While section @474.35 and 
@474.36 would engage the rights afforded by article 14 of the ICCPR, the sections 
would do so in a manner that is tailored to achieving a legitimate goal. The Bill’s 
objective is to reduce the impact and reach of abhorrent violent material sought by 
perpetrators who intend to spread their violent and extreme propaganda. Abhorrent 
violent material produced by perpetrators and their accomplices has objectionable 
value as it often constitutes propaganda or recruitment material for further criminal 
activity, prejudices the dignity of the victims and has the potential to cause harm and 
distress to vulnerable sections of the community.  

12. The offences included in the Bill are appropriately connected to the Bill’s objective 
because reasonably limiting the rights provided by article 14 allows for the offences 
to operate as deterrents to content service and hosting service providers who fail to 
act in relation to abhorrent violent material.  

13. The eSafety Commissioner notice regime not only operates to put content and hosting 
services on notice as to the existence of the abhorrent violent material that can be 
accessed using their platform but also reverses the evidential burden in respect of two 
elements of the offences. This has the effect of incentivising providers to comply with 
their obligations under the new offences.   

14. As is the case in the Bill, the evidential burden is often reversed in circumstances 
where information pertaining to a defence is: 

peculiarly within the knowledge of the defendant, and 

it would be significantly more difficult and costly for the prosecution to 
disprove than for the defendant to establish the matter. 

15. Where a notice has been issued under @474.35 or @474.36, information that would 
prove the mental state of a person in relation to: 

the accessibility of material using or hosting of material on a service, and

that the material was abhorrent violent material

satisfies the above circumstances to justify a reversal in evidential burden. These are 
reasonably limited and proportionate presumptions. 

16. Additionally, the presumptions are not sufficient to prove an offence under section 
@474.34. A further element of that offence, that the person does not ensure the 
expeditious removal of the material, or expeditiously cease hosting the material,
would also need to be proved by the prosecution.  

The right to freedom from interference in privacy and correspondence in article 17 of 
the ICCPR 

17. Article 17 of the ICCPR establishes the right to freedom from interference and 
correspondence in that ‘no one shall be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence’. The remit of this right is 
established in greater detail by General Comment No. 16 of the Human Rights 
Committee. It states that such protections ‘are required to be guaranteed against all 
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such interferences and attacks whether they emanate from State authorities or from 
natural or legal persons’.

18. The offences under section @474.34 will deter content service and hosting service 
providers from failing to take action in relation to abhorrent violent material that can 
be accessed using, or is hosted on, their services. These offences criminalise failure to 
expeditiously remove or cease hosting abhorrent violent material from their services. 
This regime would indirectly limit the nature and volume of content that end-users 
are able to access and share with each other. This is because content service hosts and 
content service providers that provide or host content would become more proactive 
in ensuring they expeditiously remove or ceasing hosting abhorrent violent material.  
This would engage the rights provided by article 17 because it may affect the nature 
and feasibility of correspondence between Australian citizens, albeit only for a 
narrow and specific type of objectionable material. 

19. The Bill’s objective is to reduce the impact and reach of abhorrent violent material 
sought by perpetrators who intend to spread their violent and extreme propaganda. 
The audio and visual content produced by perpetrators has objectionable value as it
often constitutes propaganda or recruitment material for further criminal activity, 
prejudices the dignity the victims and has the potential to cause harm and distress to 
vulnerable sections of the community. The Bill’s engagement with article 17 is a
necessary consequence of the pursuit of this objective. 

20. In order to limit the reach of objectionable material, correspondence between 
individuals must, by definition, be limited to exclude the material in question. By 
targeting only the conduct of hosting service providers and content service providers 
instead of the conduct of end-users, the Bill would indirectly limit the correspondence 
of private citizens as a proportionate and necessary consequence of pursuing its 
primary objective. 

21. It is also reasonable to argue that readily sharing objectionable material is not the type 
of correspondence article 17 aims to protect. In its preamble, the ICCPR states that 
‘the individual [has] duties to other individuals and to the community to which he 
belongs’ and that ‘freedom from fear and want can only be achieved if conditions are 
created whereby everyone may enjoy his civil and political rights’. The unchecked 
proliferation of abhorrent violent material, which would include terrorist attack 
propaganda and audio and visual content depicting objectionable acts, is incompatible 
with the goals of the ICCPR and all other international human rights instruments.  

22. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is 
further supported by the general comments of the Human Rights Committee. 
Paragraph 3 of General Comment No. 16 states that the ‘term ‘unlawful’ means that 
no interference can take place except in cases envisaged by the law. Interference 
authorised by States can only take place on the basis of law, which itself must comply 
with the provisions, aims and objectives of the Covenant.’ In this case, the laws 
proposed by the Bill are compatible with the tenets laid out by the preamble of the 
ICCPR. Again, limiting the reach of objectionable material promotes the objectives of 
‘freedom from fear’ and fosters conditions ‘whereby everyone may enjoy his civil 
and political rights’. The rational connection between the limitation imposed by the 
Bill and its objective is established in the pursuit of the ICCPR’s overarching goals. 

23. Following the logic of the general comments from the Human Rights Committee and 
considering the nature of the content, it is reasonable to conclude that indirectly 
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restricting access to objectionable material is a reasonable, necessary and 
proportionate means to achieving a legitimate objective reducing the impact and 
reach of abhorrent violent material sought by perpetrators who intend to spread their 
violent and extreme propaganda. 

The right to freedom of expression in Article 19 of the ICCPR

24. Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) 
of the ICCPR recognises the right to receive and impart information and ideas 
through any medium, including written and oral communication, the media, 
broadcasting and commercial advertising.  

25. The right to freedom of expression is not an absolute right. Article 19(3) stipulates 
that this right may be restricted by law if necessary: 

for the respect of the rights or reputations of others, or  

for the protection of national security or of public order, or of public health or 
morals.

26. New section @474.34 introduces an offence that would apply to hosting or content 
services that fail to expeditiously remove or cease hosting abhorrent violent material 
from their services. This will have the indirect effect of limiting individuals’ ability to 
share and disseminate abhorrent violent material on these services.

27. Terrorism threatens Australia’s national security and the rights and freedoms of 
Australians. It is essential that our laws evolve to reflect the current threat posed by 
terrorism. The attack in Christchurch of 15 March 2019 demonstrates that content 
services and hosting services can be used and are being used to publish material that 
records or streams terrorist attacks and may be used to spread other abhorrent violent 
material. The audio and visual content produced by perpetrators often constitutes 
propaganda or recruitment material for further criminal activity, prejudices the 
dignity the victims and has the potential to cause harm and distress to vulnerable 
sections of the community. The sharing and dissemination of such material increases 
the potential for harm to Australians and our national security.  

28. Regulating the public’s access to abhorrent violent material through section @474.34 
is a legitimate and necessary measure to protect the safety of Australians. Requiring 
content services and hosting services to remove or cease hosting this material is likely 
to achieve this objective because it inhibits platforms from providing access to and 
hosting this material.

29. Indirectly limiting how private citizens may express their opinions is a proportionate 
and necessary consequence of pursuing the objective of this Bill. The offences do not 
criminalise an individual’s expression; they simply limit the individual’s access to 
platforms on which this expression may take place. Sharing abhorrent violent material 
can have a negative impact on well-being and could incite further violence. These 
measures are proportionate to the risk from abhorrent violent material. It is necessary 
to limit individuals’ access to the materials to prevent the material from inciting 
further criminal offences, and to prevent harm to vulnerable people who access or 
inadvertently access the abhorrent violent material.  

30. Further, these offences are entirely consistent with Article 19(3), which stipulates that 
the right to freedom of expression established by Article 19(2) may be restricted for 
the protection of national security, public order or public health or morals. 

Document 16 - Page 9 of 36

Attorney-General's Department documents released under FOI 20/083



10

Disseminating abhorrent material on content services and internet host services may 
threaten national security by serving as propaganda or recruitment material for further 
criminal activity, prejudice the dignity of the victims and has the potential to cause 
harm and distress to vulnerable sections of the community. The ability to readily 
share objectionable material is not a desirable outcome of a robust freedom of 
expression right. Requiring content services and hosting services to remove abhorrent 
violent material is consistent with the special responsibilities attached to article 19.  

31. The Bill is proportionate and not arbitrary because it applies a defence in respect of 
abhorrent violent material, contained in section @474.37. Section @474.37 would not 
prohibit the sharing of abhorrent violent material or the freedom of expression in all 
circumstances, instead it would limit how this expression is disseminated. The 
offences under section @474.34 would not apply if access to abhorrent violent 
material is necessary to:

enforce the law 

investigate or monitor compliance with the law 

conduct proceedings in a court or tribunal 

conduct scientific, medical, academic or historical research

report on news and current affairs in the public interest

assist public officials in exercising their duties

advocate for changes to laws, or 

develop, perform, exhibit or distribute, in good faith, artistic work. 
32. These defences mean that the new offences in section @474.34 would have a direct 

correlation with the objective of limiting the sharing of abhorrent violent material. 
The offences are not overreaching and will not catch instances where abhorrent 
violent material is accessible for a legitimate purpose.

The right to freedom from propaganda, discrimination and hatred in article 20 of the 
ICCPR 

33. Article 20 of the ICCPR provides that ‘any propaganda for war’ and ‘any advocacy of 
national, racial or religious hatred that constitutes incitement to discrimination, 
hostility or violence shall be prohibited by law’.  

34. The objective of the Bill advances the rights contained in article 20. By limiting the 
availability of abhorrent violent material that may be used to promote or glorify 
discrimination, hatred and organised violence, the Bill espouses the inclusive and safe 
environment article 20 hopes to foster.  

35. The events in Christchurch that precipitated the drafting of this Bill mirror the 
examples of hatred and incitement given by paragraph 2 of article 20. Restricting 
access to the audio and visual content produced by perpetrators of such events 
diminishes the potential for a perpetrator to advocate for further attacks and protects
the targeted groups from discrimination, hostility and violence.  

36. In adhering to article 20, the Bill also supports freedom of speech guarantees under 
article 19. General Comment No. 11 by the Human Rights Committee states that the 
prohibitions required by article 20 are ‘fully compatible with the right of freedom of 
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expression as contained in article 19, the exercise of which carries with it special 
duties and responsibilities’. Protecting vulnerable sections of the community from the 
damage of abhorrent violent material would constitute one of those special duties and 
responsibilities.     

Schedule 2—Obligation of internet service providers and internet content hosts
37. The primary objective of Schedule 2 is to ensure that sufficiently high penalties are 

operating to deter internet services providers and internet content hosts from failing to 
refer details of child pornography material and child abuse material to the Australian 
Federal Police. 

38. Schedule 2 contains an amendment to section 474.25 of the Criminal Code it which 
would increase the maximum penalty that can be imposed for breach of this section 
from 100 penalty units to 800 penalty units.  

Right of the child to be protected from sexual abuse in articles 19 and 34 of the CRC
39. Article 19 of the CRC provides that: 

States Parties shall take all appropriate legislative … measures to protect the child 
from all forms of physical or mental violence, injury or abuse, … including sexual 
abuse, while in the care of parent(s), legal guardian(s) or any other person who has 
care of the child.

40. Article 34 similarly provides that “State Parties undertake to protect the child from all 
forms of sexual exploitation and sexual abuse”, including taking all appropriate 
measures to prevent “the exploitative use of children in pornographic performances 
and materials”.

41. Schedule 2 promotes articles 19 and 34 of the CRC by ensuring that the maximum 
penalties for failure to refer child pornography and child abuse material to the 
Australian Federal Police more appropriately reflect the serious consequences for 
victims, their families and the community, particularly where there is underlying 
conduct of sexual abuse.

Conclusion 

42. For the reasons given above, the Bill is compatible with human rights. Where it seeks 
to restrict those rights, it does so in a fashion that is necessary and proportionate to 
achieving the legitimate objectives of ensuring that: 

persons who provide internet services, hosting service and content services are 
reporting abhorrent violent material that records or streams abhorrent violent 
conduct that has occurred or is occurring in Australia to the AFP 

persons who provide content services and hosting services are acting 
expeditiously to remove or cease hosting abhorrent violent material from their 
services, and

sufficiently high penalties are operating to deter internet services providers 
and internet content hosts from failing to refer details of child pornography 
material and child abuse material to the Australian Federal Police.
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NOTES ON CLAUSES

Clause 1: Short title

43. This clause provides that the Bill, when enacted, is the Criminal Code Amendment 
(Sharing of Abhorrent Violent Material) Act 2019 (the Act). 

Clause 2: Commencement

44. This clause contains a table that provides when the Bill would commence. Item 1 of 
the table provides that the whole of the Bill would commence on the day after the Act 
receives Royal Assent.

Clause 3: Schedule

45. Clause 3 provides that amendments to, or repeal of, legislation specified in the Act are 
set out in the Schedules to the Act and any other item in a Schedule to the Act has 
effect according to its terms.
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Schedule 1—Sharing of abhorrent violent material

Criminal Code Act 1995 

Item 1—At the end of Division 474 of the Criminal Code  

1. Item 1 inserts a new Subdivision H—Offences relating to use of carriage service for 
sharing of abhorrent violent material into Part 10.6 of the Criminal Code. This
subdivision contains new offences that will apply to internet service providers, 
hosting service providers and content service providers who fail to refer details of 
abhorrent violent material that records or streams conduct that has occurred or is 
occurring in Australia to the AFP within a reasonable time after becoming aware of 
the existence of the material. The subdivision also contains new offences that will 
apply to hosting service providers and content service providers who fail to remove 
from or cease hosting on their services abhorrent violent material that is capable of 
being accessed within Australia.

2. These offences are intended to ensure that internet service providers, hosting service 
providers and content service providers are taking responsibility for referring to the 
AFP and removing abhorrent violent material than can be accessed using or is hosted 
on their services. The offences are intended to have the effect of reducing the impact 
and reach of abhorrent violent material sought by perpetrators who intend to spread 
their violent and extreme propaganda.  

Section @474.30—Definitions 

3. New section @474.30 would insert new definitions for the purposes of new 
Subdivision H of Part 10.6 of the Criminal Code.

Abhorrent violent conduct 
4. Abhorrent violent conduct would take the meaning given by new section @474.32, 

and is discussed further below.

Abhorrent violent material 
5. Abhorrent violent material would take the meaning given by section @474.31 and is 

discussed further below.

Consent 
6. Consent is defined to mean free and voluntary agreement. Consent is used in 

Subdivision H in relation to rape and kidnapping. These two aspects of an agreement
are commonly used in State and Territory Acts to define consent in relation to sexual 
offences.1

Content service
7. Content service is defined to mean either a social media service (paragraph (a)) or a 

designated internet service (paragraph (b)) within the meaning of those terms in the 
Enhancing Online Safety Act 2015. 

1 See, for example, subsection 61HE(2) of the Crimes Act 1900 (NSW), subsection 348(1) of the Criminal Code 
1899 (Qld), paragraph 319(2)(a) of the Criminal Code Act Compilation Act 1913 (WA), subsection 46(2) of the 
Criminal Law Consolidation Act 1935 (SA). 
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8. ‘Social media service’ is defined in the Enhancing Online Safety Act 2015 to mean an 
electronic service that satisfies a number of conditions including that the sole or 
primary purpose of the service is to enable online social interaction between two or 
more end-users.

9. ‘Designated internet service’ is defined under the Enhancing Online Safety Act 2015 
to mean a service that allows end-users to access material using an internet carriage 
service, or a service that delivers material to persons having equipment appropriate 
for receiving that material where the delivery of the service is by means of an internet 
carriage service. The definition in section 9A of that Act, provides that a ‘designated 
internet service’ does not include a social media service, a relevant electronic service, 
an on-demand program service or a service specified by legislative instrument under 
subsection 9A(2) of that Act.  Furthermore, a person does not provide a designated 
internet service if they merely provide a billing service, or a fee collection service, in 
relation to the designated internet service (per subsection @474.39(2)). A website is 
an example of a content service that is a designated internet service.

Hosting service
10. ‘Hosting service’ has the same meaning as the definition of ‘hosting service’ under 

section 9C of the Enhancing Online Safety Act 2015 except that under the Bill it is
limited to the hosting of stored material that has been or is posted on a social media 
service or a designated internet service. The definition does not require the hosting 
service provider to be providing one of those services (although often a hosting 
service provider may also provide one of those services). An example of a hosting 
service is a service that stores material or content for a website (a website being a 
designated internet service). 

11. The definition of ‘hosting service’ under section @474.30 expressly provides that for 
the purposes of Subdivision H, the definition of hosting service does not include the 
hosting of stored material that has been posted on a relevant electronic service.
Relevant electronic services includes Short Message Service (SMS), Multimedia 
Messaging Service (MMS), chat and instant messaging that are not used as
repositories of content, but are instead used to transmit content one to one or one to 
many. As the content distribution mode of these services is via directed 
communications rather than public or broad private publishing, they are outside the 
scope of Subdivision H. 

12. A search engine which merely indexes content and makes it searchable would not 
meet the definition of a hosting service.  

Section @474.31—Abhorrent violent material

13. New section @474.31 would define the term ‘abhorrent violent material’ to mean
material that is audio, visual, or audio-visual material that records or streams 
abhorrent violent conduct engaged in by one or more persons where a reasonable 
person would regard the material as being, in all the circumstances, offensive.

14. Audio material, visual material and audio-visual material is intended to capture live-
streamed and recorded video footage, live-streamed and recorded audio recordings 
(which do not need to be accompanied by visual material), as well as photographs 
including still images taken from video footage.  

15. In determining whether material is ‘offensive’ for the purpose of meeting the 
requirements under the definition of abhorrent violent material, section 473.4 of the 
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Criminal Code should be consulted. Section 473.4 sets out matters to be taken into 
account in deciding for the purposes of Part 10.6 (which will include the new 
offences under sections @474.33-34) whether reasonable persons would regard 
particular material as being in all the circumstances offensive. These include:

the standards of morality, decency and propriety generally accepted by 
reasonable adults; and

the literary, artistic or educational merit (if any) of the material; and

the general character of the material (including whether it is of a medical, legal 
or scientific character).

16. The definition of abhorrent violent material is not intended to capture footage of 
violent sporting events (for example, boxing), medical procedures, or consensual 
sexual acts that involve elements of violence.

17. Additionally, the material must be produced by a person who is, or by two or more 
persons each of whom is: 

a person who engaged in the abhorrent violent conduct 

a person who conspired to engage in the abhorrent violent conduct 

a person who aided, abetted, counselled or procured, or was in any way 
knowingly concerned in, the abhorrent violent conduct, or 

a person who attempted to engage in the abhorrent violent conduct. 
18. This requirement is intended to ensure that only material recorded or streamed by the 

perpetrator(s) and their accomplice(s) will be captured by the definition of abhorrent 
violent material. Material recorded or streamed by other persons, such as victims of 
the conduct, bystanders who are not complicit in the conduct, or media organisations,
will not be considered to be caught by this definition even though such material may 
record or stream abhorrent violent conduct. Material recorded or streamed by persons 
who are not the perpetrator(s) or their accomplice(s) will therefore not be captured by 
the new offences under sections @474.33–@474.34.  

19. In some circumstances it may be difficult to determine whether material recorded or 
streamed by a third party has been produced by an accomplice or by an innocent 
bystander. However, the offences in the Bill will only be made out if the prosecution 
can prove that the person had reasonable grounds to believe that the material had been 
produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
sections @474.33), or that the person was reckless as to whether the material had 
been produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
section @474.34). Therefore, if a person believed on reasonable grounds that the 
material had not been produced by an accomplice, or the person was not aware that 
there was a substantial risk that material has been produced by an accomplice, the 
prosecution would be unlikely to prove this element of the offences.  

20. New subsection @474.31(2) provides that, for the purposes of this section, it is 
immaterial whether the material has been altered. This subsection operates to ensure 
that abhorrent violent material material that has been edited into a new form but still 
includes its original content would continue to be abhorrent violent material. For 
example, video footage that is abhorrent violent material could be edited in respect of 
its length, edited to appear in colour or monochrome, or have unrelated images or text 
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superimposed onto the footage. This content would remain abhoITent violent material 
to the extent it continued to fulfil the definition of abhoITent violent material. 

21. New subsection @474.31(3) provides that it is immaterial whether the abhoITent 
violent conduct was engaged in within or outside of Australia. This is consistent with 
the objective of the Bill in ensming that content service providers and hosting service 
providers will proactively remove and cease hosting abhoITent violent material, no 
matter where the underlying conduct is committed. 

Section @474.32- AbhoITent violent conduct 

22. New section @474.32 would define the te1m 'abhoITent violent conduct'. This te1m 
further limits the scope of the definition of abhoITent violent material for the pmposes 
of the new offences. 

23. New subsection @474.32(1) would provide that a person engages in abhoITent violent 
conduct if the person does any of the following: 

24. 

25. 

26. 

27. 

• engages in a teITorist act (within the meaning of section 100. 1 of the Criminal 
Code) 

• murders another person 

• attempts to murder another person 

• tortures another person 

• rapes another person, or 

• kidnaps another person. 

The common theme in these categories is that the recording or streaming of these 
violent acts could be used to publicise violent propaganda, promote teITor, incite 
ftuther violence, or cause haim or distress to the community. 

It is not necessa1y for a prosecution to prove that conduct under one or more of these 
categories constitutes an offence. It is enough that the conduct has met the definitions 
under @474.32 of engaging in a teITorist act, murder, torture, rape or kidnapping. 
This is to ensure that internet service providers, hosting service providers and content 
service providers have clai·ity as to the threshold for repo1ting abhoITent violent 
material to the AFP, or in the case of hosting service and content providers, have 
clai·ity as to the threshold for when abhoITent violent material should be removed 
from or cease to be hosted on their services. 

For example, new subsection @474.32(2) states that, for the pmposes of new 
section @474.32, a person murders another person if their conduct causes the death of 
the other person and that conduct 47C(1) 

New subsection @474.32(3) would state that, for the purposes of this section, a 
person (the first person) tortures another person if : 

Attorney-General's Department documents released under FOi 20/083 

16 



17

the first person inflicts severe physical or mental pain or suffering upon the 
other person, and 

the other person is in custody, or under the control, of the first person, and 

the pain or suffering does not arise only from, and is not inherent in or 
incidental to, lawful sanctions that are not inconsistent with the Articles of the 
International Covenant on Civil and Political Rights (ICCPR).

This definition is consistent with the definition of the offence of Crime against 
humanity—torture in section 268.13 of the Criminal Code, and it is intended that the 
definition of torture in the Bill will be interpreted in the same way. However, as
discussed above it is not intended that the offence of torture would need to be proved 
for such conduct to satisfy the definition of abhorrent violent conduct.  

28. If the conduct that constitutes torture arises from lawful sanctions that are inconsistent 
with the Articles of the ICCPR, such conduct may meet the definition of torture for 
the purposes of subsection @474.32(3) notwithstanding the fact that the sanctions 
may be lawful. This limitation is also contained in subsection 274.2(4) in respect of 
the offence for torture under of the Criminal Code. This limitation is intended to 
ensure that material that records or streams torture that has been lawfully sanctioned
is still capable of meeting the definition of abhorrent violent material if the sanctions
are inconsistent with the Articles of the ICCPR. 

29. New subsection @474.32(4) provides that, for the purposes of this section, a person 
(the first person) rapes another person if they sexually penetrate the other person 
without the consent of that persons, or causes the other person to sexually penetrate 
the first person without the consent of the other person. ‘Consent’ is defined in the 
Bill to mean ‘free and voluntary agreement’. This definition also applies in respect of 
offences for Crime against humanity–rape under section 268.14 and War crime–rape 
under section 268.50 of the Criminal Code. Sections 268.14 and 268.59 of the 
Criminal Code each contain a list of examples of circumstances in which a person 
does not content to an act, which may be of further use in interpreting the definition 
of consent under the Bill. Examples of where a person does not consent to an act 
include where: 

the person submits to the act because of force or the fear of force to the person 
or to someone else

the person submits to the act because the person is unlawfully detained 

the person is asleep or unconscious, or is so affected by alcohol or another 
drug as to be incapable of consenting

 the person is incapable of understanding the essential nature of the act

the person is mistaken about the essential nature of the act (for example, the 
person mistakenly believes that the act is for medical or hygienic purposes) 

the person submits to the act because of psychological oppression or abuse of 
power, or 

the person submits to the act because of the perpetrator taking advantage of a 
coercive environment. 

New subsections @474.32(6)-(7) also provide additional interpretive guidance for 
this section.  

Document 16 - Page 17 of 36

Attorney-General's Department documents released under FOI 20/083



18

30. New subsection @474.32(5) would provide that, for the purposes of this section, a 
person (the first person) kidnaps another person if: 

the first person takes or detains the other person without the other person’s 
consent, and 

the first person takes or detains the other person in order to:

o hold the other person ransom or as hostage, or 

o murder, torture or rape the other person or a third person; or 

o cause serious harm to the other person or a third person; and 

the taking or detention of the other person involves violence or a threat of 
violence. 

‘Consent’ is defined under the Bill to mean free and voluntary agreement. 
Subparagraphs @474.32(5)(b)(i),(ii) and (iii) are intended to operate so as to capture 
conduct that is more than merely holding someone against their will.    

31. New subsection @474.32(6) provides a definition of ‘sexually penetrate’ for the 
purposes of new subsection @464.32(4), and a definition of ‘terrorist act’ for the 
purposes of new paragraph @474.32(1)(a).  

32. The definition for ‘sexually penetrate’ is the same definition of sexually penetrate as 
used in section 268.14 of the Criminal Code which contains the offence of Crime 
against humanity–rape. It is intended that the term in the Bill would be interpreted in 
the same way.

33. The definition of ‘terrorist act’ has the same meaning as in section 100.1 of the 
Criminal Code, except that paragraph 100.1(2)(e) should be disregarded. This 
exception operates to exclude actions that create a serious risk to the health or safety 
of the public or a section of the public from the definition of ‘terrorist act’. This 
exclusion recognises that not all acts committed as a terrorist act should be captured 
by the definition of abhorrent violent conduct. 

34. New subsection @474.32(7) would clarify that for the purposes of section @474.32 
‘genitalia’ includes the genitalia or other parts of the body of a person including 
surgically constructed genitalia or other parts of the body of the person. This is 
relevant to paragraph (a) of the definition of sexually penetrate in subsection 
474.32(6). This clarification of the meaning of genitalia mirrors the same clarification 
found under section 268.14(6) of the Criminal Code and is intended to be interpreted 
in the same way.

Section @474.33—Notification obligations of internet service providers, content service 
providers and hosting service providers 

35. Subsection @474.33(1) creates a new offence where:

a person is an internet service provider, or provides a content service or a 
hosting service, and 

the person is aware that the service provided by the person can be used to 
access particular material that the person has reasonable grounds to believe is
abhorrent violent material that records or streams abhorrent violent conduct 
that has occurred, or is occurring, in Australia, and
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the person does not refer details of the material to the Australian Federal 
Police within a reasonable time after becoming aware of the existence of the 
material.

36. This offence is intended to ensure that where an internet service provider, content 
service provider or a hosting service provider becomes aware (whether due to a 
complaint, self-auditing or otherwise) that their service can be used to access
abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia, the provider will refer the details of that 
material (for example, the material itself or a website address that can be used to 
access the material) to the AFP.

37. The purpose of the new offence under subsection @474.33(1) is to ensure that the 
AFP is notified by providers of both the existence of the underlying abhorrent violent 
conduct (for example, a terrorist act that is being live-streamed) as well as the 
existence and accessibility of the abhorrent violent material itself online. 

38. Section 473.1 of the Criminal Code provides that ‘internet service provider’ has the 
same meaning as in Schedule 5 to the Broadcasting Services Act 1992. Clause 8 of 
Schedule 5 of the Broadcasting Services Act 1992 provides that if a person supplies, 
or proposes to supply, an internet carriage service to the public, the person is an 
‘internet service provider’. As an internet carriage service has the same meaning as a 
‘listed carriage service’ under the Telecommunications Act 1992 (which is limited to 
carriage services between one or more points that includes at least one point in 
Australia) the scope of the definition of ‘internet service providers’ is limited to 
internet service providers who provide a service in Australia. 

39. A ‘reasonable time’ is not defined. A number of factors and circumstances could 
indicate whether a person had referred details of abhorrent violent material within a 
reasonable time after becoming aware of the existence of the material. For example, 
the type and volume of the material, and the capabilities of and resourcing available 
to the provider may be relevant factors. In a prosecution for an offence against section 
@474.33, the determination of whether material was referred within a reasonable 
time will be a matter for the trier of fact. 

40. The maximum penalty that can be imposed if a natural person fails to comply with 
section @474.33 is 800 penalty units. The maximum penalty than can be imposed if a
body corporate fails to comply with this section is 4000 penalty units pursuant to the 
corporate multiplier rule under section 4B of the Crimes Act 1914. These penalties are
justified because there may be strong incentives for persons, particularly large 
corporations, to fail to commit the offences by failing to take action in respect of the 
underlying content recorded or streamed as abhorrent violent material. Furthermore, 
the consequences of the commission of the offences are dangerous and damaging 
given the potential for the underlying conduct to go undetected by law enforcement 
and the material itself to be shared and disseminated quickly, further spreading and 
publicising the propaganda of the perpetrator.  

41. The fault elements for an offence under section @474.33 are the fault elements found 
in section 5.6 of the Criminal Code.

42. As a consequence of items 3 and 4 of Schedule 1 to the Bill, the offence in section 
@474.33 is not subject to the standard geographical jurisdiction or to Category A 
geographical jurisdiction listed in Part 2.7 of the Criminal Code, the latter being the 
geographical jurisdiction that applies to the other subdivisions in Part 10.6.  As such, 
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paragraph @474.33(1)(b) contains the only jurisdictional limit on the offence in that 
there must be reasonable grounds to believe the material is abhorrent violent material 
that records or streams abhorrent violent conduct that has occurred or is occurring in 
Australia. There is a further limit on geographical jurisdiction is that the definition of 
internet service provider will only capture persons that provide an internet service in 
Australia and not in a foreign country.  

43. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers (the Guide) in circumstances where, as in this case, the offence is designed to 
capture a limited scope of conduct2.

44. Subsection @474.33(2) provides that it is immaterial whether the content service or 
the hosting service is provided within or outside Australia. This subsection clarifies 
that any content service or hosting service provider, including content or hosting 
service providers that are not Australian entities or based in Australia, can be captured 
by this offence. The only nexus with Australia that is required is that per paragraph 
@474.33(1)(b), the person must have reasonable grounds to believe that the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia. 

45. Where the conduct constituting the alleged offence under @474.33(1) occurs wholly 
in a foreign country, and the person alleged to have committed the offence is neither 
an Australian citizen not a body corporate incorporated by or under a law of the 
Commonwealth or of a State or Territory, section @474.42 requires the Attorney-
General’s written consent prior to the commencement of proceedings for prosecution. 

46. Subsection @474.33(3) provides that the offence under subsection @474.33(1) does 
not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. This is consistent with the purpose of the offence being to 
ensure that providers notify the AFP of both the existence of the underlying abhorrent 
violent conduct as well as the existence and accessibility of the abhorrent violent
material itself. If the underlying abhorrent violent conduct or the material that records 
or streams that conduct has already been brought to the attention of the AFP, for 
example through previous instances of reporting the material (noting it is immaterial 
whether the material has been altered, as set out in subsection @474.31(2)) or 
extensive media coverage of the existence, providers should not be required to refer 
that material to the AFP.  

47. Subsection @474.33(3) would provide a defence for a person who failed to report 
abhorrent violent material to the AFP because they reasonably believed that the AFP 
was already aware of the material. This has been expressed as a defence rather than as 
an element of the offence as the defendant’s beliefs are peculiarly within the 
knowledge of the defendant.  

48. The note under subsection @474.33 clarifies that the evidential burden falls on the 
defendant if they wish to rely on the defence in subsection @474.33(2).

Section @474.34—Removing, or ceasing to host, abhorrent violent material 

49. Subsection @474.34(1) creates a new offence where:

a person provides a content service (as defined in new section @474.30), and 

2 See page 36 of the Guide. 
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• the content service can be used to access material 

• the material is abhonent violent material, and 

• the person does not ensure the expeditious removal of the material from the 
content service. 

50. This offence is intended to limit the accessibility, sharing and dissemination of 
abhonent violent material by limiting the time that material can be accessed using a 
content service. 

51. 'Expeditious' is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhonent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an 
offence against subsection @474.34(1), the determination of whether removal was 
expeditious will be a matter for the trier of fact. 

52. New subsection @474.34(2) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any content service 
provider, including content service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(3), the material is reasonably capable of 
being accessed in Australia. 

53. New subsection @474.34(3) provides that the offence in subsection @474.34(1) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(1) is not subject to the standard geographical 
jurisdiction or to Catego1y A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code. As such, paragraph @474.34 (3) provides the 
jurisdictional limit on the offence. 

54. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct3. 

55. fs47E(d) ~ 4.34 ~7E(d) 

requires the 
Attorney-General's written consent prior to the commencement of proceedings for 
prosecution. 

56. Subsection@474.34(4) provides that the fault element for new 
paragraphs @474.34(1)(b) and (c) is recklessness. As paragraphs @474.34(1)(b), and 
( c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would othe1wise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise content service providers to be 

3 See page 36 of the Guide. 
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wilfully blind to the content provided on their service, rather than proactively engage 
with the removal of abhonent violent material. 

57. As no fault elements are defined for the pmposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements. 

58. New subsection @474.34(5) would create a similar offence to subsection @474.34(1) 
that applies to hosting service providers. The offence would apply when: 

• a person provides a hosting service (as defined in new section @474.30), and 

• the hosting service can be used to access material 

• the material is abhonent violent material, and 

• the person does not expeditiously cease hosting the material. 

59. This offence is intended to limit the accessibility, sharing and dissemination of 
abhonent violent material by limiting the time that material is hosted on a service. 

60. 'Expeditious' is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhonent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an 
offence against section @474.34(5), the dete1mination of whether removal was 
expeditious will be a matter for the trier of fact. 

61. New subsection @474.34(6) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any hosting service 
provider, including hosting service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(7), the material is reasonably capable of 
being accessed in Australia . 

62. New subsection @474.34(7) provides that the offence in subsection @474.34(5) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(5) is not subject to the standard geographical 
jurisdiction or to Catego1y A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code. As such, paragraph @474.34(7) provides the 
jurisdictional limit on the offence. 

63. Building jurisdictional limits into the offence itself is an approach suppo1ted by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct4 . 

64. s 47C(1) 
s 47C(1) 

under section @H?4.34(5) · ___ ... 

requires the 
Attorney-General's written consent prior to the commencement of proceedings for 
prosecution. 

4 See page 36 of the Guide. 
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65. New subsection @474.34(8) would provide that the fault element for new 
paragraphs @474.34(5)(b) and (c) is recklessness. As paragraphs @474.34(5)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise hosting service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage 
with the removal of abhorrent violent material.

66. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

67. Subsection @474.34(9) provides that the maximum penalty for an individual who 
commits an offence against subsections @474.34(1) or (5) is imprisonment for 3 
years, or a fine of 10,000 penalty units, or both. This maximum penalty is justified 
because of the need to deter persons, including large corporations, from failing to take 
action in respect of abhorrent violent material and to commit the offences under 
subsections @474.34(1) or (5). Furthermore, the consequences of the commission of 
the offences are dangerous and damaging given the potential for the material to be 
shared and disseminated quickly, further spreading and publicising the propaganda of 
the perpetrator. A high maximum penalty is also appropriate in order to punish 
malicious conduct by a provider, for example, where the provider deliberately seeks 
further access and distribution of the material in order to obtain a financial or 
reputational advantage.

68. New subsection @474.34(10) would provide that the penalty for a body corporate that 
commits an offence against subsection @474.34(1) or (5) is not more than the greater 
of 50,000 penalty units, or 10% of the annual turnover of the body corporate during 
the period of 12 months ending at the end of the month in which the conduct 
constituting the offence occurred.  

69. The maximum penalty 50,000 penalty units for a body corporate is consistent with the 
corporate multiplier rule under subsection 4B(3) of the Crimes Act 1914. However,
body corporates that operate content and hosting services are often large corporations 
with a very high annual turn-over, such that a maximum penalty of 50,000 penalty 
units may not act as a sufficient deterrent for those body corporates to comply with 
the obligations created by the introduction of these new offences. Furthermore, in 
failing to remove from or cease hosting the material from their services, body 
corporates may stand to gain a financial advantage through increased usage of the 
service by members of the public. A maximum penalty of 10% of the annual turnover 
of the body corporate is appropriate as it is scalable penalty according to the size of 
the body corporate will can act an appropriate deterrent regardless of the size of the 
body corporate. The annual turnover includes the annual global turnover of the body 
corporate.  

70. New subsections @474.34(11)-(14) set out how the annual turnover of a body 
corporate is to be determined for the purposes of subsection @474.34(10). These 
subsections are modelled on similar provisions in the Criminal Code,5 and are 
intended to operate in a similar fashion.

5 See, for example, subsections 70.2(6), 141.1(7), and section 490.3 of the Criminal Code. 
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71. Subsection @474.34(15) provides that material is taken to be removed from a content 
service if the material is not accessible to any of the end-users of that service. Given 
the purpose of the offence is to limit the distribution of the content, it is sufficient that 
the content is no longer being distributed to the end-users of the service.

Section @474.35—Notice issued by eSafety Commissioner in relation to a content service—
presumptions 

72. New section @474.35 creates a process by which the eSafety Commissioner can 
provide a written notice to a content service provider stating that, at the time the 
notice was issued, their service could be used to access specified abhorrent violent 
material. The issuing of such a notice would create rebuttable presumptions for the 
purpose of any future prosecution that the person was reckless as to certain matters. 

73. This notice would put the content service provider on notice that their service is being 
used to access abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not removed or do 
not remove it expeditiously.   

74. New subsection @474.35(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified content 
service could be used to access specified material that was abhorrent violent material.   

75. New subsection @474.35(2) would require the eSafety Commissioner to not issue a
notice under subsection @474.35(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified content service could be used to access the 
specified material, and that the specified material was abhorrent violent material. 

76. New subsection @474.35(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.35(1) provide the person 
who provides the content service with a copy of the notice.

77. New subsection @474.35(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.35(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

78. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the content service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.35(5)-(6)) as to certain fault elements for an offence 
under section @474.34(1). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

79. Subsection @474.35(5) would apply in a prosecution for an offence against 
subsection @474.34(1) where a notice has been issued under subsection @474.35(1) 
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to the person who is the defendant. In these circumstances, subsection @474.35(5) 
would create a presumption that the defendant was reckless as to whether material 
specified in the notice could be accessed using the content service at the time the 
notice was issued. In order to overcome this presumption, the defendant would have 
to adduce or point to evidence that suggests a reasonable possibility that at the time 
the notice was issued the person was not reckless as to whether the content service 
could be used to access the specified material.

80. It is appropriate to place an evidential burden on the defendant as to whether at the 
time the notice was issued the defendant was reckless as to whether their content 
service could be used to access the specified material. This is because at the time of 
issue of the notice, the eSafety Commissioner is required under subsection 
@474.35(2) to be satisfied on reasonable grounds that the content service could be 
used to access the specified material. Any evidence to the contrary is therefore likely 
to be peculiarly within the knowledge of the defendant. Furthermore, it would be 
significantly more difficult and costly for the prosecution to prove the person had 
been reckless as to whether the content service could be used to access the specified 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

81. Subsection @474.35(6) would apply in a prosecution for an offence 
under @474.34(1) where a notice had been issued under subsection @474.35(1) to a 
person who is the defendant. In these circumstances, subsection @474.35(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material. 

82. It is appropriate to place an evidential burden on the defendant to prove that at the 
time the notice was issued the defendant was not reckless as to whether the material 
was abhorrent violent material, because at the time of issue, the eSafety 
Commissioner was required under subsection @474.35(2) to be satisfied on 
reasonable grounds that the specific material was abhorrent violent material. Any 
evidence to the contrary is therefore likely to be peculiarly within the knowledge of 
the defendant. Furthermore, it would be significantly more difficult and costly for the 
prosecution to prove the defendant had been reckless as to whether the material was 
abhorrent violent material, than for the defendant to raise evidence indicating the 
defendant was not reckless as to this matter.

83. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(1). A further element of that offence, that the person does not 
ensure the expeditious removal of the material from the content service 
(paragraph @474.34(1)(d)) would also need to be proved by the prosecution.

84. It is intended that the issuing of the notice would act as a warning to the content
provider that they may commit an offence if they do not expeditiously remove the 
material. In most circumstances, if the content service provider were to ensure the 
expeditious removal of the material after receiving the notice, a prosecution would be 
unlikely. However in some circumstances, such as where the content had been 
available for a significant period prior to the Commissioner issuing the notice, a 
prosecution may be appropriate notwithstanding the expeditious removal of the 
abhorrent violent material after receipt of the notice.
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85. Subsection @474.35(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

86. Subsections @474.35(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.35(1), and for 
certified copies to have an equal effect under subsections 474.35(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

87. Subsection @474.35(10) provides that section @474.35 extends to matters and things 
outside Australia. Subsection @474.35(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to localities 
jurisdictions and other matters and things shall be construed as references to such 
localities, jurisdictions and other matters and things in and of the Commonwealth. 
The effect of overcoming this presumption is to make clear that the eSafety 
Commissioner can issue notifications to persons that provide content services outside 
Australia and to persons that provide content services who are located or incorporated 
outside of Australia.  

88. However, subsection @474.35(10) does not overcome the limitation contained in 
subsection @474.34(3) that subsection @474.34(1) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections @474.35(5) and @474.35(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under @474.34(1).  

Section @474.36—Notice issued by eSafety Commissioner in relation to a hosting service—
presumptions 

89. New section @474.36 would create a process by which the eSafety Commissioner can 
provide a written notice to a hosting service that, at the time the notice was issued, 
their service hosted specified abhorrent violent material. The issuing of such a notice 
would create rebuttable presumptions for the purpose of any future prosecution that 
the person was reckless as to certain matters.

90. This notice would put the hosting service provider on notice that their service was 
being used to host abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not expeditiously 
ceased or do not expeditiously cease hosting the material.  

91. New subsection @474.36(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified hosting 
service hosted material that was specified abhorrent violent material.  

92. New subsection @474.36(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.36(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified material was hosted on the specified hosting 
service, and that the specified material was abhorrent violent material. 

93. New subsection @474.36(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.36(1) provide the person 
who provides the hosting service with a copy of the notice. 
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94. New subsection @474.36(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.36(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

95. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the hosting service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.36(5)-(6)) as to certain fault elements for an offence 
under section @474.34(5). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

96. Subsection @474.36(5) would apply in a prosecution for an offence against 
subsection @474.34(5) where a notice has been issued under subsection @474.36(1) 
to the person who is the defendant. In these circumstances, subsection @474.36(5) 
would create a presumption that the defendant was reckless as to whether material
specified in the notice was hosted on the service. In order to overcome this 
presumption, the defendant would have to adduce or point to evidence that suggests a 
reasonable possibility that at the time the notice was issued the person was not 
reckless as to whether the specified material was hosted on their service.

97. It is appropriate to place an evidential burden on the defendant to prove that the 
defendant was not reckless as to whether the material was hosted on the hosting 
service at the time the notice was issued. This is because at the time of issue of the 
notice, the eSafety Commissioner is required under subsection @474.36(2) to be 
satisfied on reasonable grounds that the specific material was hosted on the specified 
hosting service. Any evidence to the contrary is therefore likely to be peculiarly 
within the knowledge of the defendant. Furthermore, it would be significantly more 
difficult and costly for the prosecution to prove the person had been reckless as to 
whether the material was hosted on the defendant’s service, than for the defendant to 
raise evidence indicating the defendant was not reckless as to this matter.

98. Subsection @474.36(6) would apply in a prosecution for an offence 
under @474.34(5) where a notice had been issued under subsection @474.36(1) to a 
person who is the defendant. In these circumstances, subsection @474.36(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material.

99. It is appropriate to place an evidential burden in the defendant to prove that at the time 
the notice was issued the defendant was not reckless as to whether the material was 
abhorrent violent material, because at the time of issue, the eSafety Commissioner 
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was required under subsection @474.36(2) to be satisfied on reasonable grounds that 
the specific material was abhorrent violent material. Any evidence to the contrary is 
therefore likely to be peculiarly within the knowledge of the defendant. Furthermore, 
it would be significantly more difficult and costly for the prosecution to prove the 
defendant had been reckless as to whether the material was abhorrent violent 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

100. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(5). A further element of that offence, that the person does not 
expeditiously cease hosting the material (paragraph @474.34(5)(d)) would also need 
to be proved.  

101. It is intended that the issuing of the notice would act as a warning to the hosting 
service provider to cease hosting the material. In most circumstances, if the hosting 
service provider were to expeditiously cease hosting the material after receiving the 
notice, a prosecution would be unlikely. However in some circumstances, such as 
where the content had been available for a significant period prior to the eSafety 
Commissioner issuing the notice, a prosecution may be appropriate notwithstanding 
the person has expeditiously ceased hosting the abhorrent violent material after 
receipt of the notice. 

102. Subsection @474.36(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

103. Subsections @474.36(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.36(1), and for 
certified copies to have an equal effect under subsections 474.36(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

104. Subsection @474.36(10) provides that section @474.36 extends to matters and things 
outside Australia. Subsection @474.36(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to 
localities, jurisdictions and other matters and things shall be construed as references 
to such localities jurisdictions and other matters and things in and of the 
Commonwealth. The effect of overcoming this presumption is to make clear that the 
eSafety Commissioner can issue notifications to persons that provide hosting services 
outside Australia and to persons that provide hosting services who are located or 
incorporated outside of Australia.   

105. However, subsection @474.36(10) does not overcome the limitation contained in 
subsection @474.34(7) that subsection @474.34(5) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections 474.36(5) and 474.36(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under 474.34(5).  
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Section @474.37—Defences in respect of abhorrent violent material 

106. New section @474.37 sets out defences available in relation to an offence under new 
section @474.34. Each of the defences is in respect to providing access to or the 
hosting of abhorrent violent material.

Content service
107. Subsection @474.37(1) relates to offences under subsection @474.34(1). Each of the 

paragraphs to subsection @474.37(1) contains an individual defence, providing a 
circumstance in which subsection @474.34(1) would not apply to the material.

108. Paragraph @474.37(1)(a) would provide that subsection @474.34(1) does not apply if 
the accessibility of the material is necessary for enforcing a law of the 
Commonwealth, a State, a Territory, a foreign country or a part of a foreign country. 
This is intended to avoid situations where a conflict of laws requires the material to 
both be removed from access by end-users and retained in order to assist law 
enforcement. Paragraph @ 474.37(1)(a) resolves this conflict in favour of retaining 
the material

109. Paragraph @474.37(1)(b) would provide that subsection @474.34(1) does not apply 
if the accessibility of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not compromise legitimate law enforcement procedures or operations. 
For example, it may be necessary for a person to maintain access to abhorrent violent 
material in a situation where access may assist in identifying the perpetrators of the 
abhorrent violent conduct. 

110. Paragraph @474.37(1)(c) provides that subsection @474.34(1) does not apply if the 
accessibility of the material is for the purposes of proceedings in a court or tribunal.
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
access to material is not restricted by the operation of the offence under new section 
@474.34 (1).     

111. Paragraph @474.37(1)(d) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is necessary for, or of assistance in, conducting 
scientific, medical, academic or historical research and that accessibility is reasonable 
in the circumstances for the purpose of conducting that research. For example, this 
may include where the material is included in academic papers, or where research is 
being conducted into contemporary reactions to historical case studies of terrorism or 
other violent events. 

112. Paragraph @474.37(1)(e) would provide that subsection @474.34(1) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is 
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.

113. Paragraph @474.37(1)(f) would provide that subsection @474.34(1) does not apply if 
accessibility of the material is in connection with the performance by a public official 
of that official’s duties and the accessibility is reasonable in the circumstances for the 
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purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

114. Paragraph @474.37(1)(g) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties and the accessibility 
is reasonable in the circumstances for the purpose of assisting the public official. This 
could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security
intelligence officer’s official duties.

115. Paragraph @474.37(1)(h) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is for the purpose of advocating a lawful procurement 
of a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the accessibility of the 
material is reasonable in the circumstances for that purpose. This could include, for 
example, material published by a civil society body for the purpose of denouncing the 
laws, policy or practice that enabled the conduct recorded or streamed in that 
material.

116. Paragraph @474.37(1)(i) would provide that subsection @474.34(1) does not apply if 
accessibility of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

Hosting Services
117. Subsection @474.37(2) relates to offences under subsection @474.34(5). Each of the 

paragraphs to subsection @474.37(2) contains an individual defence, providing a 
circumstance in which subsection @474.34(5) would not apply to the material.

118. Paragraph @474.37(2)(a) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is necessary for enforcing a law of the Commonwealth, a 
State, a Territory, a foreign country or a part of a foreign country. This is intended to 
avoid situations where a conflict of laws requires the material to both be removed 
from access by end-users and retained in order to assist law enforcement.
Paragraph @ 474.37(2)(a) resolves this conflict in favour of retaining the material. 

119. Paragraph @474.37(2)(b) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not interrupt legitimate law enforcement procedures. For example, it
may be necessary for a person to host abhorrent violent material in a situation where 
access may assist in identifying the perpetrators of the abhorrent violent conduct. 

120. Paragraph @474.37(2)(c) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is for the purposes of proceedings in a court or tribunal. 
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
access to material is not restricted by the operation of the offence under new section 
@474.34.     
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121. Paragraph @474.37(2)(d) would provide that subsection @474.34(5) does not apply 
if hosting of the material is necessary for, or of assistance in, conducting scientific, 
medical, academic or historical research and that the hosting is reasonable in the 
circumstances for the purpose of conducting that research. For example, this may 
include where the material is published in hosted academic papers, or where the 
provider hosts a website that is being utilised to conduct research into contemporary 
reactions to historical case studies of terrorism or other violent events.

122. Paragraph @474.37(2)(e) would provide that subsection @474.34(5) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.

123. Paragraph @474.37(2)(f) would provide that subsection @474.34(5) does not apply if 
hosting of the material is in connection with the performance by a public official of 
that official’s duties and the hosting is reasonable in the circumstances for the 
purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

124. Paragraph @474.37(2)(g) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties and the hosting is 
reasonable in the circumstances for the purpose of assisting the public official. This 
could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security 
intelligence officer’s official duties.

125. Paragraph @474.37(2)(h) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is for the purpose of advocating a lawful procurement of 
a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the hosting of the material is 
reasonable in the circumstances for that purpose. This could include, for example, 
material published by a civil society body for the purpose of denouncing the laws, 
policy or practice that enabled the conduct recorded or streamed in that material.

126. Paragraph @474.37(2)(i) would provide that subsection @474.34(5) does not apply if 
the hosting of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

Section @474.38—Implied freedom of political communication  

127. Subsection @474.38(1) makes clear that new Subdivision H would not apply to the 
extent that it would infringe any constitutional doctrine of implied freedom of 
political communication.

128. New section @474.38(1) clarifies the application of existing section 15A of the Acts 
Interpretation Act 1901 (AIA) to the extent that it operates with respect to the implied 
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freedom of political communication. Section 15A of the AIA reflects the fact that 
legislation should be read and construed subject to the Constitution. Where 
Parliament enacts legislation that would be construed as exceeding the legislative 
power of the Commonwealth, it is nevertheless a valid enactment to the extent it is 
not in excess of that power.  

129. Subsection @474.38(1) makes clear that new Subdivision H is not intended to operate 
to the extent it might impermissibly burden the implied constitutional freedom of 
political communication, and preserves the operation of the Subdivision to the extent 
it is not in excess of Commonwealth constitutional power. 

130. Subsection @474.38(2) is included in the Bill to ensure that subsection @474.38(1) 
would not affect the interpretation of, or limit the scope of, section 15A of the AIA.

Section @474.39—Provider of content service 

131. New section @474.39 would set out circumstances in which a person does not 
provide a content service for the purposes of this subdivision.  

132. New subsection @474.39(1) would provide that a person does not provide a content 
service merely because the person supplied a carriage service that enables material to 
be accessed.

133. New subsection @474.39(2) would provide that a person does not provide a content 
service merely because the person provides a billing service, or a fee collection 
service, in relation to a content service.

134. Section @474.39 is intended to exclude from liability content service providers who 
do not have control of the content available on content service. As these providers do 
not control the content available on their services, the objective of the Bill would not 
be served by holding them liable in the same way as a content provider who has direct 
control of the content on the service.

Section @474.40—Service of copies of notices by electronic means
135. New section @474.40 would provide that paragraphs 9(1)(d) and (2)(d) of the 

Electronic Transactions Act 1999 do not apply to a copy of a notice issued under new 
subsections @474.35(1) or @474.36(1).

136. Paragraphs 9(1)(d) and (2)d) of the Electronic Transactions Act 1999 provide that 
where the Commonwealth is permitted or required to give information to a person in 
writing, and the Commonwealth seeks to provide that information electronically, the 
person to whom the information is being must consent to the information being given 
electronically.

137. The intention of these provisions not applying to a notice issued under new 
subsections @474.35(1) or @474.36(1), is to allow a content service provider to 
remove, or the hosting service to cease hosting, the abhorrent violent material as
quickly as possible. 

138. Noting the widespread use of electronic communications, most content and hosting 
service providers will prefer communications to be provided in electronic form. 
Electronic notices would also be of higher utility as they could include (for example) 
hyperlinks to the relevant material.  
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Section @474.41—Giving a copy of a notice to a contact person etc. 

139. Section @474.41 sets out the circumstances in which a copy of a notice issued by the 
eSafety Commissioner under subsections 474.35(1) or 474.36(1) is taken to have 
been given to a social media service or a body corporate incorporate outside 
Australia. This section should be read in addition to section 28A of the Acts 
Interpretation Act 1901 which provides for the service of documents. 

Contact Person 
140. Subsection @474.41(1) sets out the circumstances in which a copy of a notice 

required to be issued under @474.35(1) is taken to have been given to a content 
service provider that is a social media service. 

141. Where an employee or agent of the social media service has been designated as a 
contact person as required by paragraph 21(1)(c) of the  Enhancing Online Safety Act 
2015, and the contact details of the contact person have been notified to the eSafety 
Commissioner (a requirement of paragraph 21(1)(d) of the Enhancing Online Safety 
Act 2015), the copy of the notice is taken to have been given to the provider of a 
content service that is a social media service if it is given to the contact person. 

142. This provision is intended to provide certainty as to notification through utilisation of 
an existing communication channel between the eSafety Commissioner and a social 
media service required under section 21 of the Enhancing Online Safety Act 1901. 

Agent  
143. Subsection @474.41(2) sets out the circumstances in which a copy of a notice 

required to be issued under @474.35(1) or @474.36(1) is taken to have been given to 
a body corporate incorporated outside Australia.  

144. Where a body corporate does not have a registered office or a principal office in 
Australia and the body corporate has an agent in Australia, a copy of the notice is 
taken to have been given to the body corporate if it is given to the agent. 

145. This provision is intended to provide certainty as to notification where a notice is 
provided to an Australia-based agent of a body corporate incorporated outside 
Australia

Section @474.42—Attorney-General’s consent required for prosecution if alleged conduct 
occurs wholly in a foreign country in certain circumstances 

146. Section 16.1 of the Criminal Code provides for when the Attorney-General’s consent 
is required for a prosecution if the alleged conduct occurs wholly in a foreign country. 
However, under paragraph 16.1(1)(a) of the Criminal Code section 16.1 only applies 
where section 14.1, 15.1, 15.2, 15.3 or 15.4 of the Criminal Code applies to the 
offence.

147. Due to the combined effect of items 3 and 4 of Schedule 1 to the Bill, sections 14.1, 
15.1, 15.2, 15.3 or 15.4 of the Criminal Code would not apply to the offences found 
in new Subdivision H of Part 10.6.  

148. New section @474.42 would recreate the requirements for the Attorney-General’s 
consent to prosecute offences under new Subdivision H where the alleged conduct 
occurs wholly in a foreign country.  
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Section @474.43—Compensation for acquisition of property 

149. Under section 51(xxxi) of the Constitution, the Commonwealth has the power to 
acquire property on just terms from any State or person for any purpose in respect of 
which the Parliament has power to make laws. New subsection @474.43(1) makes 
clear that, if the provisions of the Bill were to effect an acquisition of property from a 
person otherwise than on just terms, the Commonwealth would be liable to pay a 
reasonable amount of compensation to that person.

150. New subsection @474.43(2) would provide the mechanism by which a person can 
dispute the amount of compensation if agreement cannot be reached with the 
Commonwealth. In that case a person may institute proceedings in either the Federal 
Court of Australia (paragraph @474.43(2)(a)) or the Supreme Court of a State or 
Territory (paragraph @474.43(2)(b)). Given these cases are likely to be rare and 
involve the interpretation of constitutional principles, it is appropriate that they be 
limited to superior courts of record.  

Section @474.44—This Subdivision does not limit Schedule 5 or 7 to the Broadcasting 
Services Act 1992
151. Schedule 5 to the Broadcasting Services Act 1992 sets up a system for regulating 

certain aspects of the internet industry. It requires the eSafety Commissioner to notify 
an Australian police force (including the AFP) and internet service providers where 
the eSafety Commissioner is satisfied that prohibited or potential prohibited content 
hosted outside Australia is of a sufficiently serious nature to warrant referral to law 
enforcement. This notification system allows internet service providers to deal with 
the content in accordance with procedures specified in an industry code or standard. 
‘Prohibited content’ is a defined term under Schedule 7.  

152. Schedule 7 to the Broadcasting Services Act 1992 sets up a regime for complaints to 
and investigations by the eSafety Commissioner in relation to prohibited or potential 
prohibited content. The eSafety Commissioner may take action to deal with 
prohibited or potential prohibited content. In the case of a hosting service, the eSafety 
Commissioner may issue a take-down notice. In the case of live content service, the 
eSafety Commissioner may issue a service-cessation notice. In the case of a links 
service, the eSafety Commissioner may issue of link-deletion notice.

153. Section @474.44 ensures that the operation of Schedules 5 and 7 to the Broadcasting 
Services Act 1992 will not be limited by the concurrent operation of new 
Subdivision H.  It is intended that the new offences and notice issuing provisions will 
complement the existing notification system for internet service providers. Even 
though internet service providers will not be captured by the offences under new 
@474.34 or the notice issuing provisions under new sections @474.35 and @474.36, 
the eSafety Commissioner will continue to be required to notify internet service 
providers where there is content of a sufficiently serious nature to warrant referral to 
law enforcement under Schedule 5 of the Broadcasting Services Act 1992.

Section @474.45—Review of this Subdivision 

154. New section @474.45 would provide that at the end of the two year period beginning 
at the commencement of this section, the Minister must cause to be conducted a 
review of the operation of new Subdivision H. A report of this review must be given 
to the Minister within 12 months, and tabled in Parliament within 15 sitting days of 
the Minister receiving it.
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Items 2, 3 and 4—Section 475.2 of the Criminal Code, Section 475.2 of the Criminal 
Code, At the end of section 475.2 of the Criminal Code 

155. Section 475.2 provides that each offence in Part 10.6 is subject to extended 
geographical jurisdiction—Category A.

156. Item 2 would amend section 475.2 to turn existing section 475.2 into subsection 1 of 
the amended 475.2. This amendment is a consequence of the insertion of new 
subsection (2) by item 4 of Schedule 1 to the Bill.

157. Item 3 would amend section 475.2 to exempt the offences in new Subdivision H of 
Division 474 from the general application of section 475.2.  

158. Item 4 would insert a new subsection 475.2(2) that would provide that section 14.1 
(standard geographical jurisdiction) does not apply to an offence against 
Subdivision H of Division 474 (that is, the offences introduced by the Bill). 

159. As a result of items 3 and 4 of Schedule 1 to the Bill, the offences in subsections 
@474.33(1), @474.34(1) and @474.34(5) are not subject to the standard 
geographical jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 
of the Criminal Code, the latter being the geographical jurisdiction that applies to the 
other subdivisions in Part 10.6.  As such, these offences contain jurisdictional limits
through the requirement that there must be reasonable grounds to believe the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia (in the case of subsection @474.33) or that the 
material is reasonably capable of being accessed in Australia (in the case of 
subsections @474.34(1) and (5)).  

160. Building jurisdictional limits into offences rather than relying on the Criminal Code 
general or extended geographic jurisdictions is an approach supported by the Guide6

in circumstances where, as in these cases, the offences are designed to cover a limited 
kind of conduct.  

6 See page 36 of the guide.
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Schedule 2—Obligations of internet service providers and internet content hosts

Criminal Code Act 1995 

Item 1—Section 474.25 of the Criminal Code (penalty)

161. Under section 474.25 of the Criminal Code it is an offence if a person who is an 
internet service provider or internet content host is aware that their service can be 
used to access material that they believe on reasonable grounds to be child 
pornography or child abuse material and fails within a reasonable time after becoming 
aware of the existence of the material to refer details of the material to the AFP. A
maximum penalty of 100 penalty units currently attaches to this offence. If the person 
is a body corporate, a maximum penalty of 500 penalty units can be imposed pursuant 
to the corporate multiplier rule under section 4B of the Crimes Act 1914. 

162. Item 1 of Schedule 2 would amend section 474.25 to increase the maximum penalty 
from 100 penalty units to 800 penalty units. For a body corporate found guilty of the 
offence under section 474.25, this would increase the maximum penalty that could be 
imposed from 500 penalty units to 4000 penalty units.   

163. According to the Guide7, a maximum penalty should aim to provide an effective 
deterrent to the commission of the offence, and should reflect the seriousness of the 
offence within the relevant legislative scheme. The current maximum penalty of 100 
penalty units attaching to the offence under section 474.25 does not adequately reflect 
the serious consequences for victims, their families and the community particularly 
where there is underlying conduct of sexual abuse. Furthermore, as a result of the 
failure to refer child pornography or child abuse material to police there is harm 
caused by continued public access to and online dissemination and proliferation of 
such material. A higher maximum penalty is also justified because there may be 
strong incentives for persons, particularly large corporations, to fail to take action in 
respect of child pornography and child abuse material and commit these offences. As 
such it is appropriate that the maximum penalty attaching to an offence against 
section 474.25 is raised to 800 penalty units.  

164. An increase in the maximum penalty that can be imposed for an offence under section 
474.25 from 100 penalty units to 800 penalty units is consistent with the maximum 
penalty of 800 penalty units that can be imposed for the offences under new sections 
@474.33, @474.34 and @474.35 in respect of failure to refer abhorrent violent 
material to the Australian Federal Police. It is appropriate that the maximum penalties 
are consistent across sections 474.25, @474.33 and @474.34 given that child 
pornography material, child abuse material and abhorrent violent material are all 
material of a similarly serious nature and which all have a nexus to criminal or 
potentially criminal conduct that should be brought to the attention of the Australian 
Federal Police.  

165. An increase in the maximum penalty from 100 to 800 penalty units under section 
474.25 would enliven section 11.5 of the Criminal Code in respect of the offence of 
conspiracy to commit an offence under section 474.25. This means that a person who 
conspired with another person to commit the offence under section 474.25 could be 
punished as if the offence under 474.25 had been committed.   

7 See page 38 of the Guide. 
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Criminal Code Amendment (Sharing of Abhorrent Violent 
Material) Bill 2019

The Hon Christian Porter MP, Attorney-General
Other Chamber: Senator the Hon Michaelia Cash, Minister for Jobs and Innovation

OVERVIEW
The Bill will introduce new offences in the Criminal Code to ensure that internet, hosting or content 
services are proactively referring abhorrent violent material to law enforcement, and that hosting and 
content services are expeditiously removing from their platforms abhorrent violent material that is 
capable of being accessed within Australia. 

BACKGROUND
The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for live streaming and 
other video sharing platforms to be abused by extremist perpetrators to amplify their messages in the 
immediate aftermath of these incidents. In that case, the perpetrator streamed the attack in real-time, 
with the video being widely re-shared across a number of social media platforms. The Bill will create 
new offences to ensure that online platforms cannot be exploited and weaponised by perpetrators of 
violence.  

Firstly, the Bill will impose an obligation on internet service providers, hosting service providers and 
content service providers to refer the details of abhorrent violent material that records or streams 
conduct that has occurred, or is occurring, in Australia to the Australian Federal Police (AFP) within a 
reasonable time of becoming aware of the existence of the material. Failure to comply with this 
obligation can carry a maximum penalty of up to 800 penalty units ($168,000 for an individual or
$840,000 for a company). 

Secondly, the Bill will impose an obligation on hosting service providers and content services 
providers to expeditiously remove from, or cease hosting on, their services abhorrent violent material 
that is capable of being accessed within Australia. Where an individual fails to comply with this 
obligation, they may be subject to imprisonment of up to three years, or a fine of not more than 
10,000 units ($2.1 million), or both. Where a company fails to comply with this obligation, the 
offence will be punishable by a fine of the greater of 50,000 penalty units ($10.5 million), or 10% of 
the annual turnover of the company. Annual turnover includes turnover anywhere in the world. 

‘Abhorrent violent material’ is audio, visual, or audio-visual material that is recorded or streamed by 
the perpetrator(s) or their accomplices. Furthermore, it must be material that reasonable persons 
would regard as being offensive, and is recorded or streamed in the course of:

engaging in a terrorist act (involving serious physical harm or death, and otherwise within the
meaning of section 100.1 of the Criminal Code), or
murder of another person, or
attempted murder of another person, or
torture of another person, or
rape of another person, or
kidnapping, involving violence, of another person.

The Bill will provide a new power to the eSafety Commissioner to issue a written notice to a provider 
of a content service or hosting service notifying them that abhorrent violent material can be accessed 
or is hosted on their content service. The effect of this notice, in relation to the offence for failure to 
remove or cease hosting, is to: 

put the provider on notice that their service is being used to access abhorrent violent material
put the provider on notice that certain material that can be accessed on their service is
abhorrent violent material
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create a presumption for the purpose of any future prosecution that the provider was reckless
as to whether the abhorrent content violent material could be accessed from the provider’s 
service, and
create a presumption for the purpose of any future prosecution that the provider was reckless
as to whether material that could be accessed on their service was abhorrent violent material.

The Bill will provide that a review of these offences be conducted two years after commencement. 
The report of the review will be tabled in Parliament. 

CONSULTATION
STAKEHOLDERS 
In developing the Bill, consultation has been undertaken with the Department of Home Affairs, the 
Department of Communications, the AFP, the Australian Security Intelligence Organisation, and the 
Commonwealth Director of Public Prosecutions. 

Key internet industry stakeholders have not been consulted on the terms of the Bill, although the key 
provisions have been subject to widespread media coverage in recent days.

FINANCIAL IMPACT
The Bill is unlikely to have a significant impact on consolidated revenue. 

ELECTION COMMITMENT
Nil

TIME CRITICAL 
Ensuring that service providers are proactively notifying the AFP of abhorrent violent material on 
their platforms, and removing such material expeditiously, is a priority for the Government. 
Accordingly, the Bill must be passed during the 2019 Autumn sitting period, with obligations on 
relevant service providers commencing as soon as possible. 
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Portfolio 

Overview 

Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 

Attorney-General's Portfolio 

Attorney-General, the Hon Christian Porter MP 

The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for live 
streaming and other video sharing platforms to be abused by extremist perpetrators to 
amplify their messages in the immediate aftermath of these incidents. In that case, the 
perpetrator streamed the attack in real-time, with the video being widely re-shared 
across a number of social media platforms. 

The Bill will introduce new offences in the Criminal Code to ensure that internet, 
hosting or content services are proactively referring abhorrent violent material to law 

enforcement, and that hosting and content services are expeditiously removing from 
their platforms abhorrent vio lent material that is capable of being accessed w ithin 
Australia. 'Abhorrent violent material' is audio, visual, or audio-visua l material that is 

recorded or streamed by the perpetrator(s) or their accomplices. Furthermore, it must 
be material that reasonable persons wou ld regard as being offensive, and is recorded 
or streamed in the course of engaging in a terrorist act (within the meaning of 
section 100.1 of the Criminal Code), murder or attempted murder of another person, 
torture of another person, rape, or kidnapping involving violence to another person. 

The failure by internet service providers, hosting service providers and content service 
providers to refer the details of abhorrent violent material to the AFP w ithin a 

reasonable t ime carries a maximum penalty of up to 800 penalty units ($168,000 for an 
individual, or $840,000 for a company). The failure by hosting service providers and 
content services providers to expeditiously remove abhorrent violent material from 
their services can carry different penalties depending on whether it is an ind ividual or a 
company that fai ls to meet their obligation. In the case of an individua l, they may be· 
subject to imprisonment of up to three years, or a fine of not more than 10,000 
penalty units ($2.1 million), or both. Where a company fails to comply with this 
obligation, the offence will be punishable by a fine of the greater of 50,000 penalty 
units ($10.5 million), or 10% of the annual turnover of the company. 

The Bill will provide a new power to the eSafety Commissioner to issue a written notice 

to a provider of a content service or hosting service notifying them that abhorrent 

violent material can be accessed or is hosted on their content service. The effect of this 

notice, in relation to the offence for failure to remove or cease hosting, is to: 

• put the provider on notice that their service is being used to access abhorrent 
violent material 

• put the provider on notice that certain materia l that can be accessed on their 
service is abhorrent violent material 

• create a presumption for the purpose of any future prosecution that the provider 
was reckless as to whether the abhorrent content material could be accessed 

from the provider' s service, and 

• create a presumption for the purpose of any future prosecution that the provider 
was reckless as to whether material that could be accessed on their service was 
abhorrent violent material. 

The Bill will provide that a review of these offences be conducted two years after 
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Expected 
Outcome 

Background 

Issues 

Parliamentary 
Strategy 

Financial 

Impact 

Timing 

commencement. The report of the review w ill be tabled in Parliament. 

The Bill will ensure that online service providers proactively take effective measures to 

inform the AFP within a reasonable t ime of the existence of abhorrent vio lent material 

on their platforms, and that they remove such material expeditiously from their 

platforms. Th is will ensure that online platforms cannot be exploited and weaponised 

by perpetrators of violence. 

The Bill addresses significant gaps in Australia's criminal laws to ensure that online 

platforms are under clear obligations to report and remove abhorrent violent material 

from their services so as to prevent perpetrators using on line platforms to disseminate 

images and recording of their violent acts and propaganda. In developing the Bill, 

consultation has been undertaken with the Department of Home Affairs, the 

Department of Communications, the AFP, the Austra lian Security Intelligence 

Organisation, and the Commonwealth Director of Public Prosecutions. 

Political factors/ sensitivit ies. [Minister's Office to complete] 

What is your strategy for securing passage of the Bill? [Minister' s Office to complete, 
with all questions to be answeredJ 

Will Labor support the Bill? 

Will the Greens support the Bill? 

Which crossbench Senators will support the Bill? 

Have you discussed the underlying policy issues the Bill seeks to address with the 

crossbench? 

The Bill is unlikely to have a significant impact on consolidated revenue. 

Ensuring that service providers are proactively notifying the AFP of abhorrent violent 

material on their platforms, and removing such material expeditiously, is a priority for 
the Government. Accord ingly, the Bill must be passed during the 2019 Autumn sitting 
period, with obligations on relevant service providers commencing as soon as possib le. 

This page is for PMO use only. 

Attorney-General's Department documents released under FOi 20/083 



 

Criminal Code Amendment (Sharing of Abhorrent Violent 
Material) Bill 2019

The Hon Christian Porter MP, Attorney-General
Other Chamber: Senator the Hon Michaelia Cash, Minister for Jobs and Innovation

OVERVIEW
The Bill will introduce new offences in the Criminal Code to ensure that internet, hosting or content 
services are proactively referring abhorrent violent material to law enforcement, and that hosting and 
content services are expeditiously removing from their platforms abhorrent violent material that is 
capable of being accessed within Australia. 

BACKGROUND
The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for live streaming and 
other video sharing platforms to be abused by extremist perpetrators to amplify their messages in the 
immediate aftermath of these incidents. In that case, the perpetrator streamed the attack in real-time, 
with the video being widely re-shared across a number of social media platforms. The Bill will create 
new offences to ensure that online platforms cannot be exploited and weaponised by perpetrators of 
violence.  

Firstly, the Bill will impose an obligation on internet service providers, hosting service providers and 
content service providers to refer the details of abhorrent violent material that records or streams 
conduct that has occurred, or is occurring, in Australia to the Australian Federal Police (AFP) within a 
reasonable time of becoming aware of the existence of the material. Failure to comply with this 
obligation can carry a maximum penalty of up to 800 penalty units ($168,000 for an individual or 
$840,000 for a company).

Secondly, the Bill will impose an obligation on hosting service providers and content services 
providers to expeditiously remove from, or cease hosting on, their services abhorrent violent material 
that is capable of being accessed within Australia. Where an individual fails to comply with this 
obligation, they may be subject to imprisonment of up to three years, or a fine of not more than 
10,000 units ($2.1 million), or both. Where a company fails to comply with this obligation, the 
offence will be punishable by a fine of the greater of 50,000 penalty units ($10.5 million), or 10% of 
the annual turnover of the company. Annual turnover includes turnover anywhere in the world.  

‘Abhorrent violent material’ is audio, visual, or audio-visual material that is recorded or streamed by 
the perpetrator(s) or their accomplices. Furthermore, it must be material that reasonable persons 
would regard as being offensive, and is recorded or streamed in the course of: 

engaging in a terrorist act (within the meaning of section 100.1 of the Criminal Code), or
murder of another person, or 
attempted murder of another person, or 
torture of another person, or
rape of another person, or  
kidnapping, involving violence, of another person. 

The Bill will provide a new power to the eSafety Commissioner to issue a written notice to a provider 
of a content service or hosting service notifying them that abhorrent violent material can be accessed 
or is hosted on their content service. The effect of this notice, in relation to the offence for failure to 
remove or cease hosting, is to:  

put the provider on notice that their service is being used to access abhorrent violent material 
put the provider on notice that certain material that can be accessed on their service is 
abhorrent violent material 
create a presumption for the purpose of any future prosecution that the provider was reckless 
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as to whether the abhorrent content material could be accessed from the provider’s service, 
and 
create a presumption for the purpose of any future prosecution that the provider was reckless
as to whether material that could be accessed on their service was abhorrent violent material.

The Bill will provide that a review of these offences be conducted two years after commencement. 
The report of the review will be tabled in Parliament.  

CONSULTATION
STAKEHOLDERS
In developing the Bill, consultation has been undertaken with the Department of Home Affairs, the 
Department of Communications, the AFP, the Australian Security Intelligence Organisation, and the 
Commonwealth Director of Public Prosecutions.  

Key internet industry stakeholders have not been consulted on the terms of the Bill, although the key 
provisions have been subject to widespread media coverage in recent days.

FINANCIAL IMPACT
The Bill is unlikely to have a significant impact on consolidated revenue. 

ELECTION COMMITMENT
Nil

TIME CRITICAL 
Ensuring that service providers are proactively notifying the AFP of abhorrent violent material on 
their platforms, and removing such material expeditiously, is a priority for the Government. 
Accordingly, the Bill must be passed during the 2019 Autumn sitting period, with obligations on 
relevant service providers commencing as soon as possible.   
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SECOND READING SPEECH

CRIMINAL CODE AMENDMENT (SHARING OF 

ABHORRENT VIOLENT MATERIAL) BILL 2019

I start this speech by paying tribute to all those who have suffered as a 

result of the Christchurch terrorist attack on Friday, 15 March 2019. The 

victims, their families and their loved ones; the Muslim communities in 

New Zealand, Australia and around the world; and New Zealanders who 

have been shocked and saddened by this vile act. Know that Australia 

stands with you. 

The horror of this attack was brought to us in real time. The platforms we 

use to connect with the world were turned against us to amplify the 

shooter’s message of hate and intolerance. This footage was broadcast 

for 17 minutes without interruption, and it was another 12 minutes before 

the first user report on the original video was received. 

Simply put, this is unacceptable. The Australian Government expects 

internet platforms to take responsibility for preventing the spread of 

abhorrent violent material online. The internet is not an ungoverned 

space. Together, we must act to ensure that perpetrators and their 
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accomplices cannot leverage online platforms for the purposes of 

spreading their violent and extreme propaganda – these platforms 

should not be weaponised for evil. 

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) 

Bill 2019 represents an important step in this process. It will ensure that 

hosting and content services are expeditiously removing abhorrent 

violent material, and notifying Australian Federal Police when it appears 

on their platforms. 

Internet platforms must take the risks posed by the spread of abhorrent 

violent material online seriously. The new offences will therefore be 

accompanied by criminal penalties.

Removal of abhorrent violent material

It is clear that live streaming and other video platforms can and will 

continue to be abused to spread messages of hate and terror. This 

cannot be allowed to continue.

The Bill will address this risk by requiring the providers of online content 

and hosting services whose services can be used to access abhorrent 
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violent material to ensure the expeditious removal of that material. This 

will apply when the material is reasonably capable of being accessed 

within Australia, regardless of whether the content or hosting service is 

providing from within or outside of Australia.

It is important to ensure that this offence is limited to the worst types of 

material that can be shared online. Platforms will only be required to 

ensure the expeditious removal of audio, visual or audio-visual material 

that is recorded by the perpetrator or an accomplice, and that depicts 

specified abhorrent violent conduct. This is defined to mean acts of 

terrorism, murder, attempted murder, torture, rape or kidnapping. 

The Bill does include defences to the offence in certain circumstances – 

including for law enforcement purposes, where the material relates to a 

news or current affairs report that is in the public interest; for court and 

tribunal proceedings, where the accessibility of the material is for lawful 

advocacy purposes; and where the accessibility of the material relates to 

research or artistic works created in good faith. 

These offences will attract criminal penalties of up to $2.1 million, 

3 years imprisonment or both for individuals. Bodies corporate will face 
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penalties of up to $10.5 million, or 10 per cent of the annual turnover of

the body corporate.

Make no mistake, these severe penalties are warranted. Internet 

platforms provide immense value to the Australian community, but

events have shown that they can also be used for great harm. These 

penalties will send a clear message that the Australian Government 

expects the providers of online content and hosting services to take 

responsibility for the use of their platforms to share abhorrent violent 

material. 

e-Safety Commissioner’s new notice power

This new offence will be supported by a new power by the e-Safety 

Commissioner to issue a notice advising that a content or hosting 

service is being used to host abhorrent violent material. 

This will put the service on notice that it is being used to disseminate this 

material. Once a notice has been given, that service will have no excuse 

for failing to comply with its obligation to remove that material as 

expeditiously as possible.
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As such, the effect of the notice will be to create presumptions that the 

operator of the service was both reckless as to whether the abhorrent 

violent material could be accessed on their service, and that the material 

in question was abhorrent violent material. Both of these presumptions 

can be rebutted if the operator of the service is able to produce evidence 

to the contrary.

Referral to the Australian Federal Police

Finally, it is critical that law enforcement agencies are able to promptly 

investigate conduct depicted in abhorrent violent material that is being 

shared online. 

The Bill therefore introduces a new offence applying to the providers of 

internet, hosting or content services who fail to refer details of abhorrent 

violent material that records or streams conduct that has occurred, or is 

occurring, in Australia to the Australian Federal Police (AFP). This 

referral must take place within a reasonable time after the provider has 

become aware of the existence of the material.

The providers of internet, hosting and content services are uniquely

placed to bring this material to the attention of law enforcement 
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authorities. Prompt referrals will assist the AFP not only to investigate 

past incidents, but to also track events that are unfolding in real time and 

minimise the harm generated from ongoing access to this material. 

In practice, it is likely that providers will become aware of a vast array of 

abhorrent violent material that is already in the public domain. It would 

serve no practical purpose to refer such material to the AFP and would 

create a significant administrative burden on all parties. It is therefore a 

defence to this obligation if the provider reasonably believes that the 

details of the material are already known to the AFP.

The referral of material involving serious violent criminal conduct is 

important.. Failure to comply will be a serious matter, and will attract 

penalties of up to $168,000 for an individual and $840,000 for a body 

corporate.

Conclusion

The events of Christchurch have shown us that internet platforms can be 

used to spread messages of hate and division.

This Bill forms an important part of the Australian Government’s 

response to these events. Internet platforms have the means to prevent 
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the spread of abhorrent violent material, and will face criminal sanction if 

they do not work to expeditiously remove this material. 

Separately, the Government has announced a taskforce that includes 

industry stakeholders to examine immediate and longer term actions 

with a focus on prevention, transparency and response times.
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Criminal Code Amendment (Sharing of Abhorrent Violent 

Material) Bill 2019 

SUMMING UP SPEECH 

I thank the Honourable Members for their contributions to the debate on 

the Criminal Code Amendment (Sharing of Abhorrent Violent Material) 

Bill 2019. 

This Bill urgently addresses significant gaps in Australia’s current laws, 

and will prevent malicious actors from weaponising online platforms to 

publicise their atrocities. 

The Bill will do three things: firstly, it will require the providers of online 

content and hosting services to expeditiously remove abhorrent violent 

material where it appears. Secondly, it will empower the eSafety 

Commissioner to issue notices advising that a content or hosting service 

is being used to host abhorrent violent material. Finally, it will require an

internet, content or hosting service to notify the Australian Federal Police 

when abhorrent violent material appears on their platforms that relates to 

conduct occurring in Australia. 
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The penalties for breaching these offences are severe. But they are 

necessary and appropriate to ensure that online platforms take the harm 

caused by abhorrent violent material as seriously as the Government 

does. 

[If required - reply to points raised in debate – or I thank the 

members of this House for the collegiate and constructive manner 

in which they have participated in this debate]. 

Conclusion

The internet provides many opportunities to connect us with each other, 

and to share stories and find common ground. But, as we have seen 

recently in Christchurch, there are those who wish to misuse it to spread 

hatred, fear and intolerance. 

It is essential that we, in this place, act quickly and decisively to ensure 

our criminal laws are appropriately adapted to the threats we face.  The 

Government will always act to keep Australians safe, and that includes 

keeping Australians safe online.
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General

What is the purpose of the Bill? Why are these measures necessary?1.

Internet platforms need to take seriously the potential for their 

services to be used for spreading violent propaganda. 

With great reach comes great responsibility—a responsibility we 

have recently seen platforms fail to meet.  

If they cannot regulate themselves, it falls to governments to set 

the boundaries. 

This Bill introduces a suite of measures that will hold platforms to 

account when their services become tools for spreading hate and

extremism. 
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What does the bill do?2.
 

The Bill creates two offences:

o An offence for internet service providers, hosting services 

and content services that fail to notify the Australian Federal 

Police within a reasonable time about material relating to 

abhorrent violent conduct occurring in Australia, and 

o An offence for content services and hosting services that fail 

to remove abhorrent violent material expeditiously. 

The Bill will also give the e-Safety Commissioner a new power to 

issue a notice stating that a content or hosting service is being 

used for abhorrent violent material.   

This will put the service on notice and mean there is no excuse for 

failing to remove the material expeditiously. 

o In any subsequent prosecution, the notice will create a 

presumption that a service provider was reckless about their 

service being used to access abhorrent violent material. 
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But Facebook and Youtube removed millions of copies, and did so 3.

quickly – isn’t that good enough? 

The Christchurch attack was broadcast for 17 minutes without 

interruption.  And a further 12 minutes before the first user report 

was received.  

This delay in removing the content is unacceptable.

Although platforms removed millions of copies, there are 

undoubtedly many copies still available elsewhere on the internet 

because platforms didn’t act quickly enough. 

These stray copies will continue to be used by extremists for their 

insidious purposes.

Under no circumstances can we accept this outcome as ‘good

enough’. 
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Who will the offences apply to?  4.

The offence for failing to remove abhorrent violent material will apply to:

o content services, and 

o hosting services

A ‘content service’ is defined in s 474.30 of the Bill to mean a social media 
service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online Safety Act 
2015. 

This is intended to capture services that enable online social 
interaction, such as Facebook and Twitter.

o A designated internet service is also defined in the Enhancing Online 
Safety Act 2015. 

This service is intended to capture other services that allow for 
content delivery, such as websites and peer to peer file sharing 
services. 

A hosting service is defined in the Enhancing Online Safety Act 2015 to 
capture services that provide hosting capabilities for content services. 

Content services and hosting services can be located anywhere in the 
world, and the offence will apply if material can be accessed in Australia. 

The offence for failing to notify the Australian Federal Police of abhorrent 
violent material will apply to:

o content services [see above]

o hosting services [see above], and

o internet service providers

Internet Service Providers refers to persons and companies that supply 
internet to Australians, such as Telstra, Optus and others.

These service providers would only need to notify the AFP if the abhorrent 
violent material relates to conduct in Australia. 
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Why are the offences limited to internet services rather than targeting 5.

the individuals creating and sharing these videos [as per NZ proposed 

hate speech laws]?  
 

[I am aware New Zealand is reported as developing laws 

targeting hate speech and discrimination.] 

The Criminal Code already has serious offences for those who 

urge violence against groups, and members of groups, 

distinguished by race, religion and other factors.  

The Code also already has offences for individuals who menace, 

harass and cause offence over the internet. 

The new offences are designed to strike at the heart of the spread 

of abhorrent violent material and of extremist ideology

o They don’t target end users, they target those that don’t do 

enough to stop their platforms from being used to deliver

one person’s violent and extreme material. 
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Are offences for removal and failure to notify inconsistent with one 6.
another? (How can police investigate something if it has been deleted?)

There is no conceptual inconsistency. 

The removal offences require content service providers to remove 

offending content, and hosting services to cease hosting offending 

content.  

They also require content services, hosting services and ISPs to 

report content to the Australian Federal Police. 

‘Removed’ is defined in the Bill as being “not accessible to any 

of the end users using the service”. 

Even where providers have ceased hosting or removed access to 

material, it is expected they would be able to continue to assist 

police with their inquiries.  

The Bill also provides a defence to the removal offence where 

keeping material on a content service or hosting service is 

necessary to assist law enforcement. 

Document 18 - Page 23 of 103

Attorney-General's Department documents released under FOI 20/083



9 
 
 

 

Do these offences only apply to companies or also to individuals?8.

The offences apply to persons supplying content services, hosting 

services and internet services.

‘Persons’ is a legal term, and includes both legal persons – such as 

companies – and natural persons. 

As a general matter, the Criminal Code applies to bodies corporate 

in the same way as it applies to individuals. 

The Code also includes provisions that attribute liability to

companies for the acts of their employees. 
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Why is the Government saying social media executives will face jail?9.

In some circumstances, company officers can face liability for 

offences committed by their company.  

The Code includes provisions which extend criminal responsibility 

to persons who are involved in crimes committed by others. 

These provisions hold a person liable where they, for example, aid 

or abet the commission of a crime by another person. 

The second person can also be a company. 

o In this way, company officers can be held liable as an 

accessory in the commission of an offence by the company. 
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Do these offences unduly interfere with the freedom of expression? 10.

No. 

The Government is mindful of not unnecessarily restricting free 

speech, but the right to free speech is not absolute. 

Criminalising the hosting of abhorrent violent material, which can 

be used to perpetuate violence and public unrest, is a justifiable 

and legitimate restriction. 

However, the Bill recognises there are legitimate purposes for 

which this material may be hosted, including: 

o for the purpose of reporting news in the public interest 

o in conducting scientific, medical academic or historical 

research, and

o for purposes related to artistic work, in good faith. 

In addition to these defences, the Bill will also include an express 

provision which clarifies it is not intended to limit the implied 

freedom of political communication. 
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Why should overseas social media companies be obliged to obey our 11.

criminal laws? Are we seeking to censor the internet?

Recent studies suggest:

o Australians aged over 14 spend on average six hours per 

week on Facebook [Roy Morgan – July 2018]

o Australian adults spend on average 24 hours per month on 

YouTube [Nielsen’s Digital Content Rating for November 

2018].

o On the whole, Australians spend 21.9 billion hours on the 

internet per year in one form or another [Roy Morgan – July 

2018]. 

Overseas content providers reach into our homes and onto our 

devices; they seek to influence what we watch and even what we 

buy.

Accordingly, it is entirely appropriate they play by our rules and 

community expectations.

Our criminal laws play an important role in setting the boundaries 

of what we consider acceptable within our community.  

This Bill will make it clear the failure of these platforms to be 

proactive and effective in reporting and removing abhorrent 

violent content is not acceptable.
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Can foreign companies be prosecuted in Australia?12.

Absolutely.  

Recent successful case examples of prosecuting foreign 

companies include Japanese based companies involved in cartel 

conduct in relation to shipping of motor vehicles to Australia, 

contrary to the Competition and Consumer Act. 

In one such prosecution, the company was convicted and fined 

$25 million in the Federal Court of Australia. 
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Why do you have a consent to prosecute provision?  13.

The Bill will include a provision that requires the 

Attorney-General’s consent to be sought before a prosecution 

commences in relation to conduct occurring wholly in a foreign 

country that is perpetrated by persons that are not Australian 

citizens or bodies corporate.

As the Bill is intended to have broad extraterritorial reach, such a 

provision is intended to guard against inappropriate prosecutions.  
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Abhorrent Violent Material
What is abhorrent violent material? 14.

Abhorrent violent material is an audio, visual or audio-visual 

recording or stream of abhorrent violent conduct produced by a 

perpetrator or their accomplices.

Abhorrent violent conduct is defined to mean:

o Terrorism

o Murder or attempted murder

o Torture

o Rape, and

o Kidnapping involving violence.

Abhorrent violent material includes a recording that has been 

altered. 

o This means covering a video with a watermark or changing 

a colour tone, as many did for the Christchurch video, will 

not affect its character as abhorrent violent material. 

Abhorrent violent material can relate to conduct anywhere in the 

world. 
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Why these categories?  15.

As the name suggests, these categories – terrorism, murder, rape, 

torture, violent kidnapping – represent some of the most 

abhorrent and violent conduct. 

These are also the visual images purveyors of hate and extremism 

use to enlist people to their cause and to sow public discord. 

Why is child pornography etc not included?16.

There is already an existing criminal framework for combatting 

child sexual abuse. 

This framework is effective – nevertheless the settings for this 

framework are regularly reviewed and updated, including through

two Bills currently before Parliament. 

This Bill sends a strong message to platforms that abhorrent 

violent material online must be removed and unreasonable delays 

in removing such content will not be tolerated. 

o The community is well aware that child abuse material and 

child pornography material is offensive and will not be 

tolerated. 
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Do providers have to report or remove historical ‘abhorrent violent 17.

material’? Are ie Nazi war videos in the firing line?

For reporting offences

Material will only be classed as abhorrent violent material if 

reasonable persons would regard it as being, in all the 

circumstances, offensive. 

This test is an objective test. 

However, a non-exhaustive list of factors to be taken into account 

in determining offensiveness is provided in section 473.4 of the 

Code.

These include:

o the standards of morality, decency and propriety generally

accepted by reasonable adults  

o the literary, artistic or educational merit (if any) of the 

material, and  

o the general character of the material (including whether it is 

of a medical, legal or scientific character). 

For removal offence – as above with:

There is also an express exemption for hosting or continuing to 

provide access to material where it is necessary for scientific, 

medical, academic or historical research. 
  

Document 18 - Page 32 of 103

Attorney-General's Department documents released under FOI 20/083



18 
 
 

 

Do the persons committing crimes in the videos need to be convicted 18.
before material can be classed as abhorrent violent material?

No. 

A prosecution would need to prove that the material contains 

abhorrent violent conduct by showing one or more of the relevant 

offences took, or are taking, place.

But it is not necessary for a person to first be convicted of one of 

these crimes before a video can be classed as abhorrent violent 

material.  
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Notification offences
Who do these offences apply to?19.

The offence for failing to notify the Australian Federal Police 
about abhorrent violent material will apply to:

o Internet service providers (in Australia)

o content services, and 

o hosting services.    

A ‘content service’ is defined in s 474.30 of the Bill to mean a 
social media service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online 
Safety Act 2015. 

This is intended to capture services that enable online 
social interaction, such as Facebook and Twitter.

o A designated internet service is also included in the 
Enhancing Online Safety Act 2015. 

This service is intended to capture other services that 
allow for content delivery, such as websites and peer 
to peer file sharing services.  

A hosting service is defined in the Enhancing Online Safety Act 
2015 to capture services that provide hosting capabilities for 
content services. 

Internet Service Providers refers to persons and companies that 
supply internet to Australians, such as Telstra, Optus and others.

Content services, hosting services and internet service providers 
would only need to notify the AFP if the abhorrent violent 
material relates to conduct in Australia. 
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What is a reasonable time? 20.

The offence requires ISPs, content service providers and hosting service 

providers to notify the AFP ‘within a reasonable time after becoming aware 

of the existence of material’.

It imports an objective standard, and would require the relevant court to 

take account the circumstances of each case.

It could depend on such factors as the nature of the material, how well 

publicised it is, and the nature of the service provided.
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Removal offence
Who does this offence apply to21.

 

The offence for failing to remove abhorrent violent material will 
apply to:

o content services, and 

o hosting services

A ‘content service’ is defined in s 474.30 of the Bill to mean a 
social media service or a designated internet service. 

o ‘Social media service’ is defined in the Enhancing Online 
Safety Act 2015. 

This is intended to capture services that enable online 
social interaction, such as Facebook and Twitter.

o A designated internet service is also included in the 
Enhancing Online Safety Act 2015. 

This service is intended to capture other services that 
allow for content delivery, such as websites and peer 
to peer file sharing services. 

A hosting service is defined in the Enhancing Online Safety Act 
2015 to capture services that provide hosting capabilities for 
content services. 

Content services and hosting services can be located anywhere in 
the world, and the offence will apply if material can be accessed 
in Australia. 
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What does ‘expeditiously’ mean? 22.

‘Expeditiously’ will take its natural meaning, namely “quick; 
characterised by promptness and efficiency” (Macquarie). 

This will also depend on the circumstances of each case.

For example, whether removal was expeditious could depend on 
the capabilities of the person, the nature and volume of the 
material, and the level of control a person can exercise over the 
services.  
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What is the difference between ‘reasonable time’ and ‘expeditiously’? 23.

The notification offences require a person to notify police “within 
a reasonable time after becoming aware of the existence of 
material” 

The removal offence applies the standard of recklessness to the 
accessibility of abhorrent violent material from the content or 
hosting service.

o As such, a person only needs to be aware of a substantial 
risk that abhorrent violent material can be accessed.

o Uses of “reasonable time” in statute rely on the 
identification of a point in time from which a reasonable 
time is measures. 

o The operation of expeditiously is intended to require a court 
to determine whether, in all the circumstances, material was 
removed promptly and efficiently.  
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What is the penalty for this offence?24.

The maximum penalty for a content service or hosting service 

provider that is an individual is 3 years, 10,000 penalty units or 

both. 

o At present, 10,000 penalty units equates to $2.1 million.

The maximum penalty for a body corporate is the greater of 

50,000 penalty units or 10 percent of global annual turnover in 

the preceding 12 months. 

o At present, 50,000 penalty units equates to $10.5 million. 
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Why is the penalty so high?25.

The maximum penalty needs to provide sufficient scope to punish 

and deter the most egregious instances of each offence.

These are serious offences that can have widespread impact on a 

community.  

Where platforms fail to expeditiously remove abhorrent violent 

content it is quickly reproduced and, as is the case with the 

Christchurch footage, becomes a part of the digital world forever. 

o This harm cannot be undone. 

Many of the platforms that these offences target are well 

resourced. 

o Maximum penalties need to be high to provide a court 

sufficient scope to that deter and punish even these

organisations.  

o The 10 percent of annual turnover mechanism will ensure 

even the largest of corporations—for whom even $10.5m 

may not be significant—are vigilant in the face of these 

offences.  

At the same time, the penalties stated are maximum penalties – a 

court will take account of the circumstances in each case in 

determining the appropriate penalty.  
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What is the justification for reversing the onus of proof in relation to 26.

the defences? 

The defendant has the evidentiary burden of proving any defence 

contained in subsection 474.39.

This is appropriate as the information necessary to make out most 

of the defences would be peculiarly within the knowledge of the 

defendant. 

o Even where it is not, it would be significantly more difficult 

and costly for the prosecution to disprove than for the 

defendant to establish the matter.  

The defendant bears an evidential burden in relation to the 

defences. 

o That is, they need to point to evidence that ‘suggests a 

reasonable possibility that the defence exists or does not 

exist’. 

o This is not an onerous burden. 
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Why is a 2 year review provision included? 27.

It is essential that the Government act quickly and decisively to 

ensure perpetrators are denied the opportunity to use these 

platforms to spread this horrific material worldwide. 

These laws need to be in place urgently to protect the Australian 

people.

These laws are appropriate, but they are also world-first – it is 

appropriate we review their operation after a period of time to 

ensure they are operating effectively.
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2016-2017-2018-2019

The Parliament of the
Commonwealth of Australia

HOUSE OF REPRESENTATIVES

Presented and read a first time

Criminal Code Amendment (Sharing of 
Abhorrent Violent Material) Bill 2019 

No.      , 2019 
(Attorney-General) 

A Bill for an Act to amend the Criminal Code Act 
1995, and for related purposes 
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OPC drafter to complete
1. Does this Bill need a message? (See H of R Practice, sixth ed, 

pp. 423-427, and OGC advice.) 
If yes:

List relevant clauses/items—
Prepare message advice (see Drafting Direction 4.9) 
Give a copy of the message advice to the Legislation area.

No

2. Does this Bill need a notice? (See H of R Standing Order 178
and Drafting Direction 3.2.) 
If no list relevant clauses/items—

Yes

3. Is there any constitutional reason why this Bill should not be 
introduced in the Senate?
(See Constitution sections 53 and 55 and Drafting Direction 3.2.)

No

1 

A Bill for an Act to amend the Criminal Code Act 2 

1995, and for related purposes 3 

The Parliament of Australia enacts:4 

1 Short title5 

  This Act is the Criminal Code Amendment (Sharing of Abhorrent 6 
Violent Material) Act 2019. 7 

2 Commencement8 

 (1) Each provision of this Act specified in column 1 of the table 9 
commences, or is taken to have commenced, in accordance with 10
column 2 of the table. Any other statement in column 2 has effect 11
according to its terms.12

13

Commencement information
Column 1 Column 2 Column 3
Provisions Commencement Date/Details
1. The whole of The day after this Act receives the Royal 
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Commencement information
Column 1 Column 2 Column 3
Provisions Commencement Date/Details
this Act Assent.

Note: This table relates only to the provisions of this Act as originally 1 
enacted. It will not be amended to deal with any later amendments of 2 
this Act. 3 

 (2) Any information in column 3 of the table is not part of this Act.4 
Information may be inserted in this column, or information in it 5 
may be edited, in any published version of this Act. 6 

3 Schedules7 

  Legislation that is specified in a Schedule to this Act is amended or 8 
repealed as set out in the applicable items in the Schedule 9 
concerned, and any other item in a Schedule to this Act has effect 10
according to its terms.11
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Schedule 1—Sharing of abhorrent violent 1 

material 2 
   3 

Criminal Code Act 19954 

1 At the end of Division 474 of the Criminal Code5 

Add: 6 

Subdivision H—Offences relating to use of carriage service for 7 

sharing of abhorrent violent material 8 

@474.30 Definitions9 

  In this Subdivision: 10

abhorrent violent conduct has the meaning given by section 11
@474.32. 12

abhorrent violent material has the meaning given by section 13
@474.31. 14

consent means free and voluntary agreement.15

content service means:16

(a) a social media service (within the meaning of the Enhancing 17
Online Safety Act 2015); or18

(b) a designated internet service (within the meaning of the 19
Enhancing Online Safety Act 2015). 20

hosting service has the same meaning as in the Enhancing Online 21
Safety Act 2015. For this purpose, disregard 22
subparagraphs 9C(a)(ii) and (b)(ii) of that Act. 23

@474.31 Abhorrent violent material24

 (1) For the purposes of this Subdivision, abhorrent violent material25
means material that:26

(a) is:27
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(i) audio material; or1 

(ii) visual material; or2 

(iii) audio-visual material;3 

that records or streams abhorrent violent conduct engaged in 4 
by one or more persons; and5 

(b) is material that reasonable persons would regard as being, in 6 
all the circumstances, offensive; and7 

(c) is produced by a person who is, or by 2 or more persons each 8 
of whom is: 9 

(i) a person who engaged in the abhorrent violent conduct; 10
or 11

(ii) a person who conspired to engage in the abhorrent 12
violent conduct; or13

(iii) a person who aided, abetted, counselled or procured, or 14
was in any way knowingly concerned in, the abhorrent 15
violent conduct; or16

(iv) a person who attempted to engage in the abhorrent 17
violent conduct. 18

 (2) For the purposes of this section, it is immaterial whether the 19
material has been altered. 20

 (3) For the purposes of this section, it is immaterial whether the 21
abhorrent violent conduct was engaged in within or outside 22
Australia. 23

@474.32 Abhorrent violent conduct24

 (1) For the purposes of this Subdivision, a person engages in 25
abhorrent violent conduct if the person:26

(a) engages in a terrorist act; or 27

(b) murders another person; or 28

(c) attempts to murder another person; or 29

(d) tortures another person; or 30

(e) rapes another person; or31

(f) kidnaps another person. 32
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Murder1 

 (2) For the purposes of this section, a person (the first person) murders 2 
another person if: 3 

(a) the first person’s conduct causes the death of the other4 
person; and5 

(b) the conduct 6 

Torture7 

 (3) For the purposes of this section, a person (the first person) tortures 8 
another person if: 9 

(a) the first person inflicts severe physical or mental pain or 10
suffering upon the other person; and11

(b) the other person is in the custody, or under the control, of the 12
first person; and13

(c) the pain or suffering does not arise only from, and is not 14
inherent in or incidental to, lawful sanctions that are not 15
inconsistent with the Articles of the International Covenant 16
on Civil and Political Rights (a copy of the English text of 17
which is set out in Schedule 2 to the Australian Human 18
Rights Commission Act 1986). 19

Rape 20

 (4) For the purposes of this section, a person (the first person) rapes21
another person if: 22

(a) the first person sexually penetrates the other person without 23
the consent of the other person; or24

(b) the first person causes the other person to sexually penetrate 25
the first person without the consent of the other person. 26

Kidnapping 27

 (5) For the purposes of this section, a person (the first person) kidnaps 28
another person if: 29

(a) the first person takes or detains the other person without the 30
other person’s consent; and31

(b) the first person takes or detains the other person in order to: 32
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(i) hold the other person to ransom or as a hostage; or1 

(ii) murder, torture or rape the other person or a third 2 
person; or3 

(iii) cause serious harm to the other person or a third person; 4 
and  5 

(c) the taking or detention of the other person involves violence6 
or a threat of violence. 7 

Interpretation 8 

 (6) In this section: 9 

sexually penetrate means:10

(a) penetrate (to any extent) the genitalia or anus of a person by 11
any part of the body of another person or by any object 12
manipulated by that other person; or 13

(b) penetrate (to any extent) the mouth of a person by the penis 14
of another person; or 15

(c) continue to sexually penetrate as defined in paragraph (a) or 16
(b). 17

terrorist act has the same meaning as in section 100.1. For this 18
purpose, disregard paragraph 100.1(2)(e).19

(7) For the purposes of this section, the genitalia or other parts of the 20
body of a person include surgically constructed genitalia or other 21
parts of the body of the person. 22

@474.33  Notification obligations of internet service providers,23

content service providers and hosting service providers24

 (1) A person commits an offence if:25

(a) the person: 26

(i) is an internet service provider; or 27

(ii) provides a content service; or28

(iii) provides a hosting service; and29

(b) the person is aware that the service provided by the person 30
can be used to access particular material that the person has 31
reasonable grounds to believe is abhorrent violent material 32
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that records or streams abhorrent violent conduct that has 1 
occurred, or is occurring, in Australia; and2 

(c) the person does not refer details of the material to the 3 
Australian Federal Police within a reasonable time after 4 
becoming aware of the existence of the material. 5 

Penalty: 800 penalty units. 6 

 (2) For the purposes of this section:7 

(a) it is immaterial whether the content service is provided 8 
within or outside Australia; and 9 

(b) it is immaterial whether the hosting service is provided 10
within or outside Australia. 11

(3) Subsection (1) does not apply if the person reasonably believes that 12
details of the material are already known to the Australian Federal 13
Police. 14

Note: A defendant bears an evidential burden in relation to the matters in 15
this subsection: see subsection 13.3(3). 16

@474.34  Removing, or ceasing to host, abhorrent violent material17

Content service18

 (1) A person commits an offence if:19

(a) the person provides a content service; and 20

(b) the content service can be used to access material; and21

(c) the material is abhorrent violent material; and22

(d) the person does not ensure the expeditious removal of the 23
material from the content service. 24

 (2) For the purposes of subsection (1), it is immaterial whether the 25
content service is provided within or outside Australia. 26

 (3) Subsection (1) does not apply to material unless the material is 27
reasonably capable of being accessed within Australia.28

 (4) The fault element for paragraphs (1)(b) and (c) is recklessness. 29
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Hosting service1 

 (5) A person commits an offence if:2 

(a) the person provides a hosting service; and3 

(b) material is hosted on the hosting service; and 4 

(c) the material is abhorrent violent material; and5 

(d) the person does not expeditiously cease hosting the material. 6 

 (6) For the purposes of subsection (5), it is immaterial whether the 7 
hosting service is provided within or outside Australia. 8 

 (7) Subsection (5) does not apply to material unless the material is 9 
reasonably capable of being accessed within Australia.10

 (8) The fault element for paragraphs (5)(b) and (c) is recklessness. 11

Penalty for individual12

 (9) An offence against subsection (1) or (5) committed by an 13
individual is punishable on conviction by imprisonment for a 14
period of not more than 3 years or a fine of not more than 10,000 15
penalty units, or both. 16

Penalty for body corporate 17

 (10) An offence against subsection (1) or (5) committed by a body 18
corporate is punishable on conviction by a fine of not more than 19
the greater of the following:20

(a) 50,000 penalty units; 21

(b) 10% of the annual turnover of the body corporate during the 22
period (the turnover period) of 12 months ending at the end 23
of the month in which the conduct constituting the offence 24
occurred. 25

 (11) For the purposes of this section, the annual turnover of a body 26
corporate, during the turnover period, is the sum of the values of all 27
the supplies that the body corporate, and any body corporate 28
related to the body corporate, have made, or are likely to make, 29
during that period, other than the following supplies:30
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(a) supplies made from any of those bodies corporate to any 1 
other of those bodies corporate; 2 

(b) supplies that are input taxed;3 

(c) supplies that are not for consideration (and are not taxable 4 
supplies under section 72-5 of the A New Tax System (Goods 5 
and Services Tax) Act 1999);6 

(d) supplies that are not made in connection with an enterprise 7 
that the body corporate carries on. 8 

 (12) For the purposes of subsection (11), it is immaterial whether the 9 
supplies were made, or are likely to be made, within or outside 10
Australia. 11

 (13) Expressions used in subsections (11) and (12) that are also used in 12
the A New Tax System (Goods and Services Tax) Act 1999 have the 13
same meaning in those subsections as they have in that Act. 14

 (14) The question whether 2 bodies corporate are related to each other 15
is to be determined for the purposes of this section in the same way 16
as for the purposes of the Corporations Act 2001. 17

When material is removed from a content service18

 (15) For the purposes of this section, material is removed from a content 19
service if the material is not accessible to any of the end-users 20
using the service. 21

@474.35  Notice issued by eSafety Commissioner in relation to a 22

content service—presumptions23

 (1) The eSafety Commissioner may issue a written notice stating that, 24
at the time the notice was issued: 25

(a) a specified content service could be used to access specified 26
material; and27

(b) the specified material was abhorrent violent material. 28

 (2) The eSafety Commissioner must not issue a notice under 29
subsection (1) unless the eSafety Commissioner is satisfied on 30
reasonable grounds that, at the time the notice was issued: 31
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(a) the specified content service could be used to access the 1 
specified material; and2 

(b) the specified material was abhorrent violent material. 3 

 (3) As soon as practicable after issuing a notice under subsection (1), 4 
the eSafety Commissioner must give a copy of the notice to the 5 
person who provides the content service concerned. 6 

 (4) The eSafety Commissioner is not required to observe any 7 
requirements of procedural fairness in relation to the issue of a 8 
notice under subsection (1). 9 

Presumptions10

 (5) If:11

(a) a notice under subsection (1) is issued in relation to a content 12
service provided by a person; and 13

(b) in a prosecution of the person for an offence against 14
subsection @474.34(1), it is proven that the content service 15
could be used to access the material specified in the notice at 16
the time the notice was issued; 17

then, in that prosecution, it must be presumed that the person was 18
reckless as to whether the content service could be used to access 19
the specified material at the time the notice was issued, unless the 20
person adduces or points to evidence that suggests a reasonable 21
possibility that the person was not reckless as to whether the 22
content service could be used to access the specified material at the 23
time the notice was issued. 24

 (6) If a notice under subsection (1) is issued in relation to a content 25
service provided by a person, then, in a prosecution of the person 26
for an offence against subsection @474.34(1), it must be presumed 27
that, at the time the notice was issued, the person was reckless as to 28
whether the material specified in the notice was abhorrent violent 29
material, unless the person adduces or points to evidence that 30
suggests a reasonable possibility that, at the time the notice was 31
issued, the person was not reckless as to whether the specified 32
material was abhorrent violent material. 33

Document 18 - Page 56 of 103

Attorney-General's Department documents released under FOI 20/083



Sensitive: Legal

Sensitive: Legal

Sharing of abhorrent violent material 12TSchedule 112T
  

No.      , 2019 Criminal Code Amendment (Sharing of Abhorrent Violent Material) 
Bill 2019

11

B19PN107.v49.docx 1/4/2019 4:44 PM

Other evidentiary matters1 

 (7) A document purporting to be a notice issued under subsection (1) 2 
must, unless the contrary is established, be taken to be such a 3 
notice and to have been properly issued. 4 

(8) The eSafety Commissioner may certify that a document is a copy 5 
of a notice issued under subsection (1). 6 

(9) Subsections (5), (6) and (7) apply to the certified copy as if it were 7 
the original. 8 

Application 9 

 (10) This section extends to matters and things outside Australia. 10

@474.36 Notice issued by eSafety Commissioner in relation to a11

hosting service—presumptions12

 (1) The eSafety Commissioner may issue a written notice stating that, 13
at the time the notice was issued: 14

(a) specified material was hosted on a specified hosting service;15
and 16

(b) the specified material was abhorrent violent material. 17

 (2) The eSafety Commissioner must not issue a notice under 18
subsection (1) unless the eSafety Commissioner is satisfied on 19
reasonable grounds that, at the time the notice was issued: 20

(a) the specified material was hosted on the specified hosting 21
service; and22

(b) the specified material was abhorrent violent material. 23

 (3) As soon as practicable after issuing a notice under subsection (1), 24
the eSafety Commissioner must give a copy of the notice to the 25
person who provides the hosting service concerned. 26

 (4) The eSafety Commissioner is not required to observe any 27
requirements of procedural fairness in relation to the issue of a 28
notice under subsection (1). 29
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Presumptions1 

 (5) If:2 

(a) a notice under subsection (1) is issued in relation to a hosting3 
service provided by a person; and 4 

(b) in a prosecution of the person for an offence against 5 
subsection @474.34(5), it is proven that the material 6 
specified in the notice was hosted on the hosting service at 7 
the time the notice was issued; 8 

then, in that prosecution, it must be presumed that the person was 9 
reckless as to whether the specified material was hosted on the 10
hosting service at the time the notice was issued, unless the person 11
adduces or points to evidence that suggests a reasonable possibility 12
that the person was not reckless as to whether specified material 13
was hosted on the hosting service at the time the notice was issued. 14

 (6) If a notice under subsection (1) is issued in relation to a hosting 15
service provided by a person, then, in a prosecution of the person16
for an offence against subsection @474.34(5), it must be presumed 17
that, at the time the notice was issued, the person was reckless as to 18
whether the material specified in the notice was abhorrent violent 19
material, unless the person adduces or points to evidence that 20
suggests a reasonable possibility that, at the time the notice was 21
issued, the person was not reckless as to whether the specified 22
material was abhorrent violent material. 23

Other evidentiary matters24

 (7) A document purporting to be a notice issued under subsection (1) 25
must, unless the contrary is established, be taken to be such a 26
notice and to have been properly issued. 27

(8) The eSafety Commissioner may certify that a document is a copy 28
of a notice issued under subsection (1). 29

(9) Subsections (5), (6) and (7) apply to the certified copy as if it were 30
the original. 31

Application 32

 (10) This section extends to matters and things outside Australia. 33
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@474.37 Defences in respect of abhorrent violent material1 

Content service2 

 (1) Subsection @474.34(1) does not apply to material that can be 3 
accessed using a service if:4 

(a) the accessibility of the material is necessary for enforcing a 5 
law of:6 

(i) the Commonwealth; or 7 

(ii) a State; or8 

(iii) a Territory; or9 

(iv) a foreign country; or 10

(v) a part of a foreign country; or 11

(b) the accessibility of the material is necessary for monitoring 12
compliance with, or investigating a contravention of, a law 13
of: 14

(i) the Commonwealth; or 15

(ii) a State; or16

(iii) a Territory; or17

(iv) a foreign country; or 18

(v) a part of a foreign country; or 19

(c) the accessibility of the material is for the purposes of 20
proceedings in a court or tribunal; or 21

(d) both: 22

(i) the accessibility of the material is necessary for, or of 23
assistance in, conducting scientific, medical, academic 24
or historical research; and25

(ii) the accessibility of the material is reasonable in the 26
circumstances for the purpose of conducting that 27
scientific, medical, academic or historical research; or28

(e) the material relates to a news report, or a current affairs 29
report, that:30

(i) is in the public interest; and31

(ii) is made by a person working in a professional capacity 32
as a journalist; or33

(f) both: 34
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(i) the accessibility of the material is in connection with the 1 
performance by a public official of the official’s duties; 2 
and 3 

(ii) the accessibility of the material is reasonable in the 4 
circumstances for the purpose of performing that duty;5 
or 6 

(g) both: 7 

(i) the accessibility of the material is in connection with an 8 
individual assisting a public official in relation to the 9 
performance of the public official’s duties; and10

(ii) the accessibility of the material is reasonable in the 11
circumstances for the purpose of the individual assisting 12
the public official in relation to the performance of the 13
public official’s duties; or 14

(h) the accessibility of the material is for the purpose of 15
advocating the lawful procurement of a change to any matter 16
established by law, policy or practice in: 17

(i) the Commonwealth; or 18

(ii) a State; or19

(iii) a Territory; or20

(iv) a foreign country; or 21

(v) a part of a foreign country; 22

 and the accessibility of the material is reasonable in the 23
circumstances for that purpose; or24

(i) the accessibility of the material relates to the development, 25
performance, exhibition or distribution, in good faith, of an 26
artistic work.27

Note: A defendant bears an evidential burden in relation to the matters in 28
this subsection (see subsection 13.3(3)). 29

Hosting service30

 (2) Subsection @474.34(5) does not apply to material that is hosted on 31
a hosting service if:32

(a) the hosting of the material is necessary for enforcing a law 33
of: 34

(i) the Commonwealth; or 35

Document 18 - Page 60 of 103

Attorney-General's Department documents released under FOI 20/083



Sensitive: Legal

Sensitive: Legal

Sharing of abhorrent violent material 12TSchedule 112T
  

No.      , 2019 Criminal Code Amendment (Sharing of Abhorrent Violent Material) 
Bill 2019

15

B19PN107.v49.docx 1/4/2019 4:44 PM

(ii) a State; or1 

(iii) a Territory; or2 

(iv) a foreign country; or 3 

(v) a part of a foreign country; or4 

(b) the hosting of the material is necessary for monitoring 5 
compliance with, or investigating a contravention of, a law 6 
of: 7 

(i) the Commonwealth; or 8 

(ii) a State; or9 

(iii) a Territory; or10

(iv) a foreign country; or 11

(v) a part of a foreign country; or12

(c) the hosting of the material is for the purposes of proceedings 13
in a court or tribunal; or 14

(d) both: 15

(i) the hosting of the material is necessary for, or of 16
assistance in, conducting scientific, medical, academic 17
or historical research; and18

(ii) the hosting of the material is reasonable in the 19
circumstances for the purpose of conducting that 20
scientific, medical, academic or historical research; or21

(e) the material relates to a news report, or a current affairs 22
report, that:23

(i) is in the public interest; and24

(ii) is made by a person working in a professional capacity 25
as a journalist; or26

(f) both: 27

(i) the hosting of the material is in connection with the 28
performance by a public official of the official’s duties; 29
and 30

(ii) the hosting of the material is reasonable in the 31
circumstances for the purpose of performing that duty; 32
or 33

(g) both: 34
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(i) the hosting of the material is in connection with an 1 
individual assisting a public official in relation to the 2 
performance of the public official’s duties; and3 

(ii) the hosting of the material is reasonable in the 4 
circumstances for the purpose of the individual assisting 5 
the public official in relation to the performance of the 6 
public official’s duties; or 7 

(h) the hosting of the material is for the purpose of advocating 8 
the lawful procurement of a change to any matter established 9 
by law, policy or practice in: 10

(i) the Commonwealth; or 11

(ii) a State; or12

(iii) a Territory; or13

(iv) a foreign country; or 14

(v) a part of a foreign country;15

and the hosting of the material is reasonable in the 16
circumstances for that purpose; or17

(i) the hosting of the material relates to the development, 18
performance, exhibition or distribution, in good faith, of an 19
artistic work.20

Note: A defendant bears an evidential burden in relation to the matters in 21
this subsection (see subsection 13.3(3)). 22

Application 23

 (3) This section extends to matters and things outside Australia. 24

@474.38 Implied freedom of political communication25

 (1) This Subdivision does not apply to the extent (if any) that it would 26
infringe any constitutional doctrine of implied freedom of political 27
communication. 28

 (2) Subsection (1) does not limit the application of section 15A of the 29
Acts Interpretation Act 1901 to this Act. 30
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@474.39  Provider of content service1 

 (1) For the purposes of this Subdivision, a person does not provide a 2 
content service merely because the person supplies a carriage 3 
service that enables material to be accessed. 4 

 (2) For the purposes of this Subdivision, a person does not provide a 5 
content service merely because the person provides a billing 6 
service, or a fee collection service, in relation to a content service. 7 

@474.40 Service of copies of notices by electronic means8 

  Paragraphs 9(1)(d) and (2)(d) of the Electronic Transactions Act 9 
1999 do not apply to a copy of a notice under subsection 10
@474.35(1) or @474.36(1) of this Act. 11

Note: Paragraphs 9(1)(d) and (2)(d) of the Electronic Transactions Act 199912
deal with the consent of the recipient of information to the information 13
being given by way of electronic communication. 14

@474.41  Giving a copy of a notice to a contact person etc. 15

Contact person 16

 (1) If:17

(a) a copy of a notice under subsection @474.35(1) is required to 18
be given to the provider of a content service that is a social 19
media service (within the meaning of the Enhancing Online 20
Safety Act 2015); and21

(b) there is an individual who is: 22

(i) an employee or agent of the provider; and 23

(ii) designated as the service’s contact person for the 24
purposes of that Act; and 25

(c) the contact details of the contact person have been notified to 26
the eSafety Commissioner;27

the copy of the notice is taken to have been given to the provider if 28
it is given to the contact person. 29

Agent 30

 (2) If:31
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(a) a copy of a notice under subsection @474.35(1) or 1 
@474.36(1) is required to be given to a body corporate 2 
incorporated outside Australia; and 3 

(b) the body corporate does not have a registered office or a 4 
principal office in Australia; and5 

(c) the body corporate has an agent in Australia; 6 

the copy of the notice is taken to have been given to the body 7 
corporate if it is given to the agent. 8 

Other matters9 

 (3) Subsections (1) and (2) have effect in addition to section 28A of 10
the Acts Interpretation Act 1901. 11

Note: Section 28A of the Acts Interpretation Act 1901 deals with the service 12
of documents. 13

@474.42 Attorney-General’s consent required for prosecution if 14

alleged conduct occurs wholly in a foreign country in 15

certain circumstances16

 (1) Proceedings for an offence against this Subdivision must not be 17
commenced without the Attorney-General’s written consent if:18

(a) the conduct constituting the alleged offence occurs wholly in 19
a foreign country; and 20

(b) at the time of the alleged offence, the person alleged to have 21
committed the offence is neither:22

(i) an Australian citizen; nor 23

(ii) a body corporate incorporated by or under a law of the 24
Commonwealth or of a State or Territory. 25

 (2) However, a person may be arrested for, charged with, or remanded 26
in custody or released on bail in connection with, an offence before 27
the necessary consent has been given.28

@474.43 Compensation for acquisition of property29

 (1) If the operation of this Subdivision would result in an acquisition 30
of property (within the meaning of paragraph 51(xxxi) of the 31
Constitution) from a person otherwise than on just terms (within 32
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the meaning of that paragraph), the Commonwealth is liable to pay 1 
a reasonable amount of compensation to the person. 2 

 (2) If the Commonwealth and the person do not agree on the amount 3 
of the compensation, the person may institute proceedings in: 4 

(a) the Federal Court of Australia; or5 

(b) the Supreme Court of a State or Territory; 6 

for the recovery from the Commonwealth of such reasonable 7 
amount of compensation as the court determines. 8 

@474.44 This Subdivision does not limit Schedule 5 or 7 to the 9 

Broadcasting Services Act 199210

  This Subdivision does not limit the operation of Schedule 5 or 7 to 11
the Broadcasting Services Act 1992. 12

@474.45 Review of this Subdivision13

 (1) After the end of the 2-year period beginning at the commencement 14
of this section, the Minister must cause to be conducted a review of 15
the operation of this Subdivision. 16

Report 17

 (2) A report of the review must be given to the Minister within 12 18
months after the end of the 2-year period mentioned in 19
subsection (1). 20

 (3) The Minister must cause copies of a report under subsection (2) to 21
be tabled in each House of the Parliament within 15 sitting days of 22
that House after the Minister receives the report. 23

2 Section 475.2 of the Criminal Code24

Before “Section 15.1”, insert “(1)”. 25

3  Section 475.2 of the Criminal Code26

After “Part”, insert “(other than Subdivision H of Division 474)”. 27
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4  At the end of section 475.2 of the Criminal Code1 

Add: 2 

 (2) Section 14.1 (standard geographical jurisdiction) does not apply to 3 
an offence against Subdivision H of Division 474. 4 
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Schedule 2—Obligations of internet service 1 

providers and internet content hosts2 
   3 

Criminal Code Act 19954 

1  Section 474.25 of the Criminal Code (penalty)5 

Omit “100 penalty units”, substitute “800 penalty units”. 6 
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THE PARLIAMENT OF THE COMMONWEALTH OF AUSTRALIA

HOUSE OF REPRESENTATIVES

CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

EXPLANATORY MEMORANDUM

(Circulated by authority of the Attorney-General,  

the Honourable Christian Porter MP)
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Abbreviations used in the Explanatory Memorandum

AFP The Australian Federal Police

The Bill Criminal Code Amendment Sharing of Abhorrent Violent 
Material) Bill 2019

Criminal Code Schedule to the Criminal Code Act 1995 

eSafety Commissioner The statutory position created by Part 7 of the Enhancing 
Online Safety Act 2015 

The Guide The Guide to framing Commonwealth offences, infringement 
notices and enforcement powers, September 2011 edition 
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

GENERAL OUTLINE

1. The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for 
live streaming and other video sharing platforms to be abused by extremist 
perpetrators to amplify their messages in the immediate aftermath of these incidents. 
In that case, the perpetrator streamed the attack in real-time. The video was then 
widely re-shared across a number of social media platforms. 

2. The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019 
(Bill) will address significant gaps in Australia’s current criminal laws by ensuring 
that persons who are internet service providers, or who provide content or hosting 
services, take timely action in relation to abhorrent violent material that can be 
accessed using their services. This will ensure that online platforms cannot be 
exploited and weaponised by perpetrators of violence. 

3. This Bill will make amendments to the Criminal Code Act 1995 to introduce new 
offences to ensure that internet, hosting or content services are proactively referring 
abhorrent violent material to law enforcement, and that hosting and content services 
are expeditiously removing abhorrent violent material that is capable of being 
accessed within Australia.

4. To achieve this, the Bill would place obligations on: 

internet service providers, hosting service providers and content service 
providers to refer the details of abhorrent violent material that records or 
streams abhorrent violent conduct that has occurred, or is occurring, in 
Australia to the Australian Federal Police within a reasonable time of 
becoming aware of the existence of the material, and

hosting service providers and content services providers to expeditiously 
remove from, or cease hosting on, their services abhorrent violent material 
that is reasonably capable of being accessed within Australia.  

5. Abhorrent violent material is audio, visual, or audio-visual material that is recorded or 
streamed by the perpetrator(s) or their accomplices. Furthermore, it must be material 
that reasonable persons would regard as being offensive, and is recorded or streamed 
in the course of: 

engaging in a terrorist act (within the meaning of section 100.1 of the Criminal 
Code), 

the murder of another person,  

the attempted murder of another person,  

the torture of another person,  

the rape of another person, or  

the kidnapping involving violence of another person. 
6. The Bill would provide a new power to the eSafety Commissioner to issue a written 

notice to a provider of a content service or hosting service notifying them that 
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abhorrent violent material can be accessed by or is hosted on their service. The effect 
of this notice, in relation to the offence for failure to remove or cease hosting, is to: 

put the provider on notice that their service is being used to accessspecified 
material 

put the provider on notice that the specified material that can be accessed on 
their service is abhorrent violent material

create a presumption for the purpose of any future prosecution that the
provider was reckless as to whether the specified material could be accessed 
from the provider’s service, and 

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material that could be
accessed on their service was abhorrent violent material. 

Financial Impact Statement

7. The Bill is unlikely to have a significant impact on consolidated revenue. 

Regulation Impact Statement

8. The Prime Minister has granted an exemption from the need to complete a Regulatory 
Impact Statement. 
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STATEMENT OF COMPATIBILITY WITH HUMAN RIGHTS

Prepared in accordance with Part 3 of the Human Rights (Parliamentary Scrutiny) Act 2011

1. This Bill is compatible with the human rights and freedoms recognised or declared in
the international instruments listed in section 3 of the Human Rights (Parliamentary 
Scrutiny) Act 2011. 

Overview of the Bill

2. The objective of the Bill is to address significant gaps in Australia’s current criminal 
laws by ensuring that persons who are internet service providers, or who provide 
content or hosting services, take timely action to remove or cease hosting abhorrent 
violent material when it can be accessed using their services.  

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 
1995 (Criminal Code) that will apply to persons that provide internet, hosting or 
content services who fail to refer details of abhorrent violent material that records or 
streams conduct that has occurred, or is occurring, in Australia to the AFP within a 
reasonable time after becoming aware of the existence of the material. The Bill will 
also introduce new offences that will apply to persons who provide content or hosting 
services who fail to remove from, or cease hosting, on their services abhorrent violent 
material that is capable of being accessed within Australia.

4. Under the Bill, the eSafety Commissioner will have the power to issue a notice to a 
content service provider or hosting service stating that at the time of the notice the 
abhorrent violent material could be accessed using, or was hosted, on the person’s 
service.

Human rights implications

5. This Bill engages the following rights: 

the right to procedural guarantees in article 14 of the International Covenant 
on Civil and Political Rights [1976] ATS 5 (ICCPR) 

the right to freedom from interference in privacy and correspondence in article 
17 of the ICCPR 

the right to freedom of expression in article 19(2) of the ICCPR,  

the right to freedom from propaganda, discrimination and hatred in article 20 
of the ICCPR, and

the right of the child to be protected from all forms of physical and mental 
violence including sexual abuse in articles 19 and 34 of the Convention on the 
Rights of the Child [1991] ATS 4 (CRC). 

Schedule 1—Sharing of abhorrent violent material
6. The primary objectives of Schedule 1 to this Bill are to ensure that:

persons who are internet service providers, or who provide hosting or content 
services are reporting abhorrent violent material that records or streams 
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abhorrent violent conduct that has occurred or is occurring in Australia to the 
Australian Federal Police (AFP), and

persons who provide content services or hosting services are acting 
expeditiously to remove from or cease hosting abhorrent violent material on
their services.

7. Schedule 1 will introduce new offences that will apply to persons who provide 
internet, hosting or content services who fail to refer details of abhorrent violent 
material that records or streams conduct that has occurred, or is occurring, in 
Australia to the AFP within a reasonable time after becoming aware of the existence 
of the material. A maximum penalty of 800 penalty units will attach to these offences. 
These offences will apply to hosting services and content services irrespective of 
whether the person provides these services within or outside of Australia. A defence 
to these offences is that if there are reasonable grounds to believe the AFP is already 
aware of the details of the material, the obligation to refer those details will not apply.
A defendant would bear the evidential burden to establish this belief.  

8. Schedule 1 will also introduce new offences that will apply to persons that provide 
content or hosting services who fail to remove or cease hosting abhorrent violent 
material that is capable of being accessed within Australia. A maximum penalty of 3 
years imprisonment or 10,000 penalty units, or both, will attach to these offences 
where an individual is found guilty. Where a body corporate is found guilty, the 
maximum penalty that will apply will be the greater of 50,000 penalty units or 10% of 
the annual turnover of the body corporate.  Defences to these offences will be 
available in respect of abhorrent violent material that is related to assisting law 
enforcement, reporting of news and current affairs, public policy advocacy, good faith 
artistic work, research purposes, court or tribunal proceedings, and the performance 
by public officials of their duties (and individuals assisting these officials in their 
duties).  These offences will not apply to internet service providers or providers of 
relevant electronic services such as chat and instant messaging services.  

The right to procedural guarantees in article 14 of the ICCPR  

9. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to 
all persons, including procedural guarantees, the universality of the rule of law and 
the presumption of innocence. The United Nations Human Rights Committee has 
stated that ‘article 14 of the Covenant aims at ensuring the proper administration of 
justice and to this end guarantees a series of specific rights’. The engaged right is 
provided for in paragraph 2 of article 14. It states that ‘everyone charged with a 
criminal offence shall have the right to be presumed innocent until proved guilty 
according to law’.  

10. This right is engaged by sections @474.35 and @474.36 of the Bill, which set out the 
eSafety Commissioner notice regime and have the effect of placing an evidential 
burden on defendants in limited circumstances in respect of proving the offences 
under section @474.34. These sections provide that, in prosecutions where the 
defendant is accused of an offence under subsections @474.34(1) or (5), and the 
eSafety Commissioner has issued a written notice under subsections @474.35(1) or 
@474.36(1), it must be presumed that the person was reckless as to whether the 
specified material could be accessed using, or was hosted on, their service at the time 
the notice was issued. To overcome this presumption, the defendant must adduce or 
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point to evidence that suggests a reasonable possibility that the person was not 
reckless as to this matter. 

11. Article 14 is not an absolute right, it is subject to permissible measures that restrict 
rights provided they are prescribed by law and are reasonable, necessary and 
proportionate means for pursuit of a legitimate objective. While section @474.35 and 
@474.36 would engage the rights afforded by article 14 of the ICCPR, the sections 
would do so in a manner that is tailored to achieving a legitimate goal. The Bill’s 
objective is to reduce the impact and reach of abhorrent violent material sought by 
perpetrators who intend to spread their violent and extreme propaganda. Abhorrent 
violent material produced by perpetrators and their accomplices has objectionable 
value as it often constitutes propaganda or recruitment material for further criminal 
activity, prejudices the dignity of the victims and has the potential to cause harm and 
distress to vulnerable sections of the community.  

12. The offences included in the Bill are appropriately connected to the Bill’s objective 
because reasonably limiting the rights provided by article 14 allows for the offences 
to operate as deterrents to content service and hosting service providers who fail to 
act in relation to abhorrent violent material.

13. The eSafety Commissioner notice regime not only operates to put content and hosting 
services on notice as to the existence of the abhorrent violent material that can be 
accessed using their platform but also reverses the evidential burden in respect of two 
elements of the offences. This has the effect of incentivising providers to comply with 
their obligations under the new offences.   

14. As is the case in the Bill, the evidential burden is often reversed in circumstances 
where information pertaining to a defence is: 

peculiarly within the knowledge of the defendant, and 

it would be significantly more difficult and costly for the prosecution to 
disprove than for the defendant to establish the matter. 

15. Where a notice has been issued under @474.35 or @474.36, information that would 
prove the mental state of a person in relation to: 

the accessibility of material using or hosting of material on a service, and

that the material was abhorrent violent material
satisfies the above circumstances to justify a reversal in evidential burden. These are 
reasonably limited and proportionate presumptions. 

16. Additionally, the presumptions are not sufficient to prove an offence under section 
@474.34. A further element of that offence, that the person does not ensure the 
expeditious removal of the material, or expeditiously cease hosting the material,
would also need to be proved by the prosecution.  

The right to freedom from interference in privacy and correspondence in article 17 of 
the ICCPR 

17. Article 17 of the ICCPR establishes the right to freedom from interference and 
correspondence in that ‘no one shall be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence’. The remit of this right is 
established in greater detail by General Comment No. 16 of the Human Rights 
Committee. It states that such protections ‘are required to be guaranteed against all 
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such interferences and attacks whether they emanate from State authorities or from 
natural or legal persons’.

18. The offences under section @474.34 will deter content service and hosting service 
providers from failing to take action in relation to abhorrent violent material that can 
be accessed using, or is hosted on, their services. These offences criminalise failure to 
expeditiously remove or cease hosting abhorrent violent material from their services. 
This regime would indirectly limit the nature and volume of content that end-users 
are able to access and share with each other. This is because content service hosts and 
content service providers that provide or host content would become more proactive 
in ensuring they expeditiously remove or ceasing hosting abhorrent violent material.  
This would engage the rights provided by article 17 because it may affect the nature 
and feasibility of correspondence between Australian citizens, albeit only for a 
narrow and specific type of objectionable material. 

19. The Bill’s objective is to reduce the impact and reach of abhorrent violent material 
sought by perpetrators who intend to spread their violent and extreme propaganda. 
The audio and visual content produced by perpetrators has objectionable value as it
often constitutes propaganda or recruitment material for further criminal activity, 
prejudices the dignity the victims and has the potential to cause harm and distress to 
vulnerable sections of the community. The Bill’s engagement with article 17 is a
necessary consequence of the pursuit of this objective. 

20. In order to limit the reach of objectionable material, correspondence between 
individuals must, by definition, be limited to exclude the material in question. By 
targeting only the conduct of hosting service providers and content service providers 
instead of the conduct of end-users, the Bill would indirectly limit the correspondence 
of private citizens as a proportionate and necessary consequence of pursuing its 
primary objective.  

21. It is also reasonable to argue that readily sharing objectionable material is not the type 
of correspondence article 17 aims to protect. In its preamble, the ICCPR states that 
‘the individual [has] duties to other individuals and to the community to which he 
belongs’ and that ‘freedom from fear and want can only be achieved if conditions are 
created whereby everyone may enjoy his civil and political rights’. The unchecked 
proliferation of abhorrent violent material, which would include terrorist attack 
propaganda and audio and visual content depicting objectionable acts, is incompatible 
with the goals of the ICCPR and all other international human rights instruments.  

22. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is 
further supported by the general comments of the Human Rights Committee. 
Paragraph 3 of General Comment No. 16 states that the ‘term ‘unlawful’ means that 
no interference can take place except in cases envisaged by the law. Interference 
authorised by States can only take place on the basis of law, which itself must comply 
with the provisions, aims and objectives of the Covenant.’ In this case, the laws 
proposed by the Bill are compatible with the tenets laid out by the preamble of the 
ICCPR. Again, limiting the reach of objectionable material promotes the objectives of 
‘freedom from fear’ and fosters conditions ‘whereby everyone may enjoy his civil 
and political rights’. The rational connection between the limitation imposed by the 
Bill and its objective is established in the pursuit of the ICCPR’s overarching goals. 

23. Following the logic of the general comments from the Human Rights Committee and 
considering the nature of the content, it is reasonable to conclude that indirectly 
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restricting access to objectionable material is a reasonable, necessary and 
proportionate means to achieving a legitimate objective reducing the impact and 
reach of abhorrent violent material sought by perpetrators who intend to spread their 
violent and extreme propaganda. 

The right to freedom of expression in Article 19 of the ICCPR

24. Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) 
of the ICCPR recognises the right to receive and impart information and ideas 
through any medium, including written and oral communication, the media, 
broadcasting and commercial advertising.  

25. The right to freedom of expression is not an absolute right. Article 19(3) stipulates 
that this right may be restricted by law if necessary: 

for the respect of the rights or reputations of others, or  

for the protection of national security or of public order, or of public health or 
morals.

26. New section @474.34 introduces an offence that would apply to hosting or content 
services that fail to expeditiously remove or cease hosting abhorrent violent material 
from their services. This will have the indirect effect of limiting individuals’ ability to 
share and disseminate abhorrent violent material on these services.

27. Terrorism threatens Australia’s national security and the rights and freedoms of 
Australians. It is essential that our laws evolve to reflect the current threat posed by 
terrorism. The attack in Christchurch of 15 March 2019 demonstrates that content 
services and hosting services can be used and are being used to publish material that 
records or streams terrorist attacks and may be used to spread other abhorrent violent 
material. The audio and visual content produced by perpetrators often constitutes 
propaganda or recruitment material for further criminal activity, prejudices the 
dignity the victims and has the potential to cause harm and distress to vulnerable 
sections of the community. The sharing and dissemination of such material increases 
the potential for harm to Australians and our national security.  

28. Regulating the public’s access to abhorrent violent material through section @474.34 
is a legitimate and necessary measure to protect the safety of Australians. Requiring 
content services and hosting services to remove or cease hosting this material is likely 
to achieve this objective because it inhibits platforms from providing access to and 
hosting this material.

29. Indirectly limiting how private citizens may express their opinions is a proportionate 
and necessary consequence of pursuing the objective of this Bill. The offences do not 
criminalise an individual’s expression; they simply limit the individual’s access to 
platforms on which this expression may take place. Sharing abhorrent violent material 
can have a negative impact on well-being and could incite further violence. These 
measures are proportionate to the risk from abhorrent violent material. It is necessary 
to limit individuals’ access to the materials to prevent the material from inciting 
further criminal offences, and to prevent harm to vulnerable people who access or 
inadvertently access the abhorrent violent material.  

30. Further, these offences are entirely consistent with Article 19(3), which stipulates that 
the right to freedom of expression established by Article 19(2) may be restricted for 
the protection of national security, public order or public health or morals. 
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Disseminating abhorrent material on content services and internet host services may 
threaten national security by serving as propaganda or recruitment material for further 
criminal activity, prejudice the dignity of the victims and has the potential to cause 
harm and distress to vulnerable sections of the community. The ability to readily 
share objectionable material is not a desirable outcome of a robust freedom of 
expression right. Requiring content services and hosting services to remove abhorrent 
violent material is consistent with the special responsibilities attached to article 19.  

31. The Bill is proportionate and not arbitrary because it applies a defence in respect of 
abhorrent violent material, contained in section @474.37. Section @474.37 would not 
prohibit the sharing of abhorrent violent material or the freedom of expression in all 
circumstances, instead it would limit how this expression is disseminated. The 
offences under section @474.34 would not apply if access to abhorrent violent 
material is necessary to:

enforce the law 

investigate or monitor compliance with the law

conduct proceedings in a court or tribunal 

conduct scientific, medical, academic or historical research

report on news and current affairs in the public interest 

assist public officials in exercising their duties

advocate for changes to laws, or

develop, perform, exhibit or distribute, in good faith, artistic work. 
32. These defences mean that the new offences in section @474.34 would have a direct 

correlation with the objective of limiting the sharing of abhorrent violent material. 
The offences are not overreaching and will not catch instances where abhorrent 
violent material is accessible for a legitimate purpose.

The right to freedom from propaganda, discrimination and hatred in article 20 of the 
ICCPR 

33. Article 20 of the ICCPR provides that ‘any propaganda for war’ and ‘any advocacy of 
national, racial or religious hatred that constitutes incitement to discrimination, 
hostility or violence shall be prohibited by law’. 

34. The objective of the Bill advances the rights contained in article 20. By limiting the 
availability of abhorrent violent material that may be used to promote or glorify 
discrimination, hatred and organised violence, the Bill espouses the inclusive and safe 
environment article 20 hopes to foster.  

35. The events in Christchurch that precipitated the drafting of this Bill mirror the 
examples of hatred and incitement given by paragraph 2 of article 20. Restricting 
access to the audio and visual content produced by perpetrators of such events 
diminishes the potential for a perpetrator to advocate for further attacks and protects
the targeted groups from discrimination, hostility and violence.  

36. In adhering to article 20, the Bill also supports freedom of speech guarantees under 
article 19. General Comment No. 11 by the Human Rights Committee states that the 
prohibitions required by article 20 are ‘fully compatible with the right of freedom of 
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expression as contained in article 19, the exercise of which carries with it special 
duties and responsibilities’. Protecting vulnerable sections of the community from the 
damage of abhorrent violent material would constitute one of those special duties and 
responsibilities. 

Schedule 2—Obligation of internet service providers and internet content hosts
37. The primary objective of Schedule 2 is to ensure that sufficiently high penalties are 

operating to deter internet services providers and internet content hosts from failing to 
refer details of child pornography material and child abuse material to the Australian 
Federal Police. 

38. Schedule 2 contains an amendment to section 474.25 of the Criminal Code it which 
would increase the maximum penalty that can be imposed for breach of this section 
from 100 penalty units to 800 penalty units.  

Right of the child to be protected from sexual abuse in articles 19 and 34 of the CRC
39. Article 19 of the CRC provides that: 

States Parties shall take all appropriate legislative … measures to protect the child 
from all forms of physical or mental violence, injury or abuse, … including sexual 
abuse, while in the care of parent(s), legal guardian(s) or any other person who has 
care of the child.

40. Article 34 similarly provides that “State Parties undertake to protect the child from all 
forms of sexual exploitation and sexual abuse”, including taking all appropriate 
measures to prevent “the exploitative use of children in pornographic performances 
and materials”.

41. Schedule 2 promotes articles 19 and 34 of the CRC by ensuring that the maximum 
penalties for failure to refer child pornography and child abuse material to the 
Australian Federal Police more appropriately reflect the serious consequences for 
victims, their families and the community, particularly where there is underlying 
conduct of sexual abuse.  

Conclusion 

42. For the reasons given above, the Bill is compatible with human rights. Where it seeks 
to restrict those rights, it does so in a fashion that is necessary and proportionate to 
achieving the legitimate objectives of ensuring that:

persons who provide internet services, hosting service and content services are 
reporting abhorrent violent material that records or streams abhorrent violent 
conduct that has occurred or is occurring in Australia to the AFP 

persons who provide content services and hosting services are acting 
expeditiously to remove or cease hosting abhorrent violent material from their 
services, and

sufficiently high penalties are operating to deter internet services providers 
and internet content hosts from failing to refer details of child pornography 
material and child abuse material to the Australian Federal Police.
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NOTES ON CLAUSES

Clause 1: Short title

43. This clause provides that the Bill, when enacted, is the Criminal Code Amendment 
(Sharing of Abhorrent Violent Material) Act 2019 (the Act). 

Clause 2: Commencement

44. This clause contains a table that provides when the Bill would commence. Item 1 of 
the table provides that the whole of the Bill would commence on the day after the Act 
receives Royal Assent.

Clause 3: Schedule

45. Clause 3 provides that amendments to, or repeal of, legislation specified in the Act are 
set out in the Schedules to the Act and any other item in a Schedule to the Act has 
effect according to its terms.
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Schedule 1—Sharing of abhorrent violent material 

Criminal Code Act 1995 

Item 1—At the end of Division 474 of the Criminal Code  

1. Item 1 inserts a new Subdivision H—Offences relating to use of carriage service for 
sharing of abhorrent violent material into Part 10.6 of the Criminal Code. This
subdivision contains new offences that will apply to internet service providers, 
hosting service providers and content service providers who fail to refer details of 
abhorrent violent material that records or streams conduct that has occurred or is 
occurring in Australia to the AFP within a reasonable time after becoming aware of 
the existence of the material. The subdivision also contains new offences that will 
apply to hosting service providers and content service providers who fail to remove 
from or cease hosting on their services abhorrent violent material that is capable of 
being accessed within Australia.

2. These offences are intended to ensure that internet service providers, hosting service 
providers and content service providers are taking responsibility for referring to the 
AFP and removing abhorrent violent material than can be accessed using or is hosted 
on their services. The offences are intended to have the effect of reducing the impact 
and reach of abhorrent violent material sought by perpetrators who intend to spread 
their violent and extreme propaganda.  

Section @474.30—Definitions 

3. New section @474.30 would insert new definitions for the purposes of new 
Subdivision H of Part 10.6 of the Criminal Code.

Abhorrent violent conduct 

4. Abhorrent violent conduct would take the meaning given by new section @474.32, 
and is discussed further below.

Abhorrent violent material 

5. Abhorrent violent material would take the meaning given by section @474.31 and is 
discussed further below.

Consent 

6. Consent is defined to mean free and voluntary agreement. Consent is used in 
Subdivision H in relation to rape and kidnapping. These two aspects of an agreement
are commonly used in State and Territory Acts to define consent in relation to sexual 
offences.1

Content service

7. Content service is defined to mean either a social media service (paragraph (a)) or a 
designated internet service (paragraph (b)) within the meaning of those terms in the 
Enhancing Online Safety Act 2015. 

1 See, for example, subsection 61HE(2) of the Crimes Act 1900 (NSW), subsection 348(1) of the Criminal Code 
1899 (Qld), paragraph 319(2)(a) of the Criminal Code Act Compilation Act 1913 (WA), subsection 46(2) of the 
Criminal Law Consolidation Act 1935 (SA). 
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8. ‘Social media service’ is defined in the Enhancing Online Safety Act 2015 to mean an 
electronic service that satisfies a number of conditions including that the sole or 
primary purpose of the service is to enable online social interaction between two or 
more end-users.

9. ‘Designated internet service’ is defined under the Enhancing Online Safety Act 2015 
to mean a service that allows end-users to access material using an internet carriage 
service, or a service that delivers material to persons having equipment appropriate 
for receiving that material where the delivery of the service is by means of an internet 
carriage service. The definition in section 9A of that Act, provides that a ‘designated
internet service’ does not include a social media service, a relevant electronic service, 
an on-demand program service or a service specified by legislative instrument under 
subsection 9A(2) of that Act.  Furthermore, a person does not provide a designated 
internet service if they merely provide a billing service, or a fee collection service, in 
relation to the designated internet service (per subsection @474.39(2)). A website is 
an example of a content service that is a designated internet service.

Hosting service

10. ‘Hosting service’ has the same meaning as the definition of ‘hosting service’ under 
section 9C of the Enhancing Online Safety Act 2015 except that under the Bill it is
limited to the hosting of stored material that has been or is posted on a social media 
service or a designated internet service. The definition does not require the hosting 
service provider to be providing one of those services (although often a hosting 
service provider may also provide one of those services). An example of a hosting 
service is a service that stores material or content for a website (a website being a 
designated internet service).

11. The definition of ‘hosting service’ under section @474.30 expressly provides that for 
the purposes of Subdivision H, the definition of hosting service does not include the 
hosting of stored material that has been posted on a relevant electronic service.
Relevant electronic services includes Short Message Service (SMS), Multimedia 
Messaging Service (MMS), chat and instant messaging that are not used as
repositories of content, but are instead used to transmit content one to one or one to 
many. As the content distribution mode of these services is via directed 
communications rather than public or broad private publishing, they are outside the 
scope of Subdivision H. 

12. A search engine which merely indexes content and makes it searchable would not 
meet the definition of a hosting service.  

Section @474.31—Abhorrent violent material

13. New section @474.31 would define the term ‘abhorrent violent material’ to mean
material that is audio, visual, or audio-visual material that records or streams 
abhorrent violent conduct engaged in by one or more persons where a reasonable 
person would regard the material as being, in all the circumstances, offensive. 

14. Audio material, visual material and audio-visual material is intended to capture live-
streamed and recorded video footage, live-streamed and recorded audio recordings 
(which do not need to be accompanied by visual material), as well as photographs 
including still images taken from video footage.  

15. In determining whether material is ‘offensive’ for the purpose of meeting the 
requirements under the definition of abhorrent violent material, section 473.4 of the 
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Criminal Code should be consulted. Section 473.4 sets out matters to be taken into 
account in deciding for the purposes of Part 10.6 (which will include the new 
offences under sections @474.33-34) whether reasonable persons would regard 
particular material as being in all the circumstances offensive. These include:

the standards of morality, decency and propriety generally accepted by 
reasonable adults; and

the literary, artistic or educational merit (if any) of the material; and

the general character of the material (including whether it is of a medical, legal 
or scientific character).

16. The definition of abhorrent violent material is not intended to capture footage of 
violent sporting events (for example, boxing), medical procedures, or consensual 
sexual acts that involve elements of violence.

17. Additionally, the material must be produced by a person who is, or by two or more 
persons each of whom is: 

a person who engaged in the abhorrent violent conduct 

a person who conspired to engage in the abhorrent violent conduct 

a person who aided, abetted, counselled or procured, or was in any way 
knowingly concerned in, the abhorrent violent conduct, or 

a person who attempted to engage in the abhorrent violent conduct. 
18. This requirement is intended to ensure that only material recorded or streamed by the 

perpetrator(s) and their accomplice(s) will be captured by the definition of abhorrent 
violent material. Material recorded or streamed by other persons, such as victims of 
the conduct, bystanders who are not complicit in the conduct, or media organisations,
will not be considered to be caught by this definition even though such material may 
record or stream abhorrent violent conduct. Material recorded or streamed by persons 
who are not the perpetrator(s) or their accomplice(s) will therefore not be captured by 
the new offences under sections @474.33–@474.34.  

19. In some circumstances it may be difficult to determine whether material recorded or 
streamed by a third party has been produced by an accomplice or by an innocent 
bystander. However, the offences in the Bill will only be made out if the prosecution 
can prove that the person had reasonable grounds to believe that the material had been 
produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
sections @474.33), or that the person was reckless as to whether the material had 
been produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
section @474.34). Therefore, if a person believed on reasonable grounds that the 
material had not been produced by an accomplice, or the person was not aware that 
there was a substantial risk that material has been produced by an accomplice, the 
prosecution would be unlikely to prove this element of the offences.  

20. New subsection @474.31(2) provides that, for the purposes of this section, it is 
immaterial whether the material has been altered. This subsection operates to ensure 
that abhorrent violent material material that has been edited into a new form but still 
includes its original content would continue to be abhorrent violent material. For 
example, video footage that is abhorrent violent material could be edited in respect of 
its length, edited to appear in colour or monochrome, or have unrelated images or text 
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superimposed onto the footage. This content would remain abhorrent violent material 
to the extent it continued to fulfil the definition of abhon ent violent material. 

21. New subsection @474.31(3) provides that it is immaterial whether the abhon ent 
violent conduct was engaged in within or outside of Australia. This is consistent with 
the objective of the Bill in ensuring that content service providers and hosting service 
providers will proactively remove and cease hosting abhon ent violent material, no 
matter where the underlying conduct is committed. 

Section @474.32- Abhon ent violent conduct 

22. New section @474.32 would define the te1m ' abhon ent violent conduct' . This te1m 
fmther liinits the scope of the definition of abhon ent violent material for the pmposes 
of the new offences. 

23. New subsection @474.32(1) would provide that a person engages in abhon ent violent 
conduct if the person does any of the following: 

24. 

25. 

26. 

27. 

• engages in a ten orist act (within the meaning of section 100.1 of the Criminal 
Code) 

• murders another person 

• attempts to murder another person 

• t01tures another person 

• rapes another person, or 

• kidnaps another person. 

The common theme in these categories is that the recording or streaming of these 
violent acts could be used to publicise violent propaganda, promote ten or, incite 
further violence, or cause haim or distress to the community. 

It is not necessai·y for a prosecution to prove that conduct under one or more of these 
categories constitutes an offence. It is enough that the conduct has met the definitions 
under @474.32 of engaging in a ten orist act, murder, torture, rape or kidnapping. 
This is to ensure that internet service providers, hosting service providers and content 
service providers have clarity as to the threshold for repo1t ing abhon ent violent 
material to the AFP, or in the case of hosting service and content providers, have 
clarity as to the threshold for when abhon ent violent material should be removed 
from or cease to be hosted on their services. 

For example, new subsection @474.32(2) states that, for the purposes of new 
section @474.32, a person murders another person if their conduct causes the death of 
the other person and that conduct · ~7C(1), s 47E(a) 

New subsection @474.32(3) would state that, for the pmposes of this section, a 
person (the first person) tortures another person if: 
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the first person inflicts severe physical or mental pain or suffering upon the 
other person, and 

the other person is in custody, or under the control, of the first person, and 

the pain or suffering does not arise only from, and is not inherent in or 
incidental to, lawful sanctions that are not inconsistent with the Articles of the 
International Covenant on Civil and Political Rights (ICCPR).

This definition is consistent with the definition of the offence of Crime against 
humanity—torture in section 268.13 of the Criminal Code, and it is intended that the 
definition of torture in the Bill will be interpreted in the same way. However, as 
discussed above it is not intended that the offence of torture would need to be proved 
for such conduct to satisfy the definition of abhorrent violent conduct.  

28. If the conduct that constitutes torture arises from lawful sanctions that are inconsistent 
with the Articles of the ICCPR, such conduct may meet the definition of torture for 
the purposes of subsection @474.32(3) notwithstanding the fact that the sanctions 
may be lawful. This limitation is also contained in subsection 274.2(4) in respect of 
the offence for torture under of the Criminal Code. This limitation is intended to 
ensure that material that records or streams torture that has been lawfully sanctioned
is still capable of meeting the definition of abhorrent violent material if the sanctions
are inconsistent with the Articles of the ICCPR. 

29. New subsection @474.32(4) provides that, for the purposes of this section, a person 
(the first person) rapes another person if they sexually penetrate the other person 
without the consent of that persons, or causes the other person to sexually penetrate 
the first person without the consent of the other person. ‘Consent’ is defined in the 
Bill to mean ‘free and voluntary agreement’. This definition also applies in respect of 
offences for Crime against humanity–rape under section 268.14 and War crime–rape 
under section 268.50 of the Criminal Code. Sections 268.14 and 268.59 of the 
Criminal Code each contain a list of examples of circumstances in which a person 
does not content to an act, which may be of further use in interpreting the definition 
of consent under the Bill. Examples of where a person does not consent to an act 
include where:

the person submits to the act because of force or the fear of force to the person 
or to someone else

the person submits to the act because the person is unlawfully detained

the person is asleep or unconscious, or is so affected by alcohol or another 
drug as to be incapable of consenting

 the person is incapable of understanding the essential nature of the act

the person is mistaken about the essential nature of the act (for example, the 
person mistakenly believes that the act is for medical or hygienic purposes) 

the person submits to the act because of psychological oppression or abuse of 
power, or 

the person submits to the act because of the perpetrator taking advantage of a 
coercive environment.

New subsections @474.32(6)-(7) also provide additional interpretive guidance for 
this section.
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30. New subsection @474.32(5) would provide that, for the purposes of this section, a 
person (the first person) kidnaps another person if: 

the first person takes or detains the other person without the other person’s 
consent, and 

the first person takes or detains the other person in order to: 
o hold the other person ransom or as hostage, or 

o murder, torture or rape the other person or a third person; or 

o cause serious harm to the other person or a third person; and

the taking or detention of the other person involves violence or a threat of 
violence.

‘Consent’ is defined under the Bill to mean free and voluntary agreement. 
Subparagraphs @474.32(5)(b)(i),(ii) and (iii) are intended to operate so as to capture 
conduct that is more than merely holding someone against their will.

31. New subsection @474.32(6) provides a definition of ‘sexually penetrate’ for the 
purposes of new subsection @464.32(4), and a definition of ‘terrorist act’ for the 
purposes of new paragraph @474.32(1)(a).  

32. The definition for ‘sexually penetrate’ is the same definition of sexually penetrate as 
used in section 268.14 of the Criminal Code which contains the offence of Crime 
against humanity–rape. It is intended that the term in the Bill would be interpreted in 
the same way.

33. The definition of ‘terrorist act’ has the same meaning as in section 100.1 of the 
Criminal Code, except that paragraph 100.1(2)(e) should be disregarded. This 
exception operates to exclude actions that create a serious risk to the health or safety 
of the public or a section of the public from the definition of ‘terrorist act’. This 
exclusion recognises that not all acts committed as a terrorist act should be captured 
by the definition of abhorrent violent conduct. 

34. New subsection @474.32(7) would clarify that for the purposes of section @474.32 
‘genitalia’ includes the genitalia or other parts of the body of a person including 
surgically constructed genitalia or other parts of the body of the person. This is 
relevant to paragraph (a) of the definition of sexually penetrate in subsection 
474.32(6). This clarification of the meaning of genitalia mirrors the same clarification 
found under section 268.14(6) of the Criminal Code and is intended to be interpreted 
in the same way.

Section @474.33—Notification obligations of internet service providers, content service 
providers and hosting service providers 

35. Subsection @474.33(1) creates a new offence where:

a person is an internet service provider, or provides a content service or a 
hosting service, and

the person is aware that the service provided by the person can be used to 
access particular material that the person has reasonable grounds to believe is
abhorrent violent material that records or streams abhorrent violent conduct 
that has occurred, or is occurring, in Australia, and
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the person does not refer details of the material to the Australian Federal 
Police within a reasonable time after becoming aware of the existence of the 
material.

36. This offence is intended to ensure that where an internet service provider, content 
service provider or a hosting service provider becomes aware (whether due to a 
complaint, self-auditing or otherwise) that their service can be used to access
abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia, the provider will refer the details of that 
material (for example, the material itself or a website address that can be used to 
access the material) to the AFP.

37. The purpose of the new offence under subsection @474.33(1) is to ensure that the 
AFP is notified by providers of both the existence of the underlying abhorrent violent 
conduct (for example, a terrorist act that is being live-streamed) as well as the 
existence and accessibility of the abhorrent violent material itself online. 

38. Section 473.1 of the Criminal Code provides that ‘internet service provider’ has the 
same meaning as in Schedule 5 to the Broadcasting Services Act 1992. Clause 8 of 
Schedule 5 of the Broadcasting Services Act 1992 provides that if a person supplies, 
or proposes to supply, an internet carriage service to the public, the person is an 
‘internet service provider’. As an internet carriage service has the same meaning as a 
‘listed carriage service’ under the Telecommunications Act 1992 (which is limited to 
carriage services between one or more points that includes at least one point in 
Australia) the scope of the definition of ‘internet service providers’ is limited to 
internet service providers who provide a service in Australia. 

39. A ‘reasonable time’ is not defined. A number of factors and circumstances could 
indicate whether a person had referred details of abhorrent violent material within a 
reasonable time after becoming aware of the existence of the material. For example, 
the type and volume of the material, and the capabilities of and resourcing available 
to the provider may be relevant factors. In a prosecution for an offence against section 
@474.33, the determination of whether material was referred within a reasonable 
time will be a matter for the trier of fact. 

40. The maximum penalty that can be imposed if a natural person fails to comply with 
section @474.33 is 800 penalty units. The maximum penalty than can be imposed if a
body corporate fails to comply with this section is 4000 penalty units pursuant to the 
corporate multiplier rule under section 4B of the Crimes Act 1914. These penalties are
justified because there may be strong incentives for persons, particularly large 
corporations, to fail to commit the offences by failing to take action in respect of the 
underlying content recorded or streamed as abhorrent violent material. Furthermore, 
the consequences of the commission of the offences are dangerous and damaging 
given the potential for the underlying conduct to go undetected by law enforcement 
and the material itself to be shared and disseminated quickly, further spreading and 
publicising the propaganda of the perpetrator.  

41. The fault elements for an offence under section @474.33 are the fault elements found 
in section 5.6 of the Criminal Code.

42. As a consequence of items 3 and 4 of Schedule 1 to the Bill, the offence in section 
@474.33 is not subject to the standard geographical jurisdiction or to Category A 
geographical jurisdiction listed in Part 2.7 of the Criminal Code, the latter being the 
geographical jurisdiction that applies to the other subdivisions in Part 10.6.  As such, 
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paragraph @474.33(1)(b) contains the only jurisdictional limit on the offence in that 
there must be reasonable grounds to believe the material is abhorrent violent material 
that records or streams abhorrent violent conduct that has occurred or is occurring in 
Australia. There is a further limit on geographical jurisdiction is that the definition of 
internet service provider will only capture persons that provide an internet service in 
Australia and not in a foreign country.  

43. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers (the Guide) in circumstances where, as in this case, the offence is designed to 
capture a limited scope of conduct2.

44. Subsection @474.33(2) provides that it is immaterial whether the content service or 
the hosting service is provided within or outside Australia. This subsection clarifies 
that any content service or hosting service provider, including content or hosting 
service providers that are not Australian entities or based in Australia, can be captured 
by this offence. The only nexus with Australia that is required is that per paragraph 
@474.33(1)(b), the person must have reasonable grounds to believe that the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia. 

45. Where the conduct constituting the alleged offence under @474.33(1) occurs wholly 
in a foreign country, and the person alleged to have committed the offence is neither 
an Australian citizen not a body corporate incorporated by or under a law of the 
Commonwealth or of a State or Territory, section @474.42 requires the Attorney-
General’s written consent prior to the commencement of proceedings for prosecution. 

46. Subsection @474.33(3) provides that the offence under subsection @474.33(1) does 
not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. This is consistent with the purpose of the offence being to 
ensure that providers notify the AFP of both the existence of the underlying abhorrent 
violent conduct as well as the existence and accessibility of the abhorrent violent 
material itself. If the underlying abhorrent violent conduct or the material that records 
or streams that conduct has already been brought to the attention of the AFP, for 
example through previous instances of reporting the material (noting it is immaterial 
whether the material has been altered, as set out in subsection @474.31(2)) or 
extensive media coverage of the existence, providers should not be required to refer 
that material to the AFP.  

47. Subsection @474.33(3) would provide a defence for a person who failed to report 
abhorrent violent material to the AFP because they reasonably believed that the AFP 
was already aware of the material. This has been expressed as a defence rather than as 
an element of the offence as the defendant’s beliefs are peculiarly within the 
knowledge of the defendant.  

48. The note under subsection @474.33 clarifies that the evidential burden falls on the 
defendant if they wish to rely on the defence in subsection @474.33(2).

Section @474.34—Removing, or ceasing to host, abhorrent violent material 

49. Subsection @474.34(1) creates a new offence where:

a person provides a content service (as defined in new section @474.30), and

2 See page 36 of the Guide. 
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the content service can be used to access material 

the material is abhorrent violent material, and

the person does not ensure the expeditious removal of the material from the 
content service.

50. This offence is intended to limit the accessibility, sharing and dissemination of 
abhorrent violent material by limiting the time that material can be accessed using a 
content service.  

51. ‘Expeditious’ is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhorrent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an 
offence against subsection @474.34(1), the determination of whether removal was 
expeditious will be a matter for the trier of fact.

52. New subsection @474.34(2) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any content service 
provider, including content service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(3), the material is reasonably capable of 
being accessed in Australia.

53. New subsection @474.34(3) provides that the offence in subsection @474.34(1) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(1) is not subject to the standard geographical 
jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code.  As such, paragraph @474.34 (3) provides the 
jurisdictional limit on the offence.

54. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct3.

55. Where the conduct constituting the alleged offence under @474.34 occurs wholly in a 
foreign country, and the person alleged to have committed the offence is neither an 
Australian citizen not a body corporate incorporated by or under a law of the 
Commonwealth or of a State or Territory, section @474.42 requires the 
Attorney-General’s written consent prior to the commencement of proceedings for 
prosecution. 

56. Subsection @474.34(4) provides that the fault element for new 
paragraphs @474.34(1)(b) and (c) is recklessness. As paragraphs @474.34(1)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise content service providers to be 

3 See page 36 of the Guide. 
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wilfully blind to the content provided on their service, rather than proactively engage
with the removal of abhorrent violent material.

57. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

58. New subsection @474.34(5) would create a similar offence to subsection @474.34(1) 
that applies to hosting service providers. The offence would apply when: 

a person provides a hosting service (as defined in new section @474.30), and

the hosting service can be used to access material 

the material is abhorrent violent material, and

the person does not expeditiously cease hosting the material.

59. This offence is intended to limit the accessibility, sharing and dissemination of 
abhorrent violent material by limiting the time that material is hosted on a service. 

60. ‘Expeditious’ is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhorrent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an 
offence against section @474.34(5), the determination of whether removal was 
expeditious will be a matter for the trier of fact.

61. New subsection @474.34(6) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any hosting service 
provider, including hosting service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(7), the material is reasonably capable of 
being accessed in Australia. 

62. New subsection @474.34(7) provides that the offence in subsection @474.34(5) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(5) is not subject to the standard geographical 
jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code. As such, paragraph @474.34(7) provides the 
jurisdictional limit on the offence.

63. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct4.

64. Where the conduct constituting the alleged offence under section @474.34(5) occurs 
wholly in a foreign country, and the person alleged to have committed the offence is 
neither an Australian citizen not a body corporate incorporated by or under a law of 
the Commonwealth or of a State or Territory, section @474.42 requires the 
Attorney-General’s written consent prior to the commencement of proceedings for 
prosecution. 

4 See page 36 of the Guide. 
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65. New subsection @474.34(8) would provide that the fault element for new 
paragraphs @474.34(5)(b) and (c) is recklessness. As paragraphs @474.34(5)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise hosting service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage
with the removal of abhorrent violent material.

66. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

67. Subsection @474.34(9) provides that the maximum penalty for an individual who 
commits an offence against subsections @474.34(1) or (5) is imprisonment for 3 
years, or a fine of 10,000 penalty units, or both. This maximum penalty is justified 
because of the need to deter persons, including large corporations, from failing to take 
action in respect of abhorrent violent material and to commit the offences under 
subsections @474.34(1) or (5). Furthermore, the consequences of the commission of 
the offences are dangerous and damaging given the potential for the material to be 
shared and disseminated quickly, further spreading and publicising the propaganda of 
the perpetrator. A high maximum penalty is also appropriate in order to punish 
malicious conduct by a provider, for example, where the provider deliberately seeks 
further access and distribution of the material in order to obtain a financial or 
reputational advantage. 

68. New subsection @474.34(10) would provide that the penalty for a body corporate that 
commits an offence against subsection @474.34(1) or (5) is not more than the greater 
of 50,000 penalty units, or 10% of the annual turnover of the body corporate during 
the period of 12 months ending at the end of the month in which the conduct 
constituting the offence occurred.  

69. The maximum penalty 50,000 penalty units for a body corporate is consistent with the 
corporate multiplier rule under subsection 4B(3) of the Crimes Act 1914. However,
body corporates that operate content and hosting services are often large corporations 
with a very high annual turn-over, such that a maximum penalty of 50,000 penalty 
units may not act as a sufficient deterrent for those body corporates to comply with 
the obligations created by the introduction of these new offences. Furthermore, in 
failing to remove from or cease hosting the material from their services, body 
corporates may stand to gain a financial advantage through increased usage of the 
service by members of the public. A maximum penalty of 10% of the annual turnover 
of the body corporate is appropriate as it is scalable penalty according to the size of 
the body corporate will can act an appropriate deterrent regardless of the size of the 
body corporate. The annual turnover includes the annual global turnover of the body 
corporate.  

70. New subsections @474.34(11)-(14) set out how the annual turnover of a body 
corporate is to be determined for the purposes of subsection @474.34(10). These 
subsections are modelled on similar provisions in the Criminal Code,5 and are 
intended to operate in a similar fashion. 

5 See, for example, subsections 70.2(6), 141.1(7), and section 490.3 of the Criminal Code. 
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71. Subsection @474.34(15) provides that material is taken to be removed from a content 
service if the material is not accessible to any of the end-users of that service. Given 
the purpose of the offence is to limit the distribution of the content, it is sufficient that 
the content is no longer being distributed to the end-users of the service.

Section @474.35—Notice issued by eSafety Commissioner in relation to a content service—
presumptions 

72. New section @474.35 creates a process by which the eSafety Commissioner can 
provide a written notice to a content service provider stating that, at the time the 
notice was issued, their service could be used to access specified abhorrent violent 
material. The issuing of such a notice would create rebuttable presumptions for the 
purpose of any future prosecution that the person was reckless as to certain matters.

73. This notice would put the content service provider on notice that their service is being 
used to access abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not removed or do
not remove it expeditiously.   

74. New subsection @474.35(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified content 
service could be used to access specified material that was abhorrent violent material.

75. New subsection @474.35(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.35(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified content service could be used to access the 
specified material, and that the specified material was abhorrent violent material.

76. New subsection @474.35(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.35(1) provide the person 
who provides the content service with a copy of the notice.

77. New subsection @474.35(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.35(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

78. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the content service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.35(5)-(6)) as to certain fault elements for an offence 
under section @474.34(1). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued.  

79. Subsection @474.35(5) would apply in a prosecution for an offence against 
subsection @474.34(1) where a notice has been issued under subsection @474.35(1)
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to the person who is the defendant. In these circumstances, subsection @474.35(5)
would create a presumption that the defendant was reckless as to whether material 
specified in the notice could be accessed using the content service at the time the 
notice was issued. In order to overcome this presumption, the defendant would have 
to adduce or point to evidence that suggests a reasonable possibility that at the time 
the notice was issued the person was not reckless as to whether the content service 
could be used to access the specified material.

80. It is appropriate to place an evidential burden on the defendant as to whether at the 
time the notice was issued the defendant was reckless as to whether their content 
service could be used to access the specified material. This is because at the time of 
issue of the notice, the eSafety Commissioner is required under subsection 
@474.35(2) to be satisfied on reasonable grounds that the content service could be 
used to access the specified material. Any evidence to the contrary is therefore likely 
to be peculiarly within the knowledge of the defendant. Furthermore, it would be 
significantly more difficult and costly for the prosecution to prove the person had 
been reckless as to whether the content service could be used to access the specified 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

81. Subsection @474.35(6) would apply in a prosecution for an offence 
under @474.34(1) where a notice had been issued under subsection @474.35(1) to a 
person who is the defendant. In these circumstances, subsection @474.35(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material.

82. It is appropriate to place an evidential burden on the defendant to prove that at the 
time the notice was issued the defendant was not reckless as to whether the material 
was abhorrent violent material, because at the time of issue, the eSafety 
Commissioner was required under subsection @474.35(2) to be satisfied on 
reasonable grounds that the specific material was abhorrent violent material. Any 
evidence to the contrary is therefore likely to be peculiarly within the knowledge of 
the defendant. Furthermore, it would be significantly more difficult and costly for the 
prosecution to prove the defendant had been reckless as to whether the material was 
abhorrent violent material, than for the defendant to raise evidence indicating the 
defendant was not reckless as to this matter. 

83. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(1). A further element of that offence, that the person does not 
ensure the expeditious removal of the material from the content service 
(paragraph @474.34(1)(d)) would also need to be proved by the prosecution.  

84. It is intended that the issuing of the notice would act as a warning to the content
provider that they may commit an offence if they do not expeditiously remove the 
material. In most circumstances, if the content service provider were to ensure the 
expeditious removal of the material after receiving the notice, a prosecution would be 
unlikely. However in some circumstances, such as where the content had been 
available for a significant period prior to the Commissioner issuing the notice, a 
prosecution may be appropriate notwithstanding the expeditious removal of the 
abhorrent violent material after receipt of the notice.
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85. Subsection @474.35(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

86. Subsections @474.35(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.35(1), and for 
certified copies to have an equal effect under subsections 474.35(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

87. Subsection @474.35(10) provides that section @474.35 extends to matters and things 
outside Australia. Subsection @474.35(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to localities 
jurisdictions and other matters and things shall be construed as references to such 
localities, jurisdictions and other matters and things in and of the Commonwealth. 
The effect of overcoming this presumption is to make clear that the eSafety 
Commissioner can issue notifications to persons that provide content services outside 
Australia and to persons that provide content services who are located or incorporated 
outside of Australia.  

88. However, subsection @474.35(10) does not overcome the limitation contained in 
subsection @474.34(3) that subsection @474.34(1) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections @474.35(5) and @474.35(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under @474.34(1). 

Section @474.36—Notice issued by eSafety Commissioner in relation to a hosting service—
presumptions 

89. New section @474.36 would create a process by which the eSafety Commissioner can 
provide a written notice to a hosting service that, at the time the notice was issued, 
their service hosted specified abhorrent violent material. The issuing of such a notice 
would create rebuttable presumptions for the purpose of any future prosecution that 
the person was reckless as to certain matters.

90. This notice would put the hosting service provider on notice that their service was 
being used to host abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not expeditiously 
ceased or do not expeditiously cease hosting the material.  

91. New subsection @474.36(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified hosting 
service hosted material that was specified abhorrent violent material.   

92. New subsection @474.36(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.36(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified material was hosted on the specified hosting 
service, and that the specified material was abhorrent violent material. 

93. New subsection @474.36(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.36(1) provide the person 
who provides the hosting service with a copy of the notice.
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94. New subsection @474.36(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.36(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

95. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the hosting service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.36(5)-(6)) as to certain fault elements for an offence 
under section @474.34(5). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued.  

96. Subsection @474.36(5) would apply in a prosecution for an offence against 
subsection @474.34(5) where a notice has been issued under subsection @474.36(1) 
to the person who is the defendant. In these circumstances, subsection @474.36(5) 
would create a presumption that the defendant was reckless as to whether material
specified in the notice was hosted on the service. In order to overcome this 
presumption, the defendant would have to adduce or point to evidence that suggests a 
reasonable possibility that at the time the notice was issued the person was not 
reckless as to whether the specified material was hosted on their service.

97. It is appropriate to place an evidential burden on the defendant to prove that the 
defendant was not reckless as to whether the material was hosted on the hosting 
service at the time the notice was issued. This is because at the time of issue of the 
notice, the eSafety Commissioner is required under subsection @474.36(2) to be 
satisfied on reasonable grounds that the specific material was hosted on the specified 
hosting service. Any evidence to the contrary is therefore likely to be peculiarly 
within the knowledge of the defendant. Furthermore, it would be significantly more 
difficult and costly for the prosecution to prove the person had been reckless as to 
whether the material was hosted on the defendant’s service, than for the defendant to 
raise evidence indicating the defendant was not reckless as to this matter.

98. Subsection @474.36(6) would apply in a prosecution for an offence 
under @474.34(5) where a notice had been issued under subsection @474.36(1) to a 
person who is the defendant. In these circumstances, subsection @474.36(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material.

99. It is appropriate to place an evidential burden in the defendant to prove that at the time 
the notice was issued the defendant was not reckless as to whether the material was 
abhorrent violent material, because at the time of issue, the eSafety Commissioner 
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was required under subsection @474.36(2) to be satisfied on reasonable grounds that 
the specific material was abhorrent violent material. Any evidence to the contrary is 
therefore likely to be peculiarly within the knowledge of the defendant. Furthermore, 
it would be significantly more difficult and costly for the prosecution to prove the 
defendant had been reckless as to whether the material was abhorrent violent 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter. 

100. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(5). A further element of that offence, that the person does not 
expeditiously cease hosting the material (paragraph @474.34(5)(d)) would also need 
to be proved.  

101. It is intended that the issuing of the notice would act as a warning to the hosting 
service provider to cease hosting the material. In most circumstances, if the hosting 
service provider were to expeditiously cease hosting the material after receiving the 
notice, a prosecution would be unlikely. However in some circumstances, such as 
where the content had been available for a significant period prior to the eSafety 
Commissioner issuing the notice, a prosecution may be appropriate notwithstanding 
the person has expeditiously ceased hosting the abhorrent violent material after 
receipt of the notice. 

102. Subsection @474.36(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

103. Subsections @474.36(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.36(1), and for 
certified copies to have an equal effect under subsections 474.36(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

104. Subsection @474.36(10) provides that section @474.36 extends to matters and things 
outside Australia. Subsection @474.36(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to 
localities, jurisdictions and other matters and things shall be construed as references 
to such localities jurisdictions and other matters and things in and of the 
Commonwealth. The effect of overcoming this presumption is to make clear that the 
eSafety Commissioner can issue notifications to persons that provide hosting services 
outside Australia and to persons that provide hosting services who are located or 
incorporated outside of Australia.   

105. However, subsection @474.36(10) does not overcome the limitation contained in 
subsection @474.34(7) that subsection @474.34(5) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections 474.36(5) and 474.36(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under 474.34(5). 
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Section @474.37—Defences in respect of abhorrent violent material 

106. New section @474.37 sets out defences available in relation to an offence under new 
section @474.34. Each of the defences is in respect to providing access to or the 
hosting of abhorrent violent material.

Content service

107. Subsection @474.37(1) relates to offences under subsection @474.34(1). Each of the 
paragraphs to subsection @474.37(1) contains an individual defence, providing a 
circumstance in which subsection @474.34(1) would not apply to the material. 

108. Paragraph @474.37(1)(a) would provide that subsection @474.34(1) does not apply if 
the accessibility of the material is necessary for enforcing a law of the 
Commonwealth, a State, a Territory, a foreign country or a part of a foreign country. 
This is intended to avoid situations where a conflict of laws requires the material to 
both be removed from access by end-users and retained in order to assist law 
enforcement. Paragraph @ 474.37(1)(a) resolves this conflict in favour of retaining 
the material

109. Paragraph @474.37(1)(b) would provide that subsection @474.34(1) does not apply 
if the accessibility of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not compromise legitimate law enforcement procedures or operations. 
For example, it may be necessary for a person to maintain access to abhorrent violent 
material in a situation where access may assist in identifying the perpetrators of the 
abhorrent violent conduct. 

110. Paragraph @474.37(1)(c) provides that subsection @474.34(1) does not apply if the 
accessibility of the material is for the purposes of proceedings in a court or tribunal. 
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
access to material is not restricted by the operation of the offence under new section 
@474.34 (1).     

111. Paragraph @474.37(1)(d) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is necessary for, or of assistance in, conducting 
scientific, medical, academic or historical research and that accessibility is reasonable 
in the circumstances for the purpose of conducting that research. For example, this 
may include where the material is included in academic papers, or where research is 
being conducted into contemporary reactions to historical case studies of terrorism or 
other violent events. 

112. Paragraph @474.37(1)(e) would provide that subsection @474.34(1) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is 
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism. 

113. Paragraph @474.37(1)(f) would provide that subsection @474.34(1) does not apply if 
accessibility of the material is in connection with the performance by a public official 
of that official’s duties and the accessibility is reasonable in the circumstances for the 
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purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

114. Paragraph @474.37(1)(g) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties and the accessibility 
is reasonable in the circumstances for the purpose of assisting the public official. This 
could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security
intelligence officer’s official duties.

115. Paragraph @474.37(1)(h) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is for the purpose of advocating a lawful procurement 
of a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the accessibility of the 
material is reasonable in the circumstances for that purpose. This could include, for 
example, material published by a civil society body for the purpose of denouncing the 
laws, policy or practice that enabled the conduct recorded or streamed in that 
material.

116. Paragraph @474.37(1)(i) would provide that subsection @474.34(1) does not apply if 
accessibility of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

Hosting Services

117. Subsection @474.37(2) relates to offences under subsection @474.34(5). Each of the 
paragraphs to subsection @474.37(2) contains an individual defence, providing a 
circumstance in which subsection @474.34(5) would not apply to the material. 

118. Paragraph @474.37(2)(a) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is necessary for enforcing a law of the Commonwealth, a 
State, a Territory, a foreign country or a part of a foreign country. This is intended to 
avoid situations where a conflict of laws requires the material to both be removed 
from access by end-users and retained in order to assist law enforcement.
Paragraph @ 474.37(2)(a) resolves this conflict in favour of retaining the material. 

119. Paragraph @474.37(2)(b) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not interrupt legitimate law enforcement procedures. For example, it
may be necessary for a person to host abhorrent violent material in a situation where 
access may assist in identifying the perpetrators of the abhorrent violent conduct. 

120. Paragraph @474.37(2)(c) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is for the purposes of proceedings in a court or tribunal. 
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
access to material is not restricted by the operation of the offence under new section 
@474.34.     
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121. Paragraph @474.37(2)(d) would provide that subsection @474.34(5) does not apply 
if hosting of the material is necessary for, or of assistance in, conducting scientific, 
medical, academic or historical research and that the hosting is reasonable in the 
circumstances for the purpose of conducting that research. For example, this may 
include where the material is published in hosted academic papers, or where the 
provider hosts a website that is being utilised to conduct research into contemporary 
reactions to historical case studies of terrorism or other violent events. 

122. Paragraph @474.37(2)(e) would provide that subsection @474.34(5) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism. 

123. Paragraph @474.37(2)(f) would provide that subsection @474.34(5) does not apply if 
hosting of the material is in connection with the performance by a public official of 
that official’s duties and the hosting is reasonable in the circumstances for the 
purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

124. Paragraph @474.37(2)(g) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties and the hosting is 
reasonable in the circumstances for the purpose of assisting the public official. This 
could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security 
intelligence officer’s official duties.

125. Paragraph @474.37(2)(h) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is for the purpose of advocating a lawful procurement of 
a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the hosting of the material is 
reasonable in the circumstances for that purpose. This could include, for example, 
material published by a civil society body for the purpose of denouncing the laws, 
policy or practice that enabled the conduct recorded or streamed in that material.

126. Paragraph @474.37(2)(i) would provide that subsection @474.34(5) does not apply if 
the hosting of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

Section @474.38—Implied freedom of political communication  

127. Subsection @474.38(1) makes clear that new Subdivision H would not apply to the 
extent that it would infringe any constitutional doctrine of implied freedom of 
political communication.

128. New section @474.38(1) clarifies the application of existing section 15A of the Acts 
Interpretation Act 1901 (AIA) to the extent that it operates with respect to the implied 
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freedom of political communication. Section 15A of the AIA reflects the fact that 
legislation should be read and construed subject to the Constitution. Where 
Parliament enacts legislation that would be construed as exceeding the legislative 
power of the Commonwealth, it is nevertheless a valid enactment to the extent it is 
not in excess of that power.  

129. Subsection @474.38(1) makes clear that new Subdivision H is not intended to operate 
to the extent it might impermissibly burden the implied constitutional freedom of 
political communication, and preserves the operation of the Subdivision to the extent 
it is not in excess of Commonwealth constitutional power. 

130. Subsection @474.38(2) is included in the Bill to ensure that subsection @474.38(1) 
would not affect the interpretation of, or limit the scope of, section 15A of the AIA. 

Section @474.39—Provider of content service 

131. New section @474.39 would set out circumstances in which a person does not 
provide a content service for the purposes of this subdivision.  

132. New subsection @474.39(1) would provide that a person does not provide a content 
service merely because the person supplied a carriage service that enables material to 
be accessed.

133. New subsection @474.39(2) would provide that a person does not provide a content 
service merely because the person provides a billing service, or a fee collection 
service, in relation to a content service.

134. Section @474.39 is intended to exclude from liability content service providers who 
do not have control of the content available on content service. As these providers do 
not control the content available on their services, the objective of the Bill would not 
be served by holding them liable in the same way as a content provider who has direct 
control of the content on the service. 

Section @474.40—Service of copies of notices by electronic means

135. New section @474.40 would provide that paragraphs 9(1)(d) and (2)(d) of the 
Electronic Transactions Act 1999 do not apply to a copy of a notice issued under new 
subsections @474.35(1) or @474.36(1).  

136. Paragraphs 9(1)(d) and (2)d) of the Electronic Transactions Act 1999 provide that 
where the Commonwealth is permitted or required to give information to a person in 
writing, and the Commonwealth seeks to provide that information electronically, the 
person to whom the information is being must consent to the information being given 
electronically.

137. The intention of these provisions not applying to a notice issued under new 
subsections @474.35(1) or @474.36(1), is to allow a content service provider to 
remove, or the hosting service to cease hosting, the abhorrent violent material as 
quickly as possible.  

138. Noting the widespread use of electronic communications, most content and hosting 
service providers will prefer communications to be provided in electronic form. 
Electronic notices would also be of higher utility as they could include (for example) 
hyperlinks to the relevant material.  
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Section @474.41—Giving a copy of a notice to a contact person etc.

139. Section @474.41 sets out the circumstances in which a copy of a notice issued by the
eSafety Commissioner under subsections 474.35(1) or 474.36(1) is taken to have 
been given to a social media service or a body corporate incorporate outside 
Australia. This section should be read in addition to section 28A of the Acts 
Interpretation Act 1901 which provides for the service of documents. 

Contact Person 

140. Subsection @474.41(1) sets out the circumstances in which a copy of a notice 
required to be issued under @474.35(1) is taken to have been given to a content 
service provider that is a social media service. 

141. Where an employee or agent of the social media service has been designated as a 
contact person as required by paragraph 21(1)(c) of the  Enhancing Online Safety Act 
2015, and the contact details of the contact person have been notified to the eSafety 
Commissioner (a requirement of paragraph 21(1)(d) of the Enhancing Online Safety 
Act 2015), the copy of the notice is taken to have been given to the provider of a 
content service that is a social media service if it is given to the contact person. 

142. This provision is intended to provide certainty as to notification through utilisation of 
an existing communication channel between the eSafety Commissioner and a social 
media service required under section 21 of the Enhancing Online Safety Act 1901.

Agent  

143. Subsection @474.41(2) sets out the circumstances in which a copy of a notice 
required to be issued under @474.35(1) or @474.36(1) is taken to have been given to 
a body corporate incorporated outside Australia.  

144. Where a body corporate does not have a registered office or a principal office in 
Australia and the body corporate has an agent in Australia, a copy of the notice is 
taken to have been given to the body corporate if it is given to the agent. 

145. This provision is intended to provide certainty as to notification where a notice is 
provided to an Australia-based agent of a body corporate incorporated outside 
Australia

Section @474.42—Attorney-General’s consent required for prosecution if alleged conduct 
occurs wholly in a foreign country in certain circumstances

146. Section 16.1 of the Criminal Code provides for when the Attorney-General’s consent 
is required for a prosecution if the alleged conduct occurs wholly in a foreign country.
However, under paragraph 16.1(1)(a) of the Criminal Code section 16.1 only applies 
where section 14.1, 15.1, 15.2, 15.3 or 15.4 of the Criminal Code applies to the 
offence.

147. Due to the combined effect of items 3 and 4 of Schedule 1 to the Bill, sections 14.1, 
15.1, 15.2, 15.3 or 15.4 of the Criminal Code would not apply to the offences found 
in new Subdivision H of Part 10.6.  

148. New section @474.42 would recreate the requirements for the Attorney-General’s 
consent to prosecute offences under new Subdivision H where the alleged conduct 
occurs wholly in a foreign country.
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Section @474.43—Compensation for acquisition of property 

149. Under section 51(xxxi) of the Constitution, the Commonwealth has the power to 
acquire property on just terms from any State or person for any purpose in respect of 
which the Parliament has power to make laws. New subsection @474.43(1) makes 
clear that, if the provisions of the Bill were to effect an acquisition of property from a 
person otherwise than on just terms, the Commonwealth would be liable to pay a 
reasonable amount of compensation to that person.  

150. New subsection @474.43(2) would provide the mechanism by which a person can 
dispute the amount of compensation if agreement cannot be reached with the 
Commonwealth. In that case a person may institute proceedings in either the Federal 
Court of Australia (paragraph @474.43(2)(a)) or the Supreme Court of a State or 
Territory (paragraph @474.43(2)(b)). Given these cases are likely to be rare and 
involve the interpretation of constitutional principles, it is appropriate that they be 
limited to superior courts of record.  

Section @474.44—This Subdivision does not limit Schedule 5 or 7 to the Broadcasting 
Services Act 1992

151. Schedule 5 to the Broadcasting Services Act 1992 sets up a system for regulating 
certain aspects of the internet industry. It requires the eSafety Commissioner to notify 
an Australian police force (including the AFP) and internet service providers where 
the eSafety Commissioner is satisfied that prohibited or potential prohibited content 
hosted outside Australia is of a sufficiently serious nature to warrant referral to law 
enforcement. This notification system allows internet service providers to deal with 
the content in accordance with procedures specified in an industry code or standard. 
‘Prohibited content’ is a defined term under Schedule 7.  

152. Schedule 7 to the Broadcasting Services Act 1992 sets up a regime for complaints to 
and investigations by the eSafety Commissioner in relation to prohibited or potential 
prohibited content. The eSafety Commissioner may take action to deal with 
prohibited or potential prohibited content. In the case of a hosting service, the eSafety 
Commissioner may issue a take-down notice. In the case of live content service, the 
eSafety Commissioner may issue a service-cessation notice. In the case of a links 
service, the eSafety Commissioner may issue of link-deletion notice. 

153. Section @474.44 ensures that the operation of Schedules 5 and 7 to the Broadcasting 
Services Act 1992 will not be limited by the concurrent operation of new 
Subdivision H.  It is intended that the new offences and notice issuing provisions will 
complement the existing notification system for internet service providers. Even 
though internet service providers will not be captured by the offences under new 
@474.34 or the notice issuing provisions under new sections @474.35 and @474.36,
the eSafety Commissioner will continue to be required to notify internet service 
providers where there is content of a sufficiently serious nature to warrant referral to 
law enforcement under Schedule 5 of the Broadcasting Services Act 1992. 

Section @474.45—Review of this Subdivision 

154. New section @474.45 would provide that at the end of the two year period beginning 
at the commencement of this section, the Minister must cause to be conducted a 
review of the operation of new Subdivision H. A report of this review must be given 
to the Minister within 12 months, and tabled in Parliament within 15 sitting days of 
the Minister receiving it.
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Items 2, 3 and 4—Section 475.2 of the Criminal Code, Section 475.2 of the Criminal 
Code, At the end of section 475.2 of the Criminal Code 

155. Section 475.2 provides that each offence in Part 10.6 is subject to extended 
geographical jurisdiction—Category A.  

156. Item 2 would amend section 475.2 to turn existing section 475.2 into subsection 1 of 
the amended 475.2. This amendment is a consequence of the insertion of new 
subsection (2) by item 4 of Schedule 1 to the Bill.

157. Item 3 would amend section 475.2 to exempt the offences in new Subdivision H of 
Division 474 from the general application of section 475.2.

158. Item 4 would insert a new subsection 475.2(2) that would provide that section 14.1 
(standard geographical jurisdiction) does not apply to an offence against 
Subdivision H of Division 474 (that is, the offences introduced by the Bill). 

159. As a result of items 3 and 4 of Schedule 1 to the Bill, the offences in subsections 
@474.33(1), @474.34(1) and @474.34(5) are not subject to the standard 
geographical jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 
of the Criminal Code, the latter being the geographical jurisdiction that applies to the 
other subdivisions in Part 10.6.  As such, these offences contain jurisdictional limits
through the requirement that there must be reasonable grounds to believe the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia (in the case of subsection @474.33) or that the 
material is reasonably capable of being accessed in Australia (in the case of 
subsections @474.34(1) and (5)).  

160. Building jurisdictional limits into offences rather than relying on the Criminal Code 
general or extended geographic jurisdictions is an approach supported by the Guide6

in circumstances where, as in these cases, the offences are designed to cover a limited 
kind of conduct.  

6 See page 36 of the guide.
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Schedule 2—Obligations of internet service providers and internet content hosts

Criminal Code Act 1995 

Item 1—Section 474.25 of the Criminal Code (penalty)

161. Under section 474.25 of the Criminal Code it is an offence if a person who is an 
internet service provider or internet content host is aware that their service can be 
used to access material that they believe on reasonable grounds to be child 
pornography or child abuse material and fails within a reasonable time after becoming 
aware of the existence of the material to refer details of the material to the AFP. A
maximum penalty of 100 penalty units currently attaches to this offence. If the person 
is a body corporate, a maximum penalty of 500 penalty units can be imposed pursuant 
to the corporate multiplier rule under section 4B of the Crimes Act 1914. 

162. Item 1 of Schedule 2 would amend section 474.25 to increase the maximum penalty 
from 100 penalty units to 800 penalty units. For a body corporate found guilty of the 
offence under section 474.25, this would increase the maximum penalty that could be 
imposed from 500 penalty units to 4000 penalty units.   

163. According to the Guide7, a maximum penalty should aim to provide an effective 
deterrent to the commission of the offence, and should reflect the seriousness of the 
offence within the relevant legislative scheme. The current maximum penalty of 100 
penalty units attaching to the offence under section 474.25 does not adequately reflect 
the serious consequences for victims, their families and the community particularly 
where there is underlying conduct of sexual abuse. Furthermore, as a result of the 
failure to refer child pornography or child abuse material to police there is harm 
caused by continued public access to and online dissemination and proliferation of 
such material. A higher maximum penalty is also justified because there may be
strong incentives for persons, particularly large corporations, to fail to take action in 
respect of child pornography and child abuse material and commit these offences. As 
such it is appropriate that the maximum penalty attaching to an offence against 
section 474.25 is raised to 800 penalty units.  

164. An increase in the maximum penalty that can be imposed for an offence under section 
474.25 from 100 penalty units to 800 penalty units is consistent with the maximum 
penalty of 800 penalty units that can be imposed for the offences under new sections 
@474.33, @474.34 and @474.35 in respect of failure to refer abhorrent violent 
material to the Australian Federal Police. It is appropriate that the maximum penalties 
are consistent across sections 474.25, @474.33 and @474.34 given that child 
pornography material, child abuse material and abhorrent violent material are all 
material of a similarly serious nature and which all have a nexus to criminal or 
potentially criminal conduct that should be brought to the attention of the Australian 
Federal Police.  

165. An increase in the maximum penalty from 100 to 800 penalty units under section 
474.25 would enliven section 11.5 of the Criminal Code in respect of the offence of 
conspiracy to commit an offence under section 474.25. This means that a person who 
conspired with another person to commit the offence under section 474.25 could be 
punished as if the offence under 474.25 had been committed.   

7 See page 38 of the Guide. 
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<date posted> 

Prime Minister's exemption - Criminal Code Amendment (Sharing 
of Abhorrent Violent Material) Bill 2019 -Attorney-General's 
Department 

On ~ April 2019, the Government introduced the Criminal Code Amendment (Sharing of Abhorrent 
Violent Material-3iU) Bill 2019 into Parl iament. 

The Bill will introduce new offences in the Criminal Code to ensure that internet, hosting or content 

services proactively refer abhorrent violent material to law enforcement, and that hosting and 

content services expeditiously remove from their platforms abhorrent violent material that is 
capable of being accessed w ithin Australia. 

pre·,•eAt tl=ie elisseFA iAatioA of abl=iorreAt 1.«ioleAt FAaterials ,•,l=i icl=i elepict acts of violeAce tl=iat 

perpetrators or tl=ieir associates l=ia·,•e recoreleel. Tl=ie offeAces will apply to: iAteFAet coAteAt pro1.«ielers 
tl=iat elo Rot act respoAsi·,•ely to reFAo>.«e 1::1sers' access to abl=iorreAt >.«ioleAt FAaterial; iAeli1.«iel1::1als ·,vl=io 

p1::1blisl=i or sl=iare abl=iorreAt >.«ioleAt FAaterial oAliAe; aAel iAel i1.«iel1::1als wl=io possess abl=iorreAt 1.«ioleAt 

FAaterial w itl=i tl=ie iAteAtioA of p1::1bl isl=i iAg or sl=iariAg tl=ie FAaterial oAliAe. 

The Prime Minister granted an exemption from the need to complete a Regulation Impact 

Statement because there were truly urgent and unforeseen events requiring a decision before an 

adequate regulatory impact assessment could be undertaken. 

The Attorney-Genera l's Department will quantify the cost of the regulation within three months and 

will complete a Post Implementation Review within two years. 

[RIS Category: Aust Gov] [Tags: AGO, PIR required] 

Attorney-General's Department 

p I I t Best PIR Regulatory 
roposa R SS atus practice required Burden (Sm) 

Criminal Code Amendment (Sharing of Violent Material) Bill 2019 NIA NIA Yes 

The Prime Minister granted an exemption from the need to complete a RIS because there were truly urgent and 
unforeseen events requiring a decision before an adequate regulatory impact assessment could be undertaken. 
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THE PARLIAMENT OF THE COMMONWEALTH OF AUSTRALIA

SENATE

CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

EXPLANATORY MEMORANDUM

(Circulated by authority of the Attorney-General,
the Honourable Christian Porter MP)
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Abbreviations used in the Explanatory Memorandum

AFP The Australian Federal Police

The Bill Criminal Code Amendment Sharing of Abhorrent Violent 
Material) Bill 2019

Criminal Code Schedule to the Criminal Code Act 1995 

eSafety Commissioner The statutory position created by Part 7 of the Enhancing 
Online Safety Act 2015 

The Guide The Guide to framing Commonwealth offences, infringement 
notices and enforcement powers, September 2011 edition 
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CRIMINAL CODE AMENDMENT (SHARING OF ABHORRENT VIOLENT 
MATERIAL) BILL 2019

GENERAL OUTLINE

1. The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for 
live streaming and other video sharing platforms to be abused by extremist 
perpetrators to amplify their messages in the immediate aftermath of these incidents. 
In that case, the perpetrator streamed the attack in real-time. The video was then 
widely re-shared across a number of social media platforms.

2. The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 2019
(Bill) will address significant gaps in Australia’s current criminal laws by ensuring 
that persons who are internet service providers, or who provide content or hosting 
services, take timely action in relation to abhorrent violent material that can be 
accessed using their services. This will ensure that online platforms cannot be 
exploited and weaponised by perpetrators of violence. 

3. This Bill will make amendments to the Criminal Code Act 1995 to introduce new 
offences to ensure that internet, hosting or content services are proactively referring 
abhorrent violent material to law enforcement, and that hosting and content services 
are expeditiously removing abhorrent violent material that is capable of being 
accessed within Australia.

4. To achieve this, the Bill would place obligations on:

internet service providers, hosting service providers and content service 
providers to refer the details of abhorrent violent material that records or 
streams abhorrent violent conduct that has occurred, or is occurring, in 
Australia to the Australian Federal Police within a reasonable time of 
becoming aware of the existence of the material, and

hosting service providers and content services providers to expeditiously 
remove from, or cease hosting on, their services abhorrent violent material 
that is reasonably capable of being accessed within Australia.

5. Abhorrent violent material is audio, visual, or audio-visual material that is recorded or 
streamed by the perpetrator(s) or their accomplices. Furthermore, it must be material
that reasonable persons would regard as being offensive, and is recorded or streamed 
in the course of: 

engaging in a terrorist act (involving serious physical harm or death, and 
otherwise within the meaning of section 100.1 of the Criminal Code),  

the murder of another person,  

the attempted murder of another person,  

the torture of another person,  

the rape of another person, or  

the kidnapping involving violence of another person. 
6. The Bill would provide a new power to the eSafety Commissioner to issue a written 

notice to a provider of a content service or hosting service notifying them that 
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abhorrent violent material can be accessed by or is hosted on their service. The effect 
of this notice, in relation to the offence for failure to remove or cease hosting, is to: 

put the provider on notice that their service is being used to access specified 
material 

put the provider on notice that the specified material that can be accessed on 
their service is abhorrent violent material

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material could be accessed 
from the provider’s service, and

create a presumption for the purpose of any future prosecution that the 
provider was reckless as to whether the specified material that could be 
accessed on their service was abhorrent violent material.   

Financial Impact Statement

7.  The Bill is unlikely to have a significant impact on consolidated revenue. 

Regulation Impact Statement

8. The Prime Minister has granted an exemption from the need to complete a Regulatory 
Impact Statement. 
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STATEMENT OF COMPATIBILITY WITH HUMAN RIGHTS

Prepared in accordance with Part 3 of the Human Rights (Parliamentary Scrutiny) Act 2011
1. This Bill is compatible with the human rights and freedoms recognised or declared in 

the international instruments listed in section 3 of the Human Rights (Parliamentary 
Scrutiny) Act 2011.

Overview of the Bill

2. The objective of the Bill is to address significant gaps in Australia’s current criminal 
laws by ensuring that persons who are internet service providers, or who provide 
content or hosting services, take timely action to remove or cease hosting abhorrent 
violent material when it can be accessed using their services.  

3. To this end, the Bill introduces Commonwealth offences into the Criminal Code Act 
1995 (Criminal Code) that will apply to persons that provide internet, hosting or 
content services who fail to refer details of abhorrent violent material that records or 
streams conduct that has occurred, or is occurring, in Australia to the AFP within a 
reasonable time after becoming aware of the existence of the material. The Bill will 
also introduce new offences that will apply to persons who provide content or hosting 
services who fail to remove from, or cease hosting, on their services abhorrent violent 
material that is capable of being accessed within Australia.

4. Under the Bill, the eSafety Commissioner will have the power to issue a notice to a 
content service provider or hosting service stating that at the time of the notice the 
abhorrent violent material could be accessed using, or was hosted, on the person’s 
service.

Human rights implications

5. This Bill engages the following rights: 

the right to procedural guarantees in article 14 of the International Covenant 
on Civil and Political Rights [1976] ATS 5 (ICCPR) 

the right to freedom from interference in privacy and correspondence in article 
17 of the ICCPR 

the right to freedom of expression in article 19(2) of the ICCPR,  

the right to freedom from propaganda, discrimination and hatred in article 20 
of the ICCPR, and 

the right of the child to be protected from all forms of physical and mental 
violence including sexual abuse in articles 19 and 34 of the Convention on the 
Rights of the Child [1991] ATS 4 (CRC). 

Schedule 1—Sharing of abhorrent violent material 
6. The primary objectives of Schedule 1 to this Bill are to ensure that:

persons who are internet service providers, or who provide hosting or content 
services are reporting abhorrent violent material that records or streams 
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abhorrent violent conduct that has occurred or is occurring in Australia to the 
Australian Federal Police (AFP), and

persons who provide content services or hosting services are acting 
expeditiously to remove from or cease hosting abhorrent violent material on
their services.

7. Schedule 1 will introduce new offences that will apply to persons who provide 
internet, hosting or content services who fail to refer details of abhorrent violent 
material that records or streams conduct that has occurred, or is occurring, in 
Australia to the AFP within a reasonable time after becoming aware of the existence 
of the material. A maximum penalty of 800 penalty units will attach to these offences. 
These offences will apply to hosting services and content services irrespective of 
whether the person provides these services within or outside of Australia. A defence 
to these offences is that if there are reasonable grounds to believe the AFP is already 
aware of the details of the material, the obligation to refer those details will not apply.
A defendant would bear the evidential burden to establish this belief.  

8. Schedule 1 will also introduce new offences that will apply to persons that provide 
content or hosting services who fail to remove or cease hosting abhorrent violent 
material that is capable of being accessed within Australia. A maximum penalty of 3 
years imprisonment or 10,000 penalty units, or both, will attach to these offences 
where an individual is found guilty. Where a body corporate is found guilty, the 
maximum penalty that will apply will be the greater of 50,000 penalty units or 10% of 
the annual turnover of the body corporate.  Defences to these offences will be 
available in respect of abhorrent violent material that is related to assisting law 
enforcement, reporting of news and current affairs, public policy advocacy, good faith 
artistic work, research purposes, court or tribunal proceedings, and the performance 
by public officials of their duties (and individuals assisting these officials in their 
duties).  These offences will not apply to internet service providers or providers of 
relevant electronic services such as chat and instant messaging services.  

The right to procedural guarantees in article 14 of the ICCPR  

9. Article 14 of the ICCPR establishes the rights courts and tribunals should provide to 
all persons, including procedural guarantees, the universality of the rule of law and 
the presumption of innocence. The United Nations Human Rights Committee has 
stated that ‘article 14 of the Covenant aims at ensuring the proper administration of 
justice and to this end guarantees a series of specific rights’. The engaged right is 
provided for in paragraph 2 of article 14. It states that ‘everyone charged with a 
criminal offence shall have the right to be presumed innocent until proved guilty 
according to law’.  

10. This right is engaged by sections @474.35 and @474.36 of the Bill, which set out the 
eSafety Commissioner notice regime and have the effect of placing an evidential 
burden on defendants in limited circumstances in respect of proving the offences 
under section @474.34. These sections provide that, in prosecutions where the 
defendant is accused of an offence under subsections @474.34(1) or (5), and the 
eSafety Commissioner has issued a written notice under subsections @474.35(1) or 
@474.36(1), it must be presumed that the person was reckless as to whether the 
specified material could be accessed using, or was hosted on, their service at the time 
the notice was issued. To overcome this presumption, the defendant must adduce or 
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point to evidence that suggests a reasonable possibility that the person was not 
reckless as to this matter. 

11. Article 14 is not an absolute right, it is subject to permissible measures that restrict 
rights provided they are prescribed by law and are reasonable, necessary and 
proportionate means for pursuit of a legitimate objective. While section @474.35 and 
@474.36 would engage the rights afforded by article 14 of the ICCPR, the sections 
would do so in a manner that is tailored to achieving a legitimate goal. The Bill’s 
objective is to reduce the impact and reach of abhorrent violent material sought by 
perpetrators who intend to spread their violent and extreme propaganda. Abhorrent 
violent material produced by perpetrators and their accomplices has objectionable 
value as it often constitutes propaganda or recruitment material for further criminal 
activity, prejudices the dignity of the victims and has the potential to cause harm and 
distress to vulnerable sections of the community.  

12. The offences included in the Bill are appropriately connected to the Bill’s objective 
because reasonably limiting the rights provided by article 14 allows for the offences 
to operate as deterrents to content service and hosting service providers who fail to 
act in relation to abhorrent violent material.  

13. The eSafety Commissioner notice regime not only operates to put content and hosting 
services on notice as to the existence of the abhorrent violent material that can be 
accessed using their platform but also reverses the evidential burden in respect of two 
elements of the offences. This has the effect of incentivising providers to comply with 
their obligations under the new offences.   

14. As is the case in the Bill, the evidential burden is often reversed in circumstances 
where information pertaining to a defence is: 

peculiarly within the knowledge of the defendant, and 

it would be significantly more difficult and costly for the prosecution to 
disprove than for the defendant to establish the matter. 

15. Where a notice has been issued under @474.35 or @474.36, information that would 
prove the mental state of a person in relation to: 

the accessibility of material using or hosting of material on a service, and

that the material was abhorrent violent material

satisfies the above circumstances to justify a reversal in evidential burden. These are 
reasonably limited and proportionate presumptions. 

16. Additionally, the presumptions are not sufficient to prove an offence under section 
@474.34. A further element of that offence, that the person does not ensure the 
expeditious removal of the material, or expeditiously cease hosting the material,
would also need to be proved by the prosecution.  

The right to freedom from interference in privacy and correspondence in article 17 of 
the ICCPR 

17. Article 17 of the ICCPR establishes the right to freedom from interference and 
correspondence in that ‘no one shall be subjected to arbitrary or unlawful interference 
with his privacy, family, home or correspondence’. The remit of this right is 
established in greater detail by General Comment No. 16 of the Human Rights 
Committee. It states that such protections ‘are required to be guaranteed against all 
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such interferences and attacks whether they emanate from State authorities or from
natural or legal persons’.

18. The offences under section @474.34 will deter content service and hosting service 
providers from failing to take action in relation to abhorrent violent material that can 
be accessed using, or is hosted on, their services. These offences criminalise failure to 
expeditiously remove or cease hosting abhorrent violent material from their services. 
This regime would indirectly limit the nature and volume of content that end-users 
are able to access and share with each other. This is because content service hosts and 
content service providers that provide or host content would become more proactive 
in ensuring they expeditiously remove or ceasing hosting abhorrent violent material.  
This would engage the rights provided by article 17 because it may affect the nature 
and feasibility of correspondence between Australian citizens, albeit only for a 
narrow and specific type of objectionable material. 

19. The Bill’s objective is to reduce the impact and reach of abhorrent violent material 
sought by perpetrators who intend to spread their violent and extreme propaganda. 
The audio and visual content produced by perpetrators has objectionable value as it
often constitutes propaganda or recruitment material for further criminal activity, 
prejudices the dignity the victims and has the potential to cause harm and distress to 
vulnerable sections of the community. The Bill’s engagement with article 17 is a
necessary consequence of the pursuit of this objective. 

20. In order to limit the reach of objectionable material, correspondence between 
individuals must, by definition, be limited to exclude the material in question. By 
targeting only the conduct of hosting service providers and content service providers 
instead of the conduct of end-users, the Bill would indirectly limit the correspondence 
of private citizens as a proportionate and necessary consequence of pursuing its 
primary objective. 

21. It is also reasonable to argue that readily sharing objectionable material is not the type 
of correspondence article 17 aims to protect. In its preamble, the ICCPR states that 
‘the individual [has] duties to other individuals and to the community to which he 
belongs’ and that ‘freedom from fear and want can only be achieved if conditions are 
created whereby everyone may enjoy his civil and political rights’. The unchecked 
proliferation of abhorrent violent material, which would include terrorist attack 
propaganda and audio and visual content depicting objectionable acts, is incompatible 
with the goals of the ICCPR and all other international human rights instruments. 

22. The legitimacy of the Bill’s objective in the context of its interaction with article 17 is 
further supported by the general comments of the Human Rights Committee. 
Paragraph 3 of General Comment No. 16 states that the ‘term ‘unlawful’ means that 
no interference can take place except in cases envisaged by the law. Interference 
authorised by States can only take place on the basis of law, which itself must comply 
with the provisions, aims and objectives of the Covenant.’ In this case, the laws 
proposed by the Bill are compatible with the tenets laid out by the preamble of the 
ICCPR. Again, limiting the reach of objectionable material promotes the objectives of 
‘freedom from fear’ and fosters conditions ‘whereby everyone may enjoy his civil 
and political rights’. The rational connection between the limitation imposed by the 
Bill and its objective is established in the pursuit of the ICCPR’s overarching goals. 

23. Following the logic of the general comments from the Human Rights Committee and 
considering the nature of the content, it is reasonable to conclude that indirectly 
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restricting access to objectionable material is a reasonable, necessary and 
proportionate means to achieving a legitimate objective reducing the impact and 
reach of abhorrent violent material sought by perpetrators who intend to spread their 
violent and extreme propaganda. 

The right to freedom of expression in Article 19 of the ICCPR

24. Article 19 of the ICCPR provides for the right to freedom of expression. Article 19(2) 
of the ICCPR recognises the right to receive and impart information and ideas 
through any medium, including written and oral communication, the media, 
broadcasting and commercial advertising.  

25. The right to freedom of expression is not an absolute right. Article 19(3) stipulates 
that this right may be restricted by law if necessary: 

for the respect of the rights or reputations of others, or  

for the protection of national security or of public order, or of public health or 
morals.

26. New section @474.34 introduces an offence that would apply to hosting or content 
services that fail to expeditiously remove or cease hosting abhorrent violent material 
from their services. This will have the indirect effect of limiting individuals’ ability to 
share and disseminate abhorrent violent material on these services.

27. Terrorism threatens Australia’s national security and the rights and freedoms of 
Australians. It is essential that our laws evolve to reflect the current threat posed by 
terrorism. The attack in Christchurch of 15 March 2019 demonstrates that content 
services and hosting services can be used and are being used to publish material that 
records or streams terrorist attacks and may be used to spread other abhorrent violent 
material. The audio and visual content produced by perpetrators often constitutes 
propaganda or recruitment material for further criminal activity, prejudices the 
dignity the victims and has the potential to cause harm and distress to vulnerable 
sections of the community. The sharing and dissemination of such material increases 
the potential for harm to Australians and our national security.  

28. Regulating the public’s access to abhorrent violent material through section @474.34 
is a legitimate and necessary measure to protect the safety of Australians. Requiring 
content services and hosting services to remove or cease hosting this material is likely 
to achieve this objective because it inhibits platforms from providing access to and 
hosting this material.

29. Indirectly limiting how private citizens may express their opinions is a proportionate 
and necessary consequence of pursuing the objective of this Bill. The offences do not 
criminalise an individual’s expression; they simply limit the individual’s access to 
platforms on which this expression may take place. Sharing abhorrent violent material 
can have a negative impact on well-being and could incite further violence. These 
measures are proportionate to the risk from abhorrent violent material. It is necessary 
to limit individuals’ access to the materials to prevent the material from inciting 
further criminal offences, and to prevent harm to vulnerable people who access or 
inadvertently access the abhorrent violent material.  

30. Further, these offences are entirely consistent with Article 19(3), which stipulates that 
the right to freedom of expression established by Article 19(2) may be restricted for 
the protection of national security, public order or public health or morals. 
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Disseminating abhorrent material on content services and internet host services may 
threaten national security by serving as propaganda or recruitment material for further 
criminal activity, prejudice the dignity of the victims and has the potential to cause 
harm and distress to vulnerable sections of the community. The ability to readily 
share objectionable material is not a desirable outcome of a robust freedom of 
expression right. Requiring content services and hosting services to remove abhorrent 
violent material is consistent with the special responsibilities attached to article 19.   

31. The Bill is proportionate and not arbitrary because it applies a defence in respect of 
abhorrent violent material, contained in section @474.37. Section @474.37 would not 
prohibit the sharing of abhorrent violent material or the freedom of expression in all 
circumstances, instead it would limit how this expression is disseminated. The 
offences under section @474.34 would not apply if access to abhorrent violent 
material is necessary to:

enforce the law 

investigate or monitor compliance with the law

conduct proceedings in a court or tribunal 

conduct scientific, medical, academic or historical research

report on news and current affairs in the public interest

assist public officials in exercising their duties

advocate for changes to laws, or 

develop, perform, exhibit or distribute, in good faith, artistic work. 
32. These defences mean that the new offences in section @474.34 would have a direct 

correlation with the objective of limiting the sharing of abhorrent violent material. 
The offences are not overreaching and will not catch instances where abhorrent 
violent material is accessible for a legitimate purpose.

The right to freedom from propaganda, discrimination and hatred in article 20 of the 
ICCPR 

33. Article 20 of the ICCPR provides that ‘any propaganda for war’ and ‘any advocacy of 
national, racial or religious hatred that constitutes incitement to discrimination, 
hostility or violence shall be prohibited by law’.  

34. The objective of the Bill advances the rights contained in article 20. By limiting the 
availability of abhorrent violent material that may be used to promote or glorify 
discrimination, hatred and organised violence, the Bill espouses the inclusive and safe 
environment article 20 hopes to foster.  

35. The events in Christchurch that precipitated the drafting of this Bill mirror the 
examples of hatred and incitement given by paragraph 2 of article 20. Restricting 
access to the audio and visual content produced by perpetrators of such events 
diminishes the potential for a perpetrator to advocate for further attacks and protects 
the targeted groups from discrimination, hostility and violence.  

36. In adhering to article 20, the Bill also supports freedom of speech guarantees under 
article 19. General Comment No. 11 by the Human Rights Committee states that the 
prohibitions required by article 20 are ‘fully compatible with the right of freedom of 
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expression as contained in article 19, the exercise of which carries with it special 
duties and responsibilities’. Protecting vulnerable sections of the community from the 
damage of abhorrent violent material would constitute one of those special duties and 
responsibilities.     

Schedule 2—Obligation of internet service providers and internet content hosts
37. The primary objective of Schedule 2 is to ensure that sufficiently high penalties are 

operating to deter internet services providers and internet content hosts from failing to 
refer details of child pornography material and child abuse material to the Australian 
Federal Police. 

38. Schedule 2 contains an amendment to section 474.25 of the Criminal Code it which 
would increase the maximum penalty that can be imposed for breach of this section 
from 100 penalty units to 800 penalty units.  

Right of the child to be protected from sexual abuse in articles 19 and 34 of the CRC
39. Article 19 of the CRC provides that: 

States Parties shall take all appropriate legislative … measures to protect the child 
from all forms of physical or mental violence, injury or abuse, … including sexual 
abuse, while in the care of parent(s), legal guardian(s) or any other person who has 
care of the child.

40. Article 34 similarly provides that “State Parties undertake to protect the child from all 
forms of sexual exploitation and sexual abuse”, including taking all appropriate 
measures to prevent “the exploitative use of children in pornographic performances 
and materials”.

41. Schedule 2 promotes articles 19 and 34 of the CRC by ensuring that the maximum 
penalties for failure to refer child pornography and child abuse material to the 
Australian Federal Police more appropriately reflect the serious consequences for 
victims, their families and the community, particularly where there is underlying 
conduct of sexual abuse.

Conclusion 

42. For the reasons given above, the Bill is compatible with human rights. Where it seeks 
to restrict those rights, it does so in a fashion that is necessary and proportionate to 
achieving the legitimate objectives of ensuring that: 

persons who provide internet services, hosting service and content services are 
reporting abhorrent violent material that records or streams abhorrent violent 
conduct that has occurred or is occurring in Australia to the AFP 

persons who provide content services and hosting services are acting 
expeditiously to remove or cease hosting abhorrent violent material from their 
services, and

sufficiently high penalties are operating to deter internet services providers 
and internet content hosts from failing to refer details of child pornography 
material and child abuse material to the Australian Federal Police.
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NOTES ON CLAUSES

Clause 1: Short title

43. This clause provides that the Bill, when enacted, is the Criminal Code Amendment 
(Sharing of Abhorrent Violent Material) Act 2019 (the Act). 

Clause 2: Commencement

44. This clause contains a table that provides when the Bill would commence. Item 1 of 
the table provides that the whole of the Bill would commence on the day after the Act 
receives Royal Assent.

Clause 3: Schedule

45. Clause 3 provides that amendments to, or repeal of, legislation specified in the Act are 
set out in the Schedules to the Act and any other item in a Schedule to the Act has 
effect according to its terms.
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Schedule 1—Sharing of abhorrent violent material

Criminal Code Act 1995 

Item 1—At the end of Division 474 of the Criminal Code  

1. Item 1 inserts a new Subdivision H—Offences relating to use of carriage service for 
sharing of abhorrent violent material into Part 10.6 of the Criminal Code. This
subdivision contains new offences that will apply to internet service providers, 
hosting service providers and content service providers who fail to refer details of 
abhorrent violent material that records or streams conduct that has occurred or is 
occurring in Australia to the AFP within a reasonable time after becoming aware of 
the existence of the material. The subdivision also contains new offences that will 
apply to hosting service providers and content service providers who fail to remove 
from or cease hosting on their services abhorrent violent material that is capable of 
being accessed within Australia.

2. These offences are intended to ensure that internet service providers, hosting service 
providers and content service providers are taking responsibility for referring to the 
AFP and removing abhorrent violent material than can be accessed using or is hosted 
on their services. The offences are intended to have the effect of reducing the impact 
and reach of abhorrent violent material sought by perpetrators who intend to spread 
their violent and extreme propaganda.  

Section @474.30—Definitions 

3. New section @474.30 would insert new definitions for the purposes of new 
Subdivision H of Part 10.6 of the Criminal Code.

Abhorrent violent conduct 
4. Abhorrent violent conduct would take the meaning given by new section @474.32, 

and is discussed further below.

Abhorrent violent material 
5. Abhorrent violent material would take the meaning given by section @474.31 and is 

discussed further below.

Consent 
6. Consent is defined to mean free and voluntary agreement. Consent is used in 

Subdivision H in relation to rape and kidnapping. These two aspects of an agreement
are commonly used in State and Territory Acts to define consent in relation to sexual 
offences.1

Content service
7. Content service is defined to mean either a social media service (paragraph (a)) or a 

designated internet service (paragraph (b)) within the meaning of those terms in the 
Enhancing Online Safety Act 2015. 

1 See, for example, subsection 61HE(2) of the Crimes Act 1900 (NSW), subsection 348(1) of the Criminal Code 
1899 (Qld), paragraph 319(2)(a) of the Criminal Code Act Compilation Act 1913 (WA), subsection 46(2) of the 
Criminal Law Consolidation Act 1935 (SA). 
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8. ‘Social media service’ is defined in the Enhancing Online Safety Act 2015 to mean an 
electronic service that satisfies a number of conditions including that the sole or 
primary purpose of the service is to enable online social interaction between two or 
more end-users.

9. ‘Designated internet service’ is defined under the Enhancing Online Safety Act 2015 
to mean a service that allows end-users to access material using an internet carriage 
service, or a service that delivers material to persons having equipment appropriate 
for receiving that material where the delivery of the service is by means of an internet 
carriage service. The definition in section 9A of that Act, provides that a ‘designated 
internet service’ does not include a social media service, a relevant electronic service, 
an on-demand program service or a service specified by legislative instrument under 
subsection 9A(2) of that Act.  Furthermore, a person does not provide a designated 
internet service if they merely provide a billing service, or a fee collection service, in 
relation to the designated internet service (per subsection @474.39(2)). A website is 
an example of a content service that is a designated internet service.

Hosting service
10. ‘Hosting service’ has the same meaning as the definition of ‘hosting service’ under 

section 9C of the Enhancing Online Safety Act 2015 except that under the Bill it is
limited to the hosting of stored material that has been or is posted on a social media 
service or a designated internet service. The definition does not require the hosting 
service provider to be providing one of those services (although often a hosting 
service provider may also provide one of those services). An example of a hosting 
service is a service that stores material or content for a website (a website being a 
designated internet service). 

11. The definition of ‘hosting service’ under section @474.30 expressly provides that for 
the purposes of Subdivision H, the definition of hosting service does not include the 
hosting of stored material that has been posted on a relevant electronic service.
Relevant electronic services includes Short Message Service (SMS), Multimedia 
Messaging Service (MMS), chat and instant messaging that are not used as 
repositories of content, but are instead used to transmit content one to one or one to 
many. As the content distribution mode of these services is via directed 
communications rather than public or broad private publishing, they are outside the 
scope of Subdivision H. 

12. A search engine which merely indexes content and makes it searchable would not 
meet the definition of a hosting service.  

Section @474.31—Abhorrent violent material

13. New section @474.31 would define the term ‘abhorrent violent material’ to mean 
material that is audio, visual, or audio-visual material that records or streams 
abhorrent violent conduct engaged in by one or more persons where a reasonable 
person would regard the material as being, in all the circumstances, offensive.

14. Audio material, visual material and audio-visual material is intended to capture live-
streamed and recorded video footage, live-streamed and recorded audio recordings 
(which do not need to be accompanied by visual material), as well as photographs 
including still images taken from video footage.  

15. In determining whether material is ‘offensive’ for the purpose of meeting the 
requirements under the definition of abhorrent violent material, section 473.4 of the 
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Criminal Code should be consulted. Section 473.4 sets out matters to be taken into 
account in deciding for the purposes of Part 10.6 (which will include the new 
offences under sections @474.33-34) whether reasonable persons would regard 
particular material as being in all the circumstances offensive. These include:

the standards of morality, decency and propriety generally accepted by 
reasonable adults; and

the literary, artistic or educational merit (if any) of the material; and

the general character of the material (including whether it is of a medical, legal 
or scientific character).

16. The definition of abhorrent violent material is not intended to capture footage of 
violent sporting events (for example, boxing), medical procedures, or consensual 
sexual acts that involve elements of violence. 

17. Additionally, the material must be produced by a person who is, or by two or more 
persons each of whom is: 

a person who engaged in the abhorrent violent conduct 

a person who conspired to engage in the abhorrent violent conduct 

a person who aided, abetted, counselled or procured, or was in any way 
knowingly concerned in, the abhorrent violent conduct, or 

a person who attempted to engage in the abhorrent violent conduct. 
18. This requirement is intended to ensure that only material recorded or streamed by the 

perpetrator(s) and their accomplice(s) will be captured by the definition of abhorrent 
violent material. Material recorded or streamed by other persons, such as victims of 
the conduct, bystanders who are not complicit in the conduct, or media organisations,
will not be considered to be caught by this definition even though such material may 
record or stream abhorrent violent conduct. Material recorded or streamed by persons 
who are not the perpetrator(s) or their accomplice(s) will therefore not be captured by 
the new offences under sections @474.33–@474.34.  

19. In some circumstances it may be difficult to determine whether material recorded or 
streamed by a third party has been produced by an accomplice or by an innocent 
bystander. However, the offences in the Bill will only be made out if the prosecution 
can prove that the person had reasonable grounds to believe that the material had been 
produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
sections @474.33), or that the person was reckless as to whether the material had 
been produced by a perpetrator(s) or their accomplice(s) (in relation to offences under 
section @474.34). Therefore, if a person believed on reasonable grounds that the 
material had not been produced by an accomplice, or the person was not aware that 
there was a substantial risk that material has been produced by an accomplice, the 
prosecution would be unlikely to prove this element of the offences.  

20. New subsection @474.31(2) provides that, for the purposes of this section, it is 
immaterial whether the material has been altered. This subsection operates to ensure 
that abhorrent violent material material that has been edited into a new form but still 
includes its original content would continue to be abhorrent violent material. For 
example, video footage that is abhorrent violent material could be edited in respect of 
its length, edited to appear in colour or monochrome, or have unrelated images or text 
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superimposed onto the footage. This content would remain abhorrent violent material
to the extent it continued to fulfil the definition of abhorrent violent material. 

21. New subsection @474.31(3) provides that it is immaterial whether the abhorrent 
violent conduct was engaged in within or outside of Australia. This is consistent with 
the objective of the Bill in ensuring that content service providers and hosting service 
providers will proactively remove and cease hosting abhorrent violent material, no 
matter where the underlying conduct is committed.   

Section @474.32—Abhorrent violent conduct 

22. New section @474.32 would define the term ‘abhorrent violent conduct’. This term 
further limits the scope of the definition of abhorrent violent material for the purposes 
of the new offences. 

23. New subsection @474.32(1) would provide that a person engages in abhorrent violent 
conduct if the person does any of the following: 

engages in a terrorist act (involving serious physical harm or death, and 
otherwise within the meaning of section 100.1 of the Criminal Code) 

murders another person 

attempts to murder another person 

tortures another person

rapes another person, or 

kidnaps another person. 

24. The common theme in these categories is that the recording or streaming of these 
violent acts could be used to publicise violent propaganda, promote terror, incite 
further violence, or cause harm or distress to the community.

25. It is not necessary for a prosecution to prove that conduct under one or more of these 
categories constitutes an offence. It is enough that the conduct has met the definitions 
under @474.32 of engaging in a terrorist act, murder, torture, rape or kidnapping. 
This is to ensure that internet service providers, hosting service providers and content 
service providers have clarity as to the threshold for reporting abhorrent violent 
material to the AFP, or in the case of hosting service and content providers, have 
clarity as to the threshold for when abhorrent violent material should be removed 
from or cease to be hosted on their services.  

26. For example, new subsection @474.32(2) states that, for the purposes of new 
section @474.32, a person murders another person if their conduct causes the death of 
the other person and that conduct constitutes an offence. The requirement that the 
conduct constitute an offence is necessary to distinguish from cases where, for 
example, it might be clear from the video that a person may be acting lawfully in 
killing another person (for example, a scenario where a police officer shoots a 
perpetrator in self-defence). 

27. New subsection @474.32(3) would state that, for the purposes of this section, a 
person (the first person) tortures another person if: 

the first person inflicts severe physical or mental pain or suffering upon the 
other person, and 
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the other person is in custody, or under the control, of the first person, and 

the pain or suffering does not arise only from, and is not inherent in or 
incidental to, lawful sanctions that are not inconsistent with the Articles of the 
International Covenant on Civil and Political Rights (ICCPR).

This definition is consistent with the definition of the offence of Crime against 
humanity—torture in section 268.13 of the Criminal Code, and it is intended that the 
definition of torture in the Bill will be interpreted in the same way. However, as
discussed above it is not intended that the offence of torture would need to be proved 
for such conduct to satisfy the definition of abhorrent violent conduct.  

28. If the conduct that constitutes torture arises from lawful sanctions that are inconsistent 
with the Articles of the ICCPR, such conduct may meet the definition of torture for 
the purposes of subsection @474.32(3) notwithstanding the fact that the sanctions 
may be lawful. This limitation is also contained in subsection 274.2(4) in respect of 
the offence for torture under of the Criminal Code. This limitation is intended to 
ensure that material that records or streams torture that has been lawfully sanctioned
is still capable of meeting the definition of abhorrent violent material if the sanctions
are inconsistent with the Articles of the ICCPR. 

29. New subsection @474.32(4) provides that, for the purposes of this section, a person 
(the first person) rapes another person if they sexually penetrate the other person 
without the consent of that persons, or causes the other person to sexually penetrate 
the first person without the consent of the other person. ‘Consent’ is defined in the 
Bill to mean ‘free and voluntary agreement’. This definition also applies in respect of 
offences for Crime against humanity–rape under section 268.14 and War crime–rape 
under section 268.50 of the Criminal Code. Sections 268.14 and 268.59 of the 
Criminal Code each contain a list of examples of circumstances in which a person 
does not content to an act, which may be of further use in interpreting the definition 
of consent under the Bill. Examples of where a person does not consent to an act 
include where: 

the person submits to the act because of force or the fear of force to the person 
or to someone else

the person submits to the act because the person is unlawfully detained 

the person is asleep or unconscious, or is so affected by alcohol or another 
drug as to be incapable of consenting

 the person is incapable of understanding the essential nature of the act

the person is mistaken about the essential nature of the act (for example, the 
person mistakenly believes that the act is for medical or hygienic purposes) 

the person submits to the act because of psychological oppression or abuse of 
power, or 

the person submits to the act because of the perpetrator taking advantage of a 
coercive environment. 

New subsections @474.32(6)-(7) also provide additional interpretive guidance for 
this section.  

30. New subsection @474.32(5) would provide that, for the purposes of this section, a 
person (the first person) kidnaps another person if:
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the first person takes or detains the other person without the other person’s 
consent, and 

the first person takes or detains the other person in order to:

o hold the other person ransom or as hostage, or 

o murder, torture or rape the other person or a third person; or 

o cause serious harm to the other person or a third person; and 

the taking or detention of the other person involves violence or a threat of 
violence. 

‘Consent’ is defined under the Bill to mean free and voluntary agreement. 
Subparagraphs @474.32(5)(b)(i),(ii) and (iii) are intended to operate so as to capture 
conduct that is more than merely holding someone against their will.    

31. New subsection @474.32(6) provides a definition of ‘sexually penetrate’ for the 
purposes of new subsection @464.32(4), and a definition of ‘terrorist act’ for the 
purposes of new paragraph @474.32(1)(a).  

32. The definition for ‘sexually penetrate’ is the same definition of sexually penetrate as 
used in section 268.14 of the Criminal Code which contains the offence of Crime 
against humanity–rape. It is intended that the term in the Bill would be interpreted in 
the same way.

33. The definition of ‘terrorist act’ has the same meaning as in section 100.1 of the 
Criminal Code, except that paragraphs 100.1(2)(b),(d),(e) and (f) should be 
disregarded. This exception operates to exclude actions that: 

cause serious damage to property 

endanger a person’s life, other than the life of the person taking the action  

create a serious risk to the health or safety of the public or a section of the 
public, or

seriously interfere with, seriously disrupt or destroy an electronic system 
including but not limited to an information system, telecommunications 
system, financial system, a system used for the delivery of essential 
government services, a system used for, or by, an essential public utility or a 
system used for, or by, a transport system  

from the definition of ‘terrorist act’. These exclusions recognise that not all acts 
committed as a terrorist act should be captured by the definition of abhorrent violent 
conduct. 

34. New subsection @474.32(7) would clarify that for the purposes of section @474.32 
‘genitalia’ includes the genitalia or other parts of the body of a person including 
surgically constructed genitalia or other parts of the body of the person. This is 
relevant to paragraph (a) of the definition of sexually penetrate in subsection 
474.32(6). This clarification of the meaning of genitalia mirrors the same clarification 
found under section 268.14(6) of the Criminal Code and is intended to be interpreted 
in the same way.
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Section @474.33—Notification obligations of internet service providers, content service 
providers and hosting service providers 

35. Subsection @474.33(1) creates a new offence where:

a person is an internet service provider, or provides a content service or a 
hosting service, and 

the person is aware that the service provided by the person can be used to 
access particular material that the person has reasonable grounds to believe is
abhorrent violent material that records or streams abhorrent violent conduct 
that has occurred, or is occurring, in Australia, and

the person does not refer details of the material to the Australian Federal 
Police within a reasonable time after becoming aware of the existence of the 
material.

36. This offence is intended to ensure that where an internet service provider, content 
service provider or a hosting service provider becomes aware (whether due to a 
complaint, self-auditing or otherwise) that their service can be used to access
abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia, the provider will refer the details of that 
material (for example, the material itself or a website address that can be used to 
access the material) to the AFP.

37. The purpose of the new offence under subsection @474.33(1) is to ensure that the 
AFP is notified by providers of both the existence of the underlying abhorrent violent 
conduct (for example, a terrorist act that is being live-streamed) as well as the 
existence and accessibility of the abhorrent violent material itself online. 

38. Section 473.1 of the Criminal Code provides that ‘internet service provider’ has the 
same meaning as in Schedule 5 to the Broadcasting Services Act 1992. Clause 8 of 
Schedule 5 of the Broadcasting Services Act 1992 provides that if a person supplies, 
or proposes to supply, an internet carriage service to the public, the person is an 
‘internet service provider’. As an internet carriage service has the same meaning as a
‘listed carriage service’ under the Telecommunications Act 1992 (which is limited to 
carriage services between one or more points that includes at least one point in 
Australia) the scope of the definition of ‘internet service providers’ is limited to 
internet service providers who provide a service in Australia. 

39. A ‘reasonable time’ is not defined. A number of factors and circumstances could 
indicate whether a person had referred details of abhorrent violent material within a 
reasonable time after becoming aware of the existence of the material. For example, 
the type and volume of the material, and the capabilities of and resourcing available 
to the provider may be relevant factors. In a prosecution for an offence against section 
@474.33, the determination of whether material was referred within a reasonable 
time will be a matter for the trier of fact. 

40. The maximum penalty that can be imposed if a natural person fails to comply with 
section @474.33 is 800 penalty units. The maximum penalty than can be imposed if a 
body corporate fails to comply with this section is 4000 penalty units pursuant to the 
corporate multiplier rule under section 4B of the Crimes Act 1914. These penalties are
justified because there may be strong incentives for persons, particularly large 
corporations, to fail to commit the offences by failing to take action in respect of the 
underlying content recorded or streamed as abhorrent violent material. Furthermore, 
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the consequences of the commission of the offences are dangerous and damaging 
given the potential for the underlying conduct to go undetected by law enforcement 
and the material itself to be shared and disseminated quickly, further spreading and 
publicising the propaganda of the perpetrator.  

41. The fault elements for an offence under section @474.33 are the fault elements found 
in section 5.6 of the Criminal Code.

42. As a consequence of items 3 and 4 of Schedule 1 to the Bill, the offence in section 
@474.33 is not subject to the standard geographical jurisdiction or to Category A 
geographical jurisdiction listed in Part 2.7 of the Criminal Code, the latter being the 
geographical jurisdiction that applies to the other subdivisions in Part 10.6.  As such, 
paragraph @474.33(1)(b) contains the only jurisdictional limit on the offence in that 
there must be reasonable grounds to believe the material is abhorrent violent material 
that records or streams abhorrent violent conduct that has occurred or is occurring in 
Australia. There is a further limit on geographical jurisdiction is that the definition of 
internet service provider will only capture persons that provide an internet service in 
Australia and not in a foreign country.  

43. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers (the Guide) in circumstances where, as in this case, the offence is designed to 
capture a limited scope of conduct2.

44. Subsection @474.33(2) provides that it is immaterial whether the content service or 
the hosting service is provided within or outside Australia. This subsection clarifies 
that any content service or hosting service provider, including content or hosting 
service providers that are not Australian entities or based in Australia, can be captured 
by this offence. The only nexus with Australia that is required is that per paragraph 
@474.33(1)(b), the person must have reasonable grounds to believe that the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia.  

45. Where the conduct constituting the alleged offence under @474.33 occurs wholly in a 
foreign country, and the person alleged to have committed the offence is neither an 
Australian citizen not a body corporate incorporated by or under a law of the 
Commonwealth or of a State or Territory, section @474.42 requires the Attorney-
General’s written consent prior to the commencement of proceedings for prosecution. 

46. Subsection @474.33(3) provides that the offence under subsection @474.33(1) does 
not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. This is consistent with the purpose of the offence being to 
ensure that providers notify the AFP of both the existence of the underlying abhorrent 
violent conduct as well as the existence and accessibility of the abhorrent violent
material itself. If the underlying abhorrent violent conduct or the material that records 
or streams that conduct has already been brought to the attention of the AFP, for 
example through previous instances of reporting the material (noting it is immaterial 
whether the material has been altered, as set out in subsection @474.31(2)) or 
extensive media coverage of the existence, providers should not be required to refer 
that material to the AFP.

2 See page 36 of the Guide. 

Document 20 - Page 20 of 36

Attorney-General's Department documents released under FOI 20/083



21

47. Subsection @474.33(3) would provide a defence for a person who failed to report 
abhorrent violent material to the AFP because they reasonably believed that the AFP 
was already aware of the material. This has been expressed as a defence rather than as 
an element of the offence as the defendant’s beliefs are peculiarly within the 
knowledge of the defendant.  

48. The note under subsection @474.33 clarifies that the evidential burden falls on the 
defendant if they wish to rely on the defence in subsection @474.33(2).

Section @474.34—Removing, or ceasing to host, abhorrent violent material 

49. Subsection @474.34(1) creates a new offence where:

a person provides a content service (as defined in new section @474.30), and 

the content service can be used to access material 

the material is abhorrent violent material, and 

the person does not ensure the expeditious removal of the material from the 
content service.

50. This offence is intended to limit the accessibility, sharing and dissemination of 
abhorrent violent material by limiting the time that material can be accessed using a 
content service.  

51. ‘Expeditious’ is not defined and would be determined by the trier of fact taking 
account of all of the circumstances in each case. A number of factors and 
circumstances could indicate whether a person had ensured the expeditious removal 
of the material. For example, the type and volume of the abhorrent violent material, 
or the capabilities of and resourcing available to the provider may be relevant factors.  

52. New subsection @474.34(2) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any content service 
provider, including content service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(3), the material is reasonably capable of 
being accessed in Australia.  

53. New subsection @474.34(3) provides that the offence in subsection @474.34(1) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(1) is not subject to the standard geographical 
jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code.  As such, paragraph @474.34 (3) provides the 
jurisdictional limit on the offence.

54. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct3.

55. Under section @474.42, the Attorney-General’s written consent is required prior to 
the commencement of proceedings for an offence under section @474.34(1).  

3 See page 36 of the Guide. 
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56. Subsection @474.34(4) provides that the fault element for new 
paragraphs @474.34(1)(b) and (c) is recklessness. As paragraphs @474.34(1)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise content service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage 
with the removal of abhorrent violent material.

57. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

58. New subsection @474.34(5) would create a similar offence to subsection @474.34(1) 
that applies to hosting service providers. The offence would apply when: 

a person provides a hosting service (as defined in new section @474.30), and 

the hosting service can be used to access material 

the material is abhorrent violent material, and 

the person does not expeditiously cease hosting the material.
59. This offence is intended to limit the accessibility, sharing and dissemination of 

abhorrent violent material by limiting the time that material is hosted on a service.

60. ‘Expeditious’ is not defined. A number of factors and circumstances could indicate 
whether a person had ensured the expeditious removal of the material. For example, 
the type and volume of the abhorrent violent material, or the capabilities of and 
resourcing available to the provider may be relevant factors. In a prosecution for an 
offence against section @474.34(5), the determination of whether removal was 
expeditious will be a matter for the trier of fact.

61. New subsection @474.34(6) provides that it is immaterial whether the service is 
provided within or outside Australia. This subsection clarifies that any hosting service 
provider, including hosting service providers that are not Australian entities or based 
in Australia, can be captured by this offence. The only nexus with Australia that is 
required is that, per subsection @474.34(7), the material is reasonably capable of 
being accessed in Australia. 

62. New subsection @474.34(7) provides that the offence in subsection @474.34(5) does 
not apply to material unless the material is reasonably capable of being accessed 
within Australia. As a consequence of items 3 and 4 of Schedule 1 to the Bill the 
offence in subsection @474.34(5) is not subject to the standard geographical 
jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 of the 
Criminal Code, the latter being the geographical jurisdiction that applies to the other 
subdivisions in Part 10.6 of that Code. As such, paragraph @474.34(7) provides the 
jurisdictional limit on the offence.

63. Building jurisdictional limits into the offence itself is an approach supported by the 
Guide to framing Commonwealth offences, infringement notices and enforcement 
powers in circumstances where, as in this case, the offence is designed to cover a 
limited kind of conduct4.

4 See page 36 of the Guide. 
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64.

65. Under section @474.42, the Attorney-General’s written consent is required prior to 
the commencement of proceedings for an offence under section @474.34(5).  

66. New subsection @474.34(8) would provide that the fault element for new 
paragraphs @474.34(5)(b) and (c) is recklessness. As paragraphs @474.34(5)(b), and 
(c) both refer to a circumstance rather than conduct, recklessness is the appropriate 
fault element. This is consistent with the default fault elements that would otherwise 
apply per section 5.6 of the Criminal Code. It would not be appropriate to restrict the 
fault element to knowledge, as this could incentivise hosting service providers to be 
wilfully blind to the content provided on their service, rather than proactively engage 
with the removal of abhorrent violent material.

67. As no fault elements are defined for the purposes of the other elements of the offence, 
the default fault elements found in section 5.6 of the Criminal Code would apply to 
those elements.

68. Subsection @474.34(9) provides that the maximum penalty for an individual who 
commits an offence against subsections @474.34(1) or (5) is imprisonment for 3 
years, or a fine of 10,000 penalty units, or both. This maximum penalty is justified 
because of the need to deter persons, including large corporations, from failing to take 
action in respect of abhorrent violent material and to commit the offences under 
subsections @474.34(1) or (5). Furthermore, the consequences of the commission of 
the offences are dangerous and damaging given the potential for the material to be 
shared and disseminated quickly, further spreading and publicising the propaganda of 
the perpetrator. A high maximum penalty is also appropriate in order to punish 
malicious conduct by a provider, for example, where the provider deliberately seeks 
further access and distribution of the material in order to obtain a financial or 
reputational advantage.

69. New subsection @474.34(10) would provide that the penalty for a body corporate that 
commits an offence against subsection @474.34(1) or (5) is not more than the greater 
of 50,000 penalty units, or 10% of the annual turnover of the body corporate during 
the period of 12 months ending at the end of the month in which the conduct 
constituting the offence occurred.  

70. The maximum penalty 50,000 penalty units for a body corporate is consistent with the 
corporate multiplier rule under subsection 4B(3) of the Crimes Act 1914. However,
body corporates that operate content and hosting services are often large corporations 
with a very high annual turn-over, such that a maximum penalty of 50,000 penalty 
units may not act as a sufficient deterrent for those body corporates to comply with 
the obligations created by the introduction of these new offences. Furthermore, in 
failing to remove from or cease hosting the material from their services, body 
corporates may stand to gain a financial advantage through increased usage of the 
service by members of the public. A maximum penalty of 10% of the annual turnover 
of the body corporate is appropriate as it is scalable penalty according to the size of 
the body corporate will can act an appropriate deterrent regardless of the size of the 
body corporate. The annual turnover includes the annual global turnover of the body 
corporate.  

71. New subsections @474.34(11)-(14) set out how the annual turnover of a body 
corporate is to be determined for the purposes of subsection @474.34(10). These 

Document 20 - Page 23 of 36

Attorney-General's Department documents released under FOI 20/083



24

subsections are modelled on similar provisions in the Criminal Code,5 and are 
intended to operate in a similar fashion.

72. Subsection @474.34(15) provides that material is taken to be removed from a content 
service if the material is not accessible to any of the end-users of that service. Given 
the purpose of the offence is to limit the distribution of the content, it is sufficient that 
the content is no longer being distributed to the end-users of the service.

Section @474.35—Notice issued by eSafety Commissioner in relation to a content service—
presumptions 

73. New section @474.35 creates a process by which the eSafety Commissioner can 
provide a written notice to a content service provider stating that, at the time the 
notice was issued, their service could be used to access specified abhorrent violent 
material. The issuing of such a notice would create rebuttable presumptions for the 
purpose of any future prosecution that the person was reckless as to certain matters. 

74. This notice would put the content service provider on notice that their service is being 
used to access abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not removed or do 
not remove it expeditiously.   

75. New subsection @474.35(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified content 
service could be used to access specified material that was abhorrent violent material.   

76. New subsection @474.35(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.35(1) unless satisfied on reasonable grounds that at the 
time the notice was issued the specified content service could be used to access the 
specified material, and that the specified material was abhorrent violent material. 

77. New subsection @474.35(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.35(1) provide the person 
who provides the content service with a copy of the notice. 

78. New subsection @474.35(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.35(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

79. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the content service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.35(5)-(6)) as to certain fault elements for an offence 
under section @474.34(1). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 

5 See, for example, subsections 70.2(6), 141.1(7), and section 490.3 of the Criminal Code. 
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the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

80. Subsection @474.35(5) would apply in a prosecution for an offence against 
subsection @474.34(1) where a notice has been issued under subsection @474.35(1) 
to the person who is the defendant. In these circumstances, subsection @474.35(5) 
would create a presumption that the defendant was reckless as to whether material 
specified in the notice could be accessed using the content service at the time the 
notice was issued. In order to overcome this presumption, the defendant would have 
to adduce or point to evidence that suggests a reasonable possibility that at the time 
the notice was issued the person was not reckless as to whether the content service 
could be used to access the specified material.

81. It is appropriate to place an evidential burden on the defendant as to whether at the 
time the notice was issued the defendant was reckless as to whether their content 
service could be used to access the specified material. This is because at the time of 
issue of the notice, the eSafety Commissioner is required under subsection 
@474.35(2) to be satisfied on reasonable grounds that the content service could be 
used to access the specified material. Any evidence to the contrary is therefore likely 
to be peculiarly within the knowledge of the defendant. Furthermore, it would be 
significantly more difficult and costly for the prosecution to prove the person had 
been reckless as to whether the content service could be used to access the specified 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

82. Subsection @474.35(6) would apply in a prosecution for an offence 
under @474.34(1) where a notice had been issued under subsection @474.35(1) to a 
person who is the defendant. In these circumstances, subsection @474.35(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material. 

83. It is appropriate to place an evidential burden on the defendant to prove that at the 
time the notice was issued the defendant was not reckless as to whether the material 
was abhorrent violent material, because at the time of issue, the eSafety 
Commissioner was required under subsection @474.35(2) to be satisfied on 
reasonable grounds that the specific material was abhorrent violent material. Any 
evidence to the contrary is therefore likely to be peculiarly within the knowledge of 
the defendant. Furthermore, it would be significantly more difficult and costly for the 
prosecution to prove the defendant had been reckless as to whether the material was 
abhorrent violent material, than for the defendant to raise evidence indicating the 
defendant was not reckless as to this matter.

84. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(1). A further element of that offence, that the person does not 
ensure the expeditious removal of the material from the content service 
(paragraph @474.34(1)(d)) would also need to be proved by the prosecution.

85. It is intended that the issuing of the notice would act as a warning to the content 
provider that they may commit an offence if they do not expeditiously remove the 
material. In most circumstances, if the content service provider were to ensure the 
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expeditious removal of the material after receiving the notice, a prosecution would be 
unlikely. However in some circumstances, such as where the content had been 
available for a significant period prior to the Commissioner issuing the notice, a 
prosecution may be appropriate notwithstanding the expeditious removal of the 
abhorrent violent material after receipt of the notice. 

86. Subsection @474.35(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

87. Subsections @474.35(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.35(1), and for 
certified copies to have an equal effect under subsections 474.35(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

88. Subsection @474.35(10) provides that section @474.35 extends to matters and things 
outside Australia. Subsection @474.35(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to localities 
jurisdictions and other matters and things shall be construed as references to such 
localities, jurisdictions and other matters and things in and of the Commonwealth. 
The effect of overcoming this presumption is to make clear that the eSafety 
Commissioner can issue notifications to persons that provide content services outside 
Australia and to persons that provide content services who are located or incorporated 
outside of Australia.  

89. However, subsection @474.35(10) does not overcome the limitation contained in 
subsection @474.34(3) that subsection @474.34(1) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
even when the presumptions under subsections @474.35(5) and @474.35(6) can be
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under @474.34(1).  

Section @474.36—Notice issued by eSafety Commissioner in relation to a hosting service—
presumptions 

90. New section @474.36 would create a process by which the eSafety Commissioner can 
provide a written notice to a hosting service that, at the time the notice was issued, 
their service hosted specified abhorrent violent material. The issuing of such a notice 
would create rebuttable presumptions for the purpose of any future prosecution that 
the person was reckless as to certain matters.

91. This notice would put the hosting service provider on notice that their service was 
being used to host abhorrent violent material. In effect, the notice would also put the 
provider on notice that they may commit an offence if they have not expeditiously 
ceased or do not expeditiously cease hosting the material.  

92. New subsection @474.36(1) would authorise the eSafety Commissioner to issue a 
written notice stating that at the time the notice was issued, the specified hosting 
service hosted material that was specified abhorrent violent material.  

93. New subsection @474.36(2) would require the eSafety Commissioner to not issue a 
notice under subsection @474.36(1) unless satisfied on reasonable grounds that at the 
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time the notice was issued the specified material was hosted on the specified hosting 
service, and that the specified material was abhorrent violent material. 

94. New subsection @474.36(3) requires the eSafety Commissioner to, as soon as 
practicable after issuing a notice under subsection @474.36(1) provide the person 
who provides the hosting service with a copy of the notice. 

95. New subsection @474.36(4) provides that the eSafety Commissioner is not required 
to observe the requirements of procedural fairness in relation to the issuing of a notice 
under subsection @474.36(1). The reason for excluding procedural fairness in 
relation to the issuing of the notice is to enable the eSafety Commissioner to issue a 
notice as quickly as possible. This is particularly important in circumstances where 
there is widespread dissemination and sharing of abhorrent violent material that has 
the potential to incite further violence and cause harm to victims, their families and 
the broader community if the material is not subject to expeditious removal.  

96. Furthermore, the exclusion of procedural fairness will not have a significant effect on 
the legal rights of the hosting service provider. If prosecution proceedings are not 
commenced, the notice does not have any legal effect. If prosecution proceedings are 
commenced, the only legal effect of the notice is that it establishes presumptions 
(contained in subsections @474.36(5)-(6)) as to certain fault elements for an offence 
under section @474.34(5). This means that if the defendant did not consider the 
notice had been properly issued, the defendant would have the opportunity to 
challenge the issuing of the notice as part of the proceedings. For example, the 
defendant could adduce or point to evidence that there was a reasonable possibility 
the defendant was not reckless as to certain matters because the notice had not been 
properly issued. 

97. Subsection @474.36(5) would apply in a prosecution for an offence against 
subsection @474.34(5) where a notice has been issued under subsection @474.36(1) 
to the person who is the defendant. In these circumstances, subsection @474.36(5) 
would create a presumption that the defendant was reckless as to whether material
specified in the notice was hosted on the service. In order to overcome this 
presumption, the defendant would have to adduce or point to evidence that suggests a 
reasonable possibility that at the time the notice was issued the person was not 
reckless as to whether the specified material was hosted on their service.

98. It is appropriate to place an evidential burden on the defendant to prove that the 
defendant was not reckless as to whether the material was hosted on the hosting 
service at the time the notice was issued. This is because at the time of issue of the 
notice, the eSafety Commissioner is required under subsection @474.36(2) to be 
satisfied on reasonable grounds that the specific material was hosted on the specified 
hosting service. Any evidence to the contrary is therefore likely to be peculiarly 
within the knowledge of the defendant. Furthermore, it would be significantly more 
difficult and costly for the prosecution to prove the person had been reckless as to 
whether the material was hosted on the defendant’s service, than for the defendant to 
raise evidence indicating the defendant was not reckless as to this matter.

99. Subsection @474.36(6) would apply in a prosecution for an offence 
under @474.34(5) where a notice had been issued under subsection @474.36(1) to a 
person who is the defendant. In these circumstances, subsection @474.36(6) creates a 
presumption that the person was reckless as to whether the material was abhorrent 
violent material. In order to overcome this presumption, the defendant must adduce or 
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point to evidence that suggests a reasonable possibility that at the time the notice was 
issued the person was not reckless as to whether the specified material was abhorrent 
violent material.

100. It is appropriate to place an evidential burden in the defendant to prove that at the time 
the notice was issued the defendant was not reckless as to whether the material was 
abhorrent violent material, because at the time of issue, the eSafety Commissioner 
was required under subsection @474.36(2) to be satisfied on reasonable grounds that 
the specific material was abhorrent violent material. Any evidence to the contrary is 
therefore likely to be peculiarly within the knowledge of the defendant. Furthermore, 
it would be significantly more difficult and costly for the prosecution to prove the 
defendant had been reckless as to whether the material was abhorrent violent 
material, than for the defendant to raise evidence indicating the defendant was not 
reckless as to this matter.

101. Additionally, the presumptions are not sufficient to prove an offence under 
subsection @474.34(5). A further element of that offence, that the person does not 
expeditiously cease hosting the material (paragraph @474.34(5)(d)) would also need 
to be proved.  

102. It is intended that the issuing of the notice would act as a warning to the hosting 
service provider to cease hosting the material. In most circumstances, if the hosting 
service provider were to expeditiously cease hosting the material after receiving the 
notice, a prosecution would be unlikely. However in some circumstances, such as 
where the content had been available for a significant period prior to the eSafety 
Commissioner issuing the notice, a prosecution may be appropriate notwithstanding 
the person has expeditiously ceased hosting the abhorrent violent material after 
receipt of the notice. 

103. Subsection @474.36(7) provides that a document purporting to be a notice under 
subsection (1) must be taken to be such a notice, unless the contrary is established. 
This is intended to ensure that a person cannot seek to rebut the presumptions of the 
notice by claiming that they were unsure if the notice was legitimate.

104. Subsections @474.36(8) and (9) provide the eSafety Commissioner with the authority 
to produce certified copies of notices issued under subsection 474.36(1), and for 
certified copies to have an equal effect under subsections 474.36(5) and (6).  This is 
intended to ensure that a provider cannot attempt to rebut the presumption by 
claiming that they had only sighted a copy of the notice and that they could not be 
sure as to its legitimacy.

105. Subsection @474.36(10) provides that section @474.36 extends to matters and things 
outside Australia. Subsection @474.36(10) is intended to overcome the presumption 
in subsection 21(1)(b) of the Acts Interpretation Act 1901 that a reference to 
localities, jurisdictions and other matters and things shall be construed as references 
to such localities jurisdictions and other matters and things in and of the 
Commonwealth. The effect of overcoming this presumption is to make clear that the 
eSafety Commissioner can issue notifications to persons that provide hosting services 
outside Australia and to persons that provide hosting services who are located or 
incorporated outside of Australia.  

106. However, subsection @474.36(10) does not overcome the limitation contained in 
subsection @474.34(7) that subsection @474.34(5) does not apply to material unless 
the material is reasonably capable of being accessed in Australia. This means that 
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even when the presumptions under subsections 474.36(5) and 474.36(6) can be 
applied, if the material was not reasonably capable of being accessed within Australia 
then the defendant will not be guilty of an offence under 474.34(5).  

Section @474.37—Defences in respect of abhorrent violent material 

107. New section @474.37 sets out defences available in relation to an offence under new 
section @474.34. Each of the defences is in respect to providing access to or the 
hosting of abhorrent violent material.

Content service
108. Subsection @474.37(1) relates to offences under subsection @474.34(1). Each of the 

paragraphs to subsection @474.37(1) contains an individual defence, providing a 
circumstance in which subsection @474.34(1) would not apply to the material.

109. Paragraph @474.37(1)(a) would provide that subsection @474.34(1) does not apply if 
the accessibility of the material is necessary for enforcing a law of the 
Commonwealth, a State, a Territory, a foreign country or a part of a foreign country. 
This is intended to avoid situations where a conflict of laws requires the material to 
both be removed from access by end-users and retained in order to assist law 
enforcement. Paragraph @ 474.37(1)(a) resolves this conflict in favour of retaining 
the material

110. Paragraph @474.37(1)(b) would provide that subsection @474.34(1) does not apply 
if the accessibility of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not compromise legitimate law enforcement procedures or operations. 
For example, it may be necessary for a person to maintain access to abhorrent violent 
material in a situation where access may assist in identifying the perpetrators of the 
abhorrent violent conduct. 

111. Paragraph @474.37(1)(c) provides that subsection @474.34(1) does not apply if the 
accessibility of the material is for the purposes of proceedings in a court or tribunal.
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
access to material is not restricted by the operation of the offence under new section 
@474.34 (1).     

112. Paragraph @474.37(1)(d) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is necessary for, or of assistance in, conducting 
scientific, medical, academic or historical research and that accessibility is reasonable 
in the circumstances for the purpose of conducting that research. For example, this 
may include where the material is included in academic papers, or where research is 
being conducted into contemporary reactions to historical case studies of terrorism or 
other violent events. 

113. Paragraph @474.37(1)(e) would provide that subsection @474.34(1) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is 
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.
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114. Paragraph @474.37(1)(f) would provide that subsection @474.34(1) does not apply if 
accessibility of the material is in connection with the performance by a public official 
of that official’s duties or functions and the accessibility is reasonable in the 
circumstances for the purpose of performing those duties or functions. For example, it 
may be necessary for a public official to maintain access to abhorrent violent material 
for security intelligence purposes. 

115. Paragraph @474.37(1)(g) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties or functions and the 
accessibility is reasonable in the circumstances for the purpose of assisting the public 
official. This could include, for example, where accessibility is in connection with a
person assisting a security intelligence officer with the performance of the security 
intelligence officer’s official duties or functions. 

116. Paragraph @474.37(1)(h) would provide that subsection @474.34(1) does not apply 
if accessibility of the material is for the purpose of advocating a lawful procurement 
of a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the accessibility of the 
material is reasonable in the circumstances for that purpose. This could include, for 
example, material published by a civil society body for the purpose of denouncing the 
laws, policy or practice that enabled the conduct recorded or streamed in that 
material.

117. Paragraph @474.37(1)(i) would provide that subsection @474.34(1) does not apply if 
accessibility of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

Hosting Services
118. Subsection @474.37(2) relates to offences under subsection @474.34(5). Each of the 

paragraphs to subsection @474.37(2) contains an individual defence, providing a 
circumstance in which subsection @474.34(5) would not apply to the material.

119. Paragraph @474.37(2)(a) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is necessary for enforcing a law of the Commonwealth, a 
State, a Territory, a foreign country or a part of a foreign country. This is intended to 
avoid situations where a conflict of laws requires the material to both be removed 
from access by end-users and retained in order to assist law enforcement.
Paragraph @ 474.37(2)(a) resolves this conflict in favour of retaining the material. 

120. Paragraph @474.37(2)(b) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is necessary for monitoring compliance with, or 
investigating a contravention of a law of the Commonwealth, a state, a Territory, a 
foreign country, or part of a foreign country. This is intended to ensure that the 
offence does not interrupt legitimate law enforcement procedures. For example, it
may be necessary for a person to host abhorrent violent material in a situation where 
access may assist in identifying the perpetrators of the abhorrent violent conduct. 

121. Paragraph @474.37(2)(c) would provide that subsection @474.34(5) does not apply if 
the hosting of the material is for the purposes of proceedings in a court or tribunal. 
This paragraph serves as a constitutional safeguard to ensure a court’s or tribunal’s 
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access to material is not restricted by the operation of the offence under new section 
@474.34.     

122. Paragraph @474.37(2)(d) would provide that subsection @474.34(5) does not apply 
if hosting of the material is necessary for, or of assistance in, conducting scientific, 
medical, academic or historical research and that the hosting is reasonable in the 
circumstances for the purpose of conducting that research. For example, this may 
include where the material is published in hosted academic papers, or where the 
provider hosts a website that is being utilised to conduct research into contemporary 
reactions to historical case studies of terrorism or other violent events.

123. Paragraph @474.37(2)(e) would provide that subsection @474.34(5) does not apply if 
the material relates to a news report, or a current affairs report, that is in the public 
interest and is made by a person working in a professional capacity as a journalist. 
This paragraph is intended to exempt bona fide journalism from the effect of the 
offence. The public interest requirement and requirement that the journalist is
working in a professional capacity are intended to operate to exclude material that has 
been published by organisations for the purpose of, for example, inciting violence or 
promoting terror, but which purports to be journalism.

124. Paragraph @474.37(2)(f) would provide that subsection @474.34(5) does not apply if 
hosting of the material is in connection with the performance by a public official of 
that official’s duties and the hosting is reasonable in the circumstances for the 
purpose of performing those duties. For example, it may be necessary for a public 
official to maintain access to abhorrent violent material for security intelligence 
purposes. 

125. Paragraph @474.37(2)(g) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is in connection with an individual assisting a public 
official in relation to the performance of public official’s duties and the hosting is 
reasonable in the circumstances for the purpose of assisting the public official. This 
could include, for example, where accessibility is in connection with a person 
assisting a security intelligence officer with the performance of the security 
intelligence officer’s official duties.

126. Paragraph @474.37(2)(h) would provide that subsection @474.34(5) does not apply 
if the hosting of the material is for the purpose of advocating a lawful procurement of 
a change to any matter established by law, policy or practice in any Australian 
jurisdiction or in a foreign country (or part thereof), and the hosting of the material is 
reasonable in the circumstances for that purpose. This could include, for example, 
material published by a civil society body for the purpose of denouncing the laws, 
policy or practice that enabled the conduct recorded or streamed in that material.

127. Paragraph @474.37(2)(i) would provide that subsection @474.34(5) does not apply if 
the hosting of the material relates to the development, performance, exhibition or 
distribution, in good faith, of an artistic work. This could include, for example a still 
image recording abhorrent violent material that is published as part of an online 
photography exhibition catalogue. 

128. Subsection 474.37(3) is intended to clarify that references in this section to 
‘functions’ (in the contest of ‘duties and functions’) are not intended to impact on the 
interpretation of other defences in the Criminal Code that only refer to ‘duties’ 
without any reference to ‘functions’.  
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Section @474.38—Implied freedom of political communication  

129. Subsection @474.38(1) makes clear that new Subdivision H would not apply to the 
extent that it would infringe any constitutional doctrine of implied freedom of 
political communication.  

130. New section @474.38(1) clarifies the application of existing section 15A of the Acts 
Interpretation Act 1901 (AIA) to the extent that it operates with respect to the implied 
freedom of political communication. Section 15A of the AIA reflects the fact that 
legislation should be read and construed subject to the Constitution. Where 
Parliament enacts legislation that would be construed as exceeding the legislative 
power of the Commonwealth, it is nevertheless a valid enactment to the extent it is
not in excess of that power.  

131. Subsection @474.38(1) makes clear that new Subdivision H is not intended to operate 
to the extent it might impermissibly burden the implied constitutional freedom of 
political communication, and preserves the operation of the Subdivision to the extent 
it is not in excess of Commonwealth constitutional power. 

132. Subsection @474.38(2) is included in the Bill to ensure that subsection @474.38(1) 
would not affect the interpretation of, or limit the scope of, section 15A of the AIA.

Section @474.39—Provider of content service 

133. New section @474.39 would set out circumstances in which a person does not 
provide a content service for the purposes of this subdivision.  

134. New subsection @474.39(1) would provide that a person does not provide a content 
service merely because the person supplied a carriage service that enables material to 
be accessed.

135. New subsection @474.39(2) would provide that a person does not provide a content 
service merely because the person provides a billing service, or a fee collection 
service, in relation to a content service.

136. Section @474.39 is intended to exclude from liability content service providers who 
do not have control of the content available on content service. As these providers do 
not control the content available on their services, the objective of the Bill would not 
be served by holding them liable in the same way as a content provider who has direct 
control of the content on the service.

Section @474.40—Service of copies of notices by electronic means

137. New section @474.40 would provide that paragraphs 9(1)(d) and (2)(d) of the 
Electronic Transactions Act 1999 do not apply to a copy of a notice issued under new 
subsections @474.35(1) or @474.36(1).

138. Paragraphs 9(1)(d) and (2)d) of the Electronic Transactions Act 1999 provide that 
where the Commonwealth is permitted or required to give information to a person in 
writing, and the Commonwealth seeks to provide that information electronically, the 
person to whom the information is being must consent to the information being given 
electronically.

139. The intention of these provisions not applying to a notice issued under new 
subsections @474.35(1) or @474.36(1), is to allow a content service provider to 
remove, or the hosting service to cease hosting, the abhorrent violent material as
quickly as possible. 
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140. Noting the widespread use of electronic communications, most content and hosting 
service providers will prefer communications to be provided in electronic form. 
Electronic notices would also be of higher utility as they could include (for example) 
hyperlinks to the relevant material.  

Section @474.41—Giving a copy of a notice to a contact person etc. 

141. Section @474.41 sets out the circumstances in which a copy of a notice issued by the 
eSafety Commissioner under subsections 474.35(1) or 474.36(1) is taken to have 
been given to a social media service or a body corporate incorporate outside 
Australia. This section should be read in addition to section 28A of the Acts 
Interpretation Act 1901 which provides for the service of documents. 

Contact Person 
142. Subsection @474.41(1) sets out the circumstances in which a copy of a notice 

required to be issued under @474.35(1) is taken to have been given to a content 
service provider that is a social media service. 

143. Where an employee or agent of the social media service has been designated as a 
contact person as required by paragraph 21(1)(c) of the  Enhancing Online Safety Act 
2015, and the contact details of the contact person have been notified to the eSafety 
Commissioner (a requirement of paragraph 21(1)(d) of the Enhancing Online Safety 
Act 2015), the copy of the notice is taken to have been given to the provider of a 
content service that is a social media service if it is given to the contact person. 

144. This provision is intended to provide certainty as to notification through utilisation of 
an existing communication channel between the eSafety Commissioner and a social 
media service required under section 21 of the Enhancing Online Safety Act 1901. 

Agent  
145. Subsection @474.41(2) sets out the circumstances in which a copy of a notice 

required to be issued under @474.35(1) or @474.36(1) is taken to have been given to 
a body corporate incorporated outside Australia.  

146. Where a body corporate does not have a registered office or a principal office in 
Australia and the body corporate has an agent in Australia, a copy of the notice is 
taken to have been given to the body corporate if it is given to the agent. 

147. This provision is intended to provide certainty as to notification where a notice is 
provided to an Australia-based agent of a body corporate incorporated outside 
Australia

Section @474.42—Attorney-General’s consent required for prosecution if alleged conduct 
occurs wholly in a foreign country in certain circumstances 

148. Section 16.1 of the Criminal Code provides for when the Attorney-General’s consent 
is required for a prosecution if the alleged conduct occurs wholly in a foreign country. 
However, under paragraph 16.1(1)(a) of the Criminal Code section 16.1 only applies 
where section 14.1, 15.1, 15.2, 15.3 or 15.4 of the Criminal Code applies to the 
offence.

149. Due to the combined effect of items 3 and 4 of Schedule 1 to the Bill, sections 14.1, 
15.1, 15.2, 15.3 or 15.4 of the Criminal Code would not apply to the offences found 
in new Subdivision H of Part 10.6.  

Document 20 - Page 33 of 36

Attorney-General's Department documents released under FOI 20/083



34

150. New subsections @474.42(1) and (2) would recreate the requirements for the 
Attorney-General’s consent to prosecute offences under section 474.33 where the 
alleged conduct occurs wholly in a foreign country.  

151. New subsections @474.42(3) and (4) would require the Attorney-General’s consent 
before any prosecutions under the proposed offences in section @474.34 are 
commenced, irrespective of where the relevant conduct occurs. A different approach 
is necessary in relation to @474.34 because of the high penalties the offences in this 
provision may attract and the consequent greater need to guard against inappropriate 
prosecutions, irrespective of where the relevant conduct occurs.   

Section @474.43—Compensation for acquisition of property 

152. Under section 51(xxxi) of the Constitution, the Commonwealth has the power to 
acquire property on just terms from any State or person for any purpose in respect of 
which the Parliament has power to make laws. New subsection @474.43(1) makes 
clear that, if the provisions of the Bill were to effect an acquisition of property from a 
person otherwise than on just terms, the Commonwealth would be liable to pay a 
reasonable amount of compensation to that person.

153. New subsection @474.43(2) would provide the mechanism by which a person can 
dispute the amount of compensation if agreement cannot be reached with the 
Commonwealth. In that case a person may institute proceedings in either the Federal 
Court of Australia (paragraph @474.43(2)(a)) or the Supreme Court of a State or 
Territory (paragraph @474.43(2)(b)). Given these cases are likely to be rare and 
involve the interpretation of constitutional principles, it is appropriate that they be 
limited to superior courts of record.  

Section @474.44—This Subdivision does not limit Schedule 5 or 7 to the Broadcasting 
Services Act 1992
154. Schedule 5 to the Broadcasting Services Act 1992 sets up a system for regulating 

certain aspects of the internet industry. It requires the eSafety Commissioner to notify 
an Australian police force (including the AFP) and internet service providers where 
the eSafety Commissioner is satisfied that prohibited or potential prohibited content 
hosted outside Australia is of a sufficiently serious nature to warrant referral to law 
enforcement. This notification system allows internet service providers to deal with 
the content in accordance with procedures specified in an industry code or standard. 
‘Prohibited content’ is a defined term under Schedule 7.  

155. Schedule 7 to the Broadcasting Services Act 1992 sets up a regime for complaints to 
and investigations by the eSafety Commissioner in relation to prohibited or potential 
prohibited content. The eSafety Commissioner may take action to deal with 
prohibited or potential prohibited content. In the case of a hosting service, the eSafety 
Commissioner may issue a take-down notice. In the case of live content service, the 
eSafety Commissioner may issue a service-cessation notice. In the case of a links 
service, the eSafety Commissioner may issue of link-deletion notice.

156. Section @474.44 ensures that the operation of Schedules 5 and 7 to the Broadcasting 
Services Act 1992 will not be limited by the concurrent operation of new 
Subdivision H.  It is intended that the new offences and notice issuing provisions will 
complement the existing notification system for internet service providers. Even 
though internet service providers will not be captured by the offences under new 
@474.34 or the notice issuing provisions under new sections @474.35 and @474.36, 
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the eSafety Commissioner will continue to be required to notify internet service 
providers where there is content of a sufficiently serious nature to warrant referral to 
law enforcement under Schedule 5 of the Broadcasting Services Act 1992.

Section @474.45—Review of this Subdivision 

157. New section @474.45 would provide that at the end of the two year period beginning 
at the commencement of this section, the Minister must cause to be conducted a 
review of the operation of new Subdivision H. A report of this review must be given 
to the Minister within 12 months, and tabled in Parliament within 15 sitting days of 
the Minister receiving it.

Items 2, 3 and 4—Section 475.2 of the Criminal Code, Section 475.2 of the Criminal 
Code, At the end of section 475.2 of the Criminal Code 

158. Section 475.2 provides that each offence in Part 10.6 is subject to extended 
geographical jurisdiction—Category A.

159. Item 2 would amend section 475.2 to turn existing section 475.2 into subsection 1 of 
the amended 475.2. This amendment is a consequence of the insertion of new
subsection (2) by item 4 of Schedule 1 to the Bill. 

160. Item 3 would amend section 475.2 to exempt the offences in new Subdivision H of 
Division 474 from the general application of section 475.2.  

161. Item 4 would insert a new subsection 475.2(2) that would provide that section 14.1 
(standard geographical jurisdiction) does not apply to an offence against 
Subdivision H of Division 474 (that is, the offences introduced by the Bill). 

162. As a result of items 3 and 4 of Schedule 1 to the Bill, the offences in subsections 
@474.33(1), @474.34(1) and @474.34(5) are not subject to the standard 
geographical jurisdiction or to Category A geographical jurisdiction listed in Part 2.7 
of the Criminal Code, the latter being the geographical jurisdiction that applies to the 
other subdivisions in Part 10.6.  As such, these offences contain jurisdictional limits
through the requirement that there must be reasonable grounds to believe the material 
is abhorrent violent material that records or streams abhorrent violent conduct that has 
occurred or is occurring in Australia (in the case of subsection @474.33) or that the 
material is reasonably capable of being accessed in Australia (in the case of 
subsections @474.34(1) and (5)).  

163. Building jurisdictional limits into offences rather than relying on the Criminal Code 
general or extended geographic jurisdictions is an approach supported by the Guide6

in circumstances where, as in these cases, the offences are designed to cover a limited 
kind of conduct.  

6 See page 36 of the guide.
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Schedule 2—Obligations of internet service providers and internet content hosts

Criminal Code Act 1995 

Item 1—Section 474.25 of the Criminal Code (penalty)

164. Under section 474.25 of the Criminal Code it is an offence if a person who is an 
internet service provider or internet content host is aware that their service can be 
used to access material that they believe on reasonable grounds to be child 
pornography or child abuse material and fails within a reasonable time after becoming 
aware of the existence of the material to refer details of the material to the AFP. A
maximum penalty of 100 penalty units currently attaches to this offence. If the person 
is a body corporate, a maximum penalty of 500 penalty units can be imposed pursuant 
to the corporate multiplier rule under section 4B of the Crimes Act 1914. 

165. Item 1 of Schedule 2 would amend section 474.25 to increase the maximum penalty 
from 100 penalty units to 800 penalty units. For a body corporate found guilty of the 
offence under section 474.25, this would increase the maximum penalty that could be 
imposed from 500 penalty units to 4000 penalty units.   

166. According to the Guide7, a maximum penalty should aim to provide an effective 
deterrent to the commission of the offence, and should reflect the seriousness of the 
offence within the relevant legislative scheme. The current maximum penalty of 100 
penalty units attaching to the offence under section 474.25 does not adequately reflect 
the serious consequences for victims, their families and the community particularly 
where there is underlying conduct of sexual abuse. Furthermore, as a result of the
failure to refer child pornography or child abuse material to police there is harm 
caused by continued public access to and online dissemination and proliferation of 
such material. A higher maximum penalty is also justified because there may be 
strong incentives for persons, particularly large corporations, to fail to take action in 
respect of child pornography and child abuse material and commit these offences. As 
such it is appropriate that the maximum penalty attaching to an offence against 
section 474.25 is raised to 800 penalty units.  

167. An increase in the maximum penalty that can be imposed for an offence under section 
474.25 from 100 penalty units to 800 penalty units is consistent with the maximum 
penalty of 800 penalty units that can be imposed for the offences under new sections 
@474.33, @474.34 and @474.35 in respect of failure to refer abhorrent violent 
material to the Australian Federal Police. It is appropriate that the maximum penalties 
are consistent across sections 474.25, @474.33 and @474.34 given that child 
pornography material, child abuse material and abhorrent violent material are all 
material of a similarly serious nature and which all have a nexus to criminal or 
potentially criminal conduct that should be brought to the attention of the Australian 
Federal Police.  

168. An increase in the maximum penalty from 100 to 800 penalty units under section 
474.25 would enliven section 11.5 of the Criminal Code in respect of the offence of 
conspiracy to commit an offence under section 474.25. This means that a person who 
conspired with another person to commit the offence under section 474.25 could be 
punished as if the offence under 474.25 had been committed.   

7 See page 38 of the Guide. 
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1

A Bill for an Act to amend the Criminal Code Act 1

1995, and for related purposes 2

The Parliament of Australia enacts: 3

1  Short title 4

  This Act is the Criminal Code Amendment (Sharing of Abhorrent 5
Violent Material) Act 2019. 6

2  Commencement 7

 (1) Each provision of this Act specified in column 1 of the table 8
commences, or is taken to have commenced, in accordance with 9
column 2 of the table. Any other statement in column 2 has effect 10
according to its terms. 11

12
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Commencement information
Column 1 Column 2 Column 3
Provisions Commencement Date/Details
1. The whole of 
this Act

The day after this Act receives the Royal 
Assent.

Note: This table relates only to the provisions of this Act as originally 1
enacted. It will not be amended to deal with any later amendments of 2
this Act. 3

 (2) Any information in column 3 of the table is not part of this Act. 4
Information may be inserted in this column, or information in it 5
may be edited, in any published version of this Act. 6

3  Schedules 7

  Legislation that is specified in a Schedule to this Act is amended or 8
repealed as set out in the applicable items in the Schedule 9
concerned, and any other item in a Schedule to this Act has effect 10
according to its terms. 11
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3

Schedule 1—Sharing of abhorrent violent 1

material2
   3

Criminal Code Act 19954

1 At the end of Division 474 of the Criminal Code5
Add: 6

Subdivision H—Offences relating to use of carriage service for 7
sharing of abhorrent violent material 8

474.30  Definitions 9

  In this Subdivision: 10

abhorrent violent conduct has the meaning given by 11
section 474.32. 12

abhorrent violent material has the meaning given by 13
section 474.31. 14

consent means free and voluntary agreement.15

content service means: 16
(a) a social media service (within the meaning of the Enhancing 17

Online Safety Act 2015); or 18
(b) a designated internet service (within the meaning of the 19

Enhancing Online Safety Act 2015). 20

hosting service has the same meaning as in the Enhancing Online 21
Safety Act 2015. For this purpose, disregard22
subparagraphs 9C(a)(ii) and (b)(ii) of that Act. 23

474.31  Abhorrent violent material 24

 (1) For the purposes of this Subdivision, abhorrent violent material25
means material that: 26

(a) is: 27
(i) audio material; or 28
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(ii) visual material; or 1
(iii) audio-visual material; 2

 that records or streams abhorrent violent conduct engaged in 3
by one or more persons; and 4

(b) is material that reasonable persons would regard as being, in 5
all the circumstances, offensive; and 6

(c) is produced by a person who is, or by 2 or more persons each 7
of whom is: 8

(i) a person who engaged in the abhorrent violent conduct; 9
or10

(ii) a person who conspired to engage in the abhorrent 11
violent conduct; or 12

(iii) a person who aided, abetted, counselled or procured, or 13
was in any way knowingly concerned in, the abhorrent 14
violent conduct; or 15

(iv) a person who attempted to engage in the abhorrent 16
violent conduct. 17

 (2) For the purposes of this section, it is immaterial whether the 18
material has been altered. 19

 (3) For the purposes of this section, it is immaterial whether the 20
abhorrent violent conduct was engaged in within or outside 21
Australia. 22

474.32  Abhorrent violent conduct 23

 (1) For the purposes of this Subdivision, a person engages in 24
abhorrent violent conduct if the person: 25

(a) engages in a terrorist act; or26
(b) murders another person; or 27
(c) attempts to murder another person; or 28
(d) tortures another person; or 29
(e) rapes another person; or 30
(f) kidnaps another person. 31
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Murder1

 (2) For the purposes of this section, a person (the first person) murders 2
another person if: 3

(a) the first person’s conduct causes the death of the other 4
person; and 5

(b) the conduct constitutes an offence. 6

Torture 7

 (3) For the purposes of this section, a person (the first person) tortures 8
another person if: 9

(a) the first person inflicts severe physical or mental pain or 10
suffering upon the other person; and 11

(b) the other person is in the custody, or under the control, of the 12
first person; and 13

(c) the pain or suffering does not arise only from, and is not 14
inherent in or incidental to, lawful sanctions that are not 15
inconsistent with the Articles of the International Covenant 16
on Civil and Political Rights (a copy of the English text of 17
which is set out in Schedule 2 to the Australian Human 18
Rights Commission Act 1986). 19

Rape 20

 (4) For the purposes of this section, a person (the first person) rapes 21
another person if: 22

(a) the first person sexually penetrates the other person without 23
the consent of the other person; or24

(b) the first person causes the other person to sexually penetrate 25
the first person without the consent of the other person. 26

Kidnapping 27

 (5) For the purposes of this section, a person (the first person) kidnaps 28
another person if: 29

(a) the first person takes or detains the other person without the 30
other person’s consent; and 31

(b) the first person takes or detains the other person in order to: 32
(i) hold the other person to ransom or as a hostage; or 33
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(ii) murder, torture or rape the other person or a third 1
person; or 2

(iii) cause serious harm to the other person or a third person; 3
and 4

(c) the taking or detention of the other person involves violence5
or a threat of violence. 6

Interpretation 7

 (6) In this section: 8

sexually penetrate means: 9
(a) penetrate (to any extent) the genitalia or anus of a person by 10

any part of the body of another person or by any object 11
manipulated by that other person; or 12

(b) penetrate (to any extent) the mouth of a person by the penis 13
of another person; or 14

(c) continue to sexually penetrate as defined in paragraph (a) or 15
(b). 16

terrorist act has the same meaning as in section 100.1. For this 17
purpose, disregard paragraphs 100.1(2)(b), (d), (e) and (f).18

(7) For the purposes of this section, the genitalia or other parts of the 19
body of a person include surgically constructed genitalia or other 20
parts of the body of the person. 21

474.33  Notification obligations of internet service providers, content 22
service providers and hosting service providers 23

 (1) A person commits an offence if: 24
(a) the person: 25

(i) is an internet service provider; or26
(ii) provides a content service; or 27

(iii) provides a hosting service; and 28
(b) the person is aware that the service provided by the person 29

can be used to access particular material that the person has 30
reasonable grounds to believe is abhorrent violent material 31
that records or streams abhorrent violent conduct that has 32
occurred, or is occurring, in Australia; and 33
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(c) the person does not refer details of the material to the 1
Australian Federal Police within a reasonable time after 2
becoming aware of the existence of the material. 3

Penalty: 800 penalty units. 4

 (2) For the purposes of this section: 5
(a) it is immaterial whether the content service is provided 6

within or outside Australia; and 7
(b) it is immaterial whether the hosting service is provided 8

within or outside Australia. 9

(3) Subsection (1) does not apply if the person reasonably believes that 10
details of the material are already known to the Australian Federal 11
Police. 12
Note: A defendant bears an evidential burden in relation to the matters in 13

this subsection: see subsection 13.3(3). 14

474.34  Removing, or ceasing to host, abhorrent violent material 15

Content service 16

 (1) A person commits an offence if: 17
(a) the person provides a content service; and 18
(b) the content service can be used to access material; and 19
(c) the material is abhorrent violent material; and 20
(d) the person does not ensure the expeditious removal of the 21

material from the content service. 22

 (2) For the purposes of subsection (1), it is immaterial whether the 23
content service is provided within or outside Australia. 24

 (3) Subsection (1) does not apply to material unless the material is 25
reasonably capable of being accessed within Australia. 26

 (4) The fault element for paragraphs (1)(b) and (c) is recklessness. 27

Hosting service 28

 (5) A person commits an offence if: 29
(a) the person provides a hosting service; and 30
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(b) material is hosted on the hosting service; and 1
(c) the material is abhorrent violent material; and 2
(d) the person does not expeditiously cease hosting the material. 3

 (6) For the purposes of subsection (5), it is immaterial whether the 4
hosting service is provided within or outside Australia. 5

 (7) Subsection (5) does not apply to material unless the material is 6
reasonably capable of being accessed within Australia. 7

 (8) The fault element for paragraphs (5)(b) and (c) is recklessness. 8

Penalty for individual 9

 (9) An offence against subsection (1) or (5) committed by an 10
individual is punishable on conviction by imprisonment for a 11
period of not more than 3 years or a fine of not more than 10,000 12
penalty units, or both. 13

Penalty for body corporate 14

 (10) An offence against subsection (1) or (5) committed by a body 15
corporate is punishable on conviction by a fine of not more than 16
the greater of the following: 17

(a) 50,000 penalty units; 18
(b) 10% of the annual turnover of the body corporate during the 19

period (the turnover period) of 12 months ending at the end 20
of the month in which the conduct constituting the offence 21
occurred. 22

 (11) For the purposes of this section, the annual turnover of a body 23
corporate, during the turnover period, is the sum of the values of all 24
the supplies that the body corporate, and any body corporate 25
related to the body corporate, have made, or are likely to make, 26
during that period, other than the following supplies: 27

(a) supplies made from any of those bodies corporate to any 28
other of those bodies corporate; 29

(b) supplies that are input taxed; 30
(c) supplies that are not for consideration (and are not taxable 31

supplies under section 72-5 of the A New Tax System (Goods 32
and Services Tax) Act 1999);33
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(d) supplies that are not made in connection with an enterprise 1
that the body corporate carries on. 2

 (12) For the purposes of subsection (11), it is immaterial whether the 3
supplies were made, or are likely to be made, within or outside 4
Australia. 5

 (13) Expressions used in subsections (11) and (12) that are also used in 6
the A New Tax System (Goods and Services Tax) Act 1999 have the 7
same meaning in those subsections as they have in that Act. 8

 (14) The question whether 2 bodies corporate are related to each other 9
is to be determined for the purposes of this section in the same way 10
as for the purposes of the Corporations Act 2001. 11

When material is removed from a content service 12

 (15) For the purposes of this section, material is removed from a content 13
service if the material is not accessible to any of the end-users 14
using the service. 15

474.35  Notice issued by eSafety Commissioner in relation to a 16
content service—presumptions 17

 (1) The eSafety Commissioner may issue a written notice stating that, 18
at the time the notice was issued: 19

(a) a specified content service could be used to access specified 20
material; and 21

(b) the specified material was abhorrent violent material. 22

 (2) The eSafety Commissioner must not issue a notice under 23
subsection (1) unless the eSafety Commissioner is satisfied on 24
reasonable grounds that, at the time the notice was issued: 25

(a) the specified content service could be used to access the 26
specified material; and 27

(b) the specified material was abhorrent violent material. 28

 (3) As soon as practicable after issuing a notice under subsection (1), 29
the eSafety Commissioner must give a copy of the notice to the 30
person who provides the content service concerned. 31
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 (4) The eSafety Commissioner is not required to observe any 1
requirements of procedural fairness in relation to the issue of a 2
notice under subsection (1). 3

Presumptions 4

 (5) If:5
(a) a notice under subsection (1) is issued in relation to a content 6

service provided by a person; and 7
(b) in a prosecution of the person for an offence against 8

subsection 474.34(1), it is proven that the content service 9
could be used to access the material specified in the notice at 10
the time the notice was issued; 11

then, in that prosecution, it must be presumed that the person was 12
reckless as to whether the content service could be used to access 13
the specified material at the time the notice was issued, unless the 14
person adduces or points to evidence that suggests a reasonable 15
possibility that the person was not reckless as to whether the 16
content service could be used to access the specified material at the 17
time the notice was issued. 18

 (6) If a notice under subsection (1) is issued in relation to a content 19
service provided by a person, then, in a prosecution of the person 20
for an offence against subsection 474.34(1), it must be presumed 21
that, at the time the notice was issued, the person was reckless as to 22
whether the material specified in the notice was abhorrent violent 23
material, unless the person adduces or points to evidence that 24
suggests a reasonable possibility that, at the time the notice was 25
issued, the person was not reckless as to whether the specified 26
material was abhorrent violent material. 27

Other evidentiary matters 28

 (7) A document purporting to be a notice issued under subsection (1) 29
must, unless the contrary is established, be taken to be such a 30
notice and to have been properly issued. 31

(8) The eSafety Commissioner may certify that a document is a copy 32
of a notice issued under subsection (1). 33

(9) Subsections (5), (6) and (7) apply to the certified copy as if it were 34
the original. 35
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Application 1

 (10) This section extends to matters and things outside Australia. 2

474.36  Notice issued by eSafety Commissioner in relation to a 3
hosting service—presumptions 4

 (1) The eSafety Commissioner may issue a written notice stating that, 5
at the time the notice was issued: 6

(a) specified material was hosted on a specified hosting service;7
and 8

(b) the specified material was abhorrent violent material. 9

 (2) The eSafety Commissioner must not issue a notice under 10
subsection (1) unless the eSafety Commissioner is satisfied on 11
reasonable grounds that, at the time the notice was issued: 12

(a) the specified material was hosted on the specified hosting 13
service; and 14

(b) the specified material was abhorrent violent material. 15

 (3) As soon as practicable after issuing a notice under subsection (1), 16
the eSafety Commissioner must give a copy of the notice to the 17
person who provides the hosting service concerned. 18

 (4) The eSafety Commissioner is not required to observe any 19
requirements of procedural fairness in relation to the issue of a 20
notice under subsection (1). 21

Presumptions 22

 (5) If:23
(a) a notice under subsection (1) is issued in relation to a hosting 24

service provided by a person; and 25
(b) in a prosecution of the person for an offence against 26

subsection 474.34(5), it is proven that the material specified 27
in the notice was hosted on the hosting service at the time the 28
notice was issued; 29

then, in that prosecution, it must be presumed that the person was30
reckless as to whether the specified material was hosted on the 31
hosting service at the time the notice was issued, unless the person 32
adduces or points to evidence that suggests a reasonable possibility 33
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that the person was not reckless as to whether specified material 1
was hosted on the hosting service at the time the notice was issued. 2

 (6) If a notice under subsection (1) is issued in relation to a hosting 3
service provided by a person, then, in a prosecution of the person 4
for an offence against subsection 474.34(5), it must be presumed 5
that, at the time the notice was issued, the person was reckless as to 6
whether the material specified in the notice was abhorrent violent 7
material, unless the person adduces or points to evidence that 8
suggests a reasonable possibility that, at the time the notice was 9
issued, the person was not reckless as to whether the specified 10
material was abhorrent violent material. 11

Other evidentiary matters 12

 (7) A document purporting to be a notice issued under subsection (1) 13
must, unless the contrary is established, be taken to be such a 14
notice and to have been properly issued. 15

(8) The eSafety Commissioner may certify that a document is a copy 16
of a notice issued under subsection (1). 17

(9) Subsections (5), (6) and (7) apply to the certified copy as if it were 18
the original. 19

Application 20

 (10) This section extends to matters and things outside Australia. 21

474.37  Defences in respect of abhorrent violent material 22

Content service 23

 (1) Subsection 474.34(1) does not apply to material that can be 24
accessed using a service if: 25

(a) the accessibility of the material is necessary for enforcing a 26
law of: 27

(i) the Commonwealth; or 28
(ii) a State; or 29

(iii) a Territory; or 30
(iv) a foreign country; or31
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(v) a part of a foreign country; or 1
(b) the accessibility of the material is necessary for monitoring 2

compliance with, or investigating a contravention of, a law 3
of: 4

(i) the Commonwealth; or 5
(ii) a State; or 6

(iii) a Territory; or 7
(iv) a foreign country; or 8
(v) a part of a foreign country; or 9

(c) the accessibility of the material is for the purposes of 10
proceedings in a court or tribunal; or 11

(d) both: 12
(i) the accessibility of the material is necessary for, or of 13

assistance in, conducting scientific, medical, academic 14
or historical research; and 15

(ii) the accessibility of the material is reasonable in the 16
circumstances for the purpose of conducting that 17
scientific, medical, academic or historical research; or 18

(e) the material relates to a news report, or a current affairs 19
report, that: 20

(i) is in the public interest; and 21
(ii) is made by a person working in a professional capacity 22

as a journalist; or 23
(f) both: 24

(i) the accessibility of the material is in connection with the 25
performance by a public official of the official’s duties 26
or functions; and 27

(ii) the accessibility of the material is reasonable in the 28
circumstances for the purpose of performing that duty or 29
function; or 30

(g) both: 31
(i) the accessibility of the material is in connection with an 32

individual assisting a public official in relation to the 33
performance of the public official’s duties or functions;34
and 35

(ii) the accessibility of the material is reasonable in the 36
circumstances for the purpose of the individual assisting 37
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the public official in relation to the performance of the 1
public official’s duties or functions; or 2

(h) the accessibility of the material is for the purpose of 3
advocating the lawful procurement of a change to any matter 4
established by law, policy or practice in: 5

(i) the Commonwealth; or 6
(ii) a State; or 7

(iii) a Territory; or 8
(iv) a foreign country; or 9
(v) a part of a foreign country; 10

 and the accessibility of the material is reasonable in the 11
circumstances for that purpose; or 12

(i) the accessibility of the material relates to the development, 13
performance, exhibition or distribution, in good faith, of an 14
artistic work. 15

Note: A defendant bears an evidential burden in relation to the matters in 16
this subsection (see subsection 13.3(3)). 17

Hosting service 18

 (2) Subsection 474.34(5) does not apply to material that is hosted on a19
hosting service if:20

(a) the hosting of the material is necessary for enforcing a law 21
of: 22

(i) the Commonwealth; or 23
(ii) a State; or 24

(iii) a Territory; or 25
(iv) a foreign country; or 26
(v) a part of a foreign country; or 27

(b) the hosting of the material is necessary for monitoring 28
compliance with, or investigating a contravention of, a law 29
of: 30

(i) the Commonwealth; or 31
(ii) a State; or 32

(iii) a Territory; or 33
(iv) a foreign country; or 34
(v) a part of a foreign country; or 35
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(c) the hosting of the material is for the purposes of proceedings 1
in a court or tribunal; or 2

(d) both: 3
(i) the hosting of the material is necessary for, or of 4

assistance in, conducting scientific, medical, academic 5
or historical research; and 6

(ii) the hosting of the material is reasonable in the 7
circumstances for the purpose of conducting that 8
scientific, medical, academic or historical research; or 9

(e) the material relates to a news report, or a current affairs 10
report, that: 11

(i) is in the public interest; and 12
(ii) is made by a person working in a professional capacity 13

as a journalist; or 14
(f) both: 15

(i) the hosting of the material is in connection with the 16
performance by a public official of the official’s duties17
or functions; and 18

(ii) the hosting of the material is reasonable in the 19
circumstances for the purpose of performing that duty or 20
function; or 21

(g) both: 22
(i) the hosting of the material is in connection with an 23

individual assisting a public official in relation to the 24
performance of the public official’s duties or functions;25
and 26

(ii) the hosting of the material is reasonable in the 27
circumstances for the purpose of the individual assisting 28
the public official in relation to the performance of the 29
public official’s duties or functions; or 30

(h) the hosting of the material is for the purpose of advocating 31
the lawful procurement of a change to any matter established 32
by law, policy or practice in: 33

(i) the Commonwealth; or 34
(ii) a State; or 35

(iii) a Territory; or36
(iv) a foreign country; or 37
(v) a part of a foreign country; 38

Document 21 - Page 19 of 24

Attorney-General's Department documents released under FOI 20/083



Schedule 1 Sharing of abhorrent violent material

16 Criminal Code Amendment (Sharing of Abhorrent Violent Material) 
Bill 2019

No.      , 2019

 and the hosting of the material is reasonable in the 1
circumstances for that purpose; or 2

(i) the hosting of the material relates to the development, 3
performance, exhibition or distribution, in good faith, of an 4
artistic work. 5

Note: A defendant bears an evidential burden in relation to the matters in 6
this subsection (see subsection 13.3(3)). 7

Functions 8

 (3) The references in this section to function or functions do not, by 9
implication, affect the meaning of the expressions duty or duties 10
when used in any other provision of this Code. 11

Application 12

(4) This section extends to matters and things outside Australia. 13

474.38  Implied freedom of political communication 14

 (1) This Subdivision does not apply to the extent (if any) that it would 15
infringe any constitutional doctrine of implied freedom of political 16
communication. 17

 (2) Subsection (1) does not limit the application of section 15A of the 18
Acts Interpretation Act 1901 to this Act. 19

474.39  Provider of content service 20

 (1) For the purposes of this Subdivision, a person does not provide a 21
content service merely because the person supplies a carriage 22
service that enables material to be accessed. 23

 (2) For the purposes of this Subdivision, a person does not provide a 24
content service merely because the person provides a billing 25
service, or a fee collection service, in relation to a content service. 26

474.40  Service of copies of notices by electronic means 27

  Paragraphs 9(1)(d) and (2)(d) of the Electronic Transactions Act 28
1999 do not apply to a copy of a notice under subsection 474.35(1) 29
or 474.36(1) of this Act. 30
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Note: Paragraphs 9(1)(d) and (2)(d) of the Electronic Transactions Act 19991
deal with the consent of the recipient of information to the information 2
being given by way of electronic communication. 3

474.41  Giving a copy of a notice to a contact person etc. 4

Contact person 5

 (1) If:6
(a) a copy of a notice under subsection 474.35(1) is required to 7

be given to the provider of a content service that is a social 8
media service (within the meaning of the Enhancing Online 9
Safety Act 2015); and 10

(b) there is an individual who is: 11
(i) an employee or agent of the provider; and 12

(ii) designated as the service’s contact person for the 13
purposes of that Act; and 14

(c) the contact details of the contact person have been notified to 15
the eSafety Commissioner; 16

the copy of the notice is taken to have been given to the provider if 17
it is given to the contact person. 18

Agent 19

 (2) If:20
(a) a copy of a notice under subsection 474.35(1) or 474.36(1) is 21

required to be given to a body corporate incorporated outside 22
Australia; and 23

(b) the body corporate does not have a registered office or a 24
principal office in Australia; and 25

(c) the body corporate has an agent in Australia; 26
the copy of the notice is taken to have been given to the body 27
corporate if it is given to the agent. 28

Other matters 29

 (3) Subsections (1) and (2) have effect in addition to section 28A of 30
the Acts Interpretation Act 1901. 31
Note: Section 28A of the Acts Interpretation Act 1901 deals with the service 32

of documents. 33
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474.42  Attorney-General’s consent required for prosecution1

Offence against section 474.33 2

 (1) Proceedings for an offence against section 474.33 must not be 3
commenced without the Attorney-General’s written consent if:4

(a) the conduct constituting the alleged offence occurs wholly in 5
a foreign country; and 6

(b) at the time of the alleged offence, the person alleged to have 7
committed the offence is neither: 8

(i) an Australian citizen; nor 9
(ii) a body corporate incorporated by or under a law of the 10

Commonwealth or of a State or Territory. 11

 (2) However, a person may be arrested for, charged with, or remanded 12
in custody or released on bail in connection with, an offence 13
against section 474.33 before the necessary consent has been 14
given. 15

Offence against section 474.34 16

 (3) Proceedings for an offence against section 474.34 must not be 17
commenced without the Attorney-General’s written consent. 18

(4) However, a person may be arrested for, charged with, or remanded 19
in custody or released on bail in connection with, an offence 20
against section 474.34 before the necessary consent has been 21
given. 22

474.43  Compensation for acquisition of property 23

 (1) If the operation of this Subdivision would result in an acquisition 24
of property (within the meaning of paragraph 51(xxxi) of the 25
Constitution) from a person otherwise than on just terms (within 26
the meaning of that paragraph), the Commonwealth is liable to pay 27
a reasonable amount of compensation to the person. 28

 (2) If the Commonwealth and the person do not agree on the amount 29
of the compensation, the person may institute proceedings in: 30

(a) the Federal Court of Australia; or 31
(b) the Supreme Court of a State or Territory; 32
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for the recovery from the Commonwealth of such reasonable 1
amount of compensation as the court determines. 2

474.44 This Subdivision does not limit Schedule 5 or 7 to the 3
Broadcasting Services Act 19924

  This Subdivision does not limit the operation of Schedule 5 or 7 to 5
the Broadcasting Services Act 1992. 6

474.45  Review of this Subdivision 7

 (1) After the end of the 2-year period beginning at the commencement 8
of this section, the Minister must cause to be conducted a review of 9
the operation of this Subdivision. 10

Report 11

 (2) A report of the review must be given to the Minister within 12 12
months after the end of the 2-year period mentioned in 13
subsection (1). 14

 (3) The Minister must cause copies of a report under subsection (2) to 15
be tabled in each House of the Parliament within 15 sitting days of 16
that House after the Minister receives the report. 17

2 Section 475.2 of the Criminal Code18
Before “Section 15.1”, insert “(1)”. 19

3  Section 475.2 of the Criminal Code20
After “Part”, insert “(other than Subdivision H of Division 474)”. 21

4  At the end of section 475.2 of the Criminal Code22
Add: 23

 (2) Section 14.1 (standard geographical jurisdiction) does not apply to 24
an offence against Subdivision H of Division 474. 25
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Schedule 2—Obligations of internet service 1

providers and internet content hosts2
   3

Criminal Code Act 19954

1  Section 474.25 of the Criminal Code (penalty) 5
Omit “100 penalty units”, substitute “800 penalty units”. 6
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Talking Points  

Sharing of Abhorrent Violent Material Act 2019 

Overview of Act 

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 
commenced on 6 April 2019. 
The Act introduced new offences for internet service, hosting and content providers that fail 
to report and remove ‘abhorrent violent material’.  
‘Abhorrent violent material’ is limited to very specific categories of the most egregious 
violent audio-visual material produced by the perpetrator or their accomplice.  
It must record actual acts of murder, rape, torture, terrorism involving physical harm and/or 
violent kidnapping.   
It must also be material that reasonable persons would regard as being, in all the 
circumstances, offensive.  

Overview of new offences 

The Act creates two offences: 
o An offence for internet service providers, hosting services and content services that 

fail to notify the Australian Federal Police within a reasonable time about material 
relating to abhorrent violent conduct occurring in Australia (the ‘failure to report’ 
offence), and  

o An offence for content services and hosting services that fail to remove abhorrent 
violent material expeditiously (the ‘failure to remove’ offence).  

The ‘failure to report’ offence attracts a fine of up to $168,000 for individuals and $840,000 
for corporations (ie 800 penalty units, with corporate multiplier applied for corporations). 
The ‘failure to remove’ offence attracts: 

o for a corporation, up to 50,000 penalty units ($10.5 million) or 10% of the annual 
turnover of the company, whichever is greater, or 

o for an individual, up to 10,000 penalty units ($2.1 million) and 3 years’ 
imprisonment.  

A defence to the ‘failure to report’ offence is available if the internet service provider, 
hosting service or content service can show that they had reasonable grounds to believe the 
AFP was already aware of the details of the material. 
Defences to the ‘failure to remove’ offence are available for law enforcement, news and 
current affairs, public policy advocacy, good faith artistic work, research purposes, 
court/tribunal proceedings, and the performance by public officials of their duties (and 
individuals assisting these officials in their duties).   
The Act also gives the e-Safety Commissioner a new power to issue a notice stating that a 
content or hosting service is being used for abhorrent violent material.   
In any subsequent prosecution, the notice will create a presumption that a service provider 
was reckless about their service being used to access abhorrent violent material.  
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Definition of abhorrent violent material 

‘Abhorrent violent material’ is limited to video, audio or audio-visual material that the 
perpetrator(s) or their accomplices have recorded or live-streamed in the course of carrying 
out a terrorist act, murder, attempted murder, torture, rape or a violent kidnapping. 
It must also be material that reasonable persons would regard as being offensive, within the 
meaning of offensive in Part 10.6 of the Criminal Code.   
The definition includes altered or modified material. 
The scope of the definition excludes material recorded or live-streamed by bystanders.  

Persons subject to the offences 

The new offences in the Act do not target end-users (ie. members of the public) who access 
or share the content. 

o The Criminal Code already has serious offences for those who urge violence against 
groups, and members of groups, distinguished by race, religion and other factors.   

o The Code also already has offences for individuals who menace, harass and cause 
offence over the internet.  

The new offences only apply to internet service providers, hosting service providers and 
content service providers.  
Examples of these are as follows: 

Internet service providers Hosting service providers Content service providers 
Telstra Amazon Web Services (hosts eg Netflix, 

Expedia) 
Facebook 

Optus Google Cloud Platform Instagram 

TPG Microsoft hosting services Twitter 

iiNet  YouTube 
 

Extent to which individuals may be captured by the new offences 

The new offences apply to legal and natural persons. 
Under the Criminal Code, a person who aids, abets, counsels or procures the commission of 
an offence by another person is taken to have committed that offence and is punishable 
accordingly.  
It may be possible to lay charges on individuals where the main offender is a company if the 
prosecution can show the individual or individuals, for example, aided and abetted the 
company.  
It will be a matter for the courts to consider whether the behaviour of the individual meets 
the threshold for aiding and abetting.  

New role of the eSafety Commissioner 

Under the proposed legislation, the e-Safety Commissioner will have the power to issue a 
notice to a person who provides a content or hosting service. 
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The notice will state that at the time the notice was issued the abhorrent violent material
could be accessed or was hosted on the service.
The effect of this notice will be to create, for the purposes of prosecution proceedings,
presumptions that:

o the person was reckless as to whether the abhorrent violent material could be
accessed or was hosted on the person’s service, and

o the person was reckless as to whether the material was abhorrent violent material.
These presumptions will apply to the elements of the ‘failure to remove’ offence unless the
person can point to evidence that suggests a reasonable possibility that:

o the person was not reckless as to whether the material could be accessed or was
hosted on the person’s service, and

o the person was not reckless as to whether the material was abhorrent violent
material.
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Overview of the Bill 

The Bill creates two new offences in the Criminal Code. 

Notification offence 
The first offence will apply where internet service providers, hosting service providers and content 
service providers fail to refer the details of abhorrent violent material that depicts conduct that has 
occurred, or is occurring, in Australia that is on or accessible through their platforms or services to 
the Australian Federal Police (AFP) within a reasonable time of becoming aware of its existence. The 
term ‘reasonable time’ is not defined, and a range of factors can be taken into account when 
determining what is reasonable in these circumstances. This could include the type and volume of 
the material, the capabilities of and resources available to the provider.  

This offence does not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. The fault element for an offence for failure to refer details to the AFP is 
‘awareness’. This means that the provider must have been aware that their service could be used to 
access the material, and had reasonable grounds to believe that the material was abhorrent violent 
material. It would be a matter for a court to determine in all the circumstances whether the fault 
element has been satisfied. If the relevant conduct of a provider has occurred wholly in a foreign 
country and  is perpetrated by persons that are not Australian citizens or Australian bodies 
corporate, the Attorney-General’s written consent will be required before a prosecution for this 
offence can commence. This requirement is intended to guard against any inappropriate 
prosecutions as a consequence of the Bill’s extraterritorial reach and will enable any obligations on 
providers under foreign laws to be taken into account. 

Removal offence 
The second offence will apply where hosting service providers and content services providers fail to 
expeditiously remove or cease hosting abhorrent violent material that is reasonably capable of being 
accessed within Australia.  As above, the term ‘expeditiously’ is not defined such that a range of 
factors can be taken into account when assessing whether hosts and/or service providers have 
complied with this obligation. A range of defences are also available in relation to this offence, 
including where the material relates to a news or current affairs report that is in the public interest, 
where the accessibility of the material is for lawful advocacy purposes, and where the accessibility of 
the material relates to research or artistic works created in good faith.  

The fault element for an offence for failure to remove material is ‘recklessness’. This means that the 
provider must have been aware that there was a substantial risk that their service could be used to 
access the material, and that the material was abhorrent violent material, and having regard to the 
circumstances known to the provider it was unjustifiable to take the risk of failing to remove or 
cease hosting the material. It would be a matter for a court to determine in all the circumstances 
whether a provider was reckless. For example, if a high volume of complaints was received in 
relation to abhorrent violent material, this could be evidence that the provider was aware of a 
substantial risk that the abhorrent violent material could be accessed using the provider’s service, 
even if the provider did not actively check whether the material referred to in the complaints could 
be accessed using the relevant service. The offence does not criminalise ignorance or negligence, but 
it does require action when there is a level of awareness of abhorrent violent material being 
available. 

In all circumstances the Attorney-General’s written consent will be required before a prosecution for 
this offence can commence. This requirement is a further guard against any inappropriate 
prosecutions. 
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The removal offence will be supported by a new power by the eSafety Commissioner to provide a 
written notice that notifies the recipient that their service could be used to access specified 
abhorrent violent material. This notice will create a rebuttable presumption for the purpose of any 
future prosecution that the person was reckless as to whether the material specified in the notice 
was both abhorrent violent material and that it could be accessed using their service. The issuing of 
the notice itself does not mean an offence has been committed. 

Abhorrent violent material  
These new offences are limited to material that is ‘abhorrent violent material’. This term only applies 
to audio, visual or audio-visual material that records or streams abhorrent violent conduct engaged 
in by one or more persons where a reasonable person would regard that material as being, in all the 
circumstances, offensive. The material must also have been produced by a person who was party to 
that conduct. ‘Abhorrent violent conduct’ is also limited to conduct where a person engages in a 
terrorist act (involving serious physical harm or death of another person), murders or attempts to 
murder another person, tortures another person, rapes another person or kidnaps another person. 

Review 
The Bill also requires that a review must be undertaken of the new provisions two years after 
commencement. This will give service providers an opportunity to advise on their experience in 
complying with the new laws and improvements that could be made.  

Additional Info 

Q) Can providers be held liable for material on their services they are not aware of?

This is not the case.  Awareness is required for the offences to apply.  For the notification offence in 
s 474.33, a provider must be aware that their service can be used to access abhorrent violent 
material capturing events occurring in Australia, before it can be held liable for failing to notify the 
AFP.  For the removal offence, a provider must have been reckless that their service could be used to 
access abhorrent violent material and reckless to the material being abhorrent violent material.  To 
be reckless, the provider would have had to be aware of a substantial risk and, having regard to the 
circumstances known to the provider, it must be unjustifiable for the provider to take that risk (ie, 
not removing the material).  Ignorance or negligence will not satisfy a recklessness threshold, which 
is defined in section 5.4 of the Criminal Code.   

Q) What is the effect of a notice issued by the eSafety Commissioner?

A notice issued by the eSafety Commissioner in relation to ‘abhorrent violent material’ does not 
create any liability.  It puts the provider on notice that their service can be used to access abhorrent 
violent material.  In any subsequent prosecution, the issue of a notice will create a rebuttable 
presumption that the provider was reckless as to their service being able to be used to access 
abhorrent violent material. That presumption can be rebutted by the provider pointing to evidence 
to the contrary. Should the provider do so, the prosecution has to prove this beyond reasonable 
doubt. It is only once a provider is on notice about the nature of the content and its availability 
through its services that the requirement to take expeditious action to remove the material 
arises.  What is ‘expeditious’ will be a matter for a court and depend on all the circumstances of each 
case, including the type and volume of material. Defences, such as for news or current affairs 
reporting in the public interest, lawful advocacy and research or artistic works, are also available. 
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The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 came into
effect 6 April 2019. The new laws impose requirements on internet service providers and
content and hosting services.

As a result the Australian Federal Police (AFP) has established a reporting regime for the
reporting of abhorrent violent material. These are interim arrangements.

Notification by ISPs, content service providers and hosting service providers of abhorrent
violent material that record or stream abhorrent violent conduct that has occurred, or is
occurring in Australia or a notification of failure to remove or cease to host abhorrent violent
material, can be reported to the AFP in the following way:

Members of the public are advised to report crime using the usual avenues.

An outline of the above procedures is currently available on the AFP homepage.
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Q) Would providers be required to breach US laws?

The application of the offences will not require foreign companies to act in contravention of foreign 
laws. The Attorney-General’s consent will be required before a prosecution can be commenced. This 
will ensure that any obligations under foreign laws can be taken into account. 

Home Affairs Briefing to Posts. 

s 37(2)(b), s 47E(d)
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Summary of email correspondence with online platforms 

Date Recipients Summary 
5 April 2019 Vodafone, Telstra, Google, 

Comms Alliance, Facebook, 
Twitter, Optus, TPG, Microsoft 

Responses to follow up 
questions 

4 April 2019 Vodafone, Telstra, Google, 
Comms Alliance, Facebook, 
Twitter, Optus, TPG, Microsoft 

Overview of AVM Act 

From: Chidgey, Sarah  
Sent: 05 April 2019 6:23 PM 
To:  

@google.com;  
; @fb.com;  

 
Cc: richard.eccles  carolyn.patteson ; 
james.penprase ; Nerida.Oloughlin  
Julie.InmanGrant   marc.ablong  
Debbie.platz  Duggan, Simon  Brayshaw, Elizabeth 

; > 
Subject: RE: Sharing of Abhorrent Violent Material Bill [SEC=UNCLASSIFIED] 

Dear all 

Further to the taskforce meeting today, I can advise that the Abhorrent Violent Material Bill received 
Royal Assent this afternoon.  In accordance with Section 2 of the Bill, the measures in the Bill will 
therefore commence tomorrow (Saturday 6 April). 

During today’s meeting, I also undertook to provide further advice about the operation of the 
offences and the effect of notices to be issued by the eSafety Commissioner.   

Q) Can providers be held liable for material on their services they are not aware of?

This is not the case.  Awareness is required for the offences to apply.  For the notification offence in 
s 474.33, a provider must be aware that their service can be used to access abhorrent violent 
material capturing events occurring in Australia, before it can be held liable for failing to notify the 
AFP.  For the removal offence, a provider must have been reckless that their service could be used to 
access abhorrent violent material and reckless to the material being abhorrent violent material.  To 
be reckless, the provider would have had to be aware of a substantial risk and, having regard to the 
circumstances known to the provider, it must be unjustifiable for the provider to take that risk (ie, 
not removing the material).  Ignorance or negligence will not satisfy a recklessness threshold, which 
is defined in section 5.4 of the Criminal Code.   

Q) What is the effect of a notice issued by the eSafety Commissioner?

A notice issued by the eSafety Commissioner in relation to ‘abhorrent violent material’ does not 
create any liability.  It puts the provider on notice that their service can be used to access abhorrent 
violent material.  In any subsequent prosecution, the issue of a notice will create a rebuttable 
presumption that the provider was reckless as to their service being able to be used to access 
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abhorrent violent material. That presumption can be rebutted by the provider pointing to evidence 
to the contrary. Shou ld the provider do so, the prosecution has to prove this beyond reasonable 
doubt. It is on ly once a provider is on notice about the nature of the content and its availability 
through its services that the requirement to take expeditious action to remove the material 
arises. What is 'expeditious' wi ll be a matter for a court and depend on all the circumstances of each 
case, including the type and volume of material. Defences, such as for news or current affairs 
reporting in the public interest, lawfu l advocacy and research or artistic works, are also available. 

Q) Would providers be required to breach US laws? 

The application of the offences will not require foreign companies to act in contravention of foreign 
laws. The Attorney-General' s consent will be required before a prosecution can be commenced . This 
will ensure that any obligations under foreign laws can be taken into account. 

Regards 
Sarah 

Sarah Chidgey 
Deputy Secretary 
Integrity and International 
Attorney-General's Department 
3-5 National Circu it I Barton ACT 2600 
p · ~7E(d) 
m 

From: Chidgey, Sarah 
Sent: 04 April 2019 11:29 AM 
To: Z2(1) 

s 47F(1 )@google.com>; s 22(1) 
~ 47F(1) @fb.com>; 22(1 ) 

Cc: 'richard.eccless 47E(d) 
'carolyn.patteson s 47E(d) 
'james.penprase5 47E(d) 
'Nerida.Oloughlin ~ 7E(d) 
'Julie. lnmanGrants 47E(d) 

<richard.eccles5 47E(d) 

; 'marc.ablongs 47E(d) 
'Debbie.platz ,s 47E(d) 

~7E(cl) 
'Duggan, Simon' 

Brayshaw, Elizabeth s 47E(d) 

Subject: Sharing of Abhorrent Violent Material Bill [SEC-UNCLASSIFIEDJ 

Dear all 

47F(tJ@google.com' 
47F(1) @fb.com' 

Z2(1) 
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Further to yesterday’s briefing on the Criminal Code Amendment (Sharing of Abhorrent Violent 
Material) Bill 2019, the Bill was introduced into the Parliament and passed by the Senate yesterday. 
It has just been passed by the House of Representatives as well. For your reference, I attach a copy 
of the Bill and its explanatory memorandum. I have also included a summary of the Bill below.   

As discussed, the Bill reflects the expectation that internet service, hosting and content providers 
should be responsible for reporting and removing abhorrent violent material on their services where 
they are aware of it, and that failure to meet these obligations should attract criminal liability.  The 
Bill is targeted at the most egregious violent material such as the footage of the Christchurch 
terrorist attack. 

There is time on the agenda for tomorrow’s Taskforce meeting to discuss the Bill and I’m available to 
discuss any further questions you may have about the operation of the offences. 

Regards 
Sarah 
____________________________ 
Sarah Chidgey
Deputy Secretary
Integrity and International
Attorney-General's Department
p
m

Overview of the Bill 

The Bill creates two new offences in the Criminal Code. 

Notification offence 
The first offence will apply where internet service providers, hosting service providers and content 
service providers fail to refer the details of abhorrent violent material that depicts conduct that has 
occurred, or is occurring, in Australia that is on or accessible through their platforms or services to 
the Australian Federal Police (AFP) within a reasonable time of becoming aware of its existence. The 
term ‘reasonable time’ is not defined, and a range of factors can be taken into account when 
determining what is reasonable in these circumstances. This could include the type and volume of 
the material, the capabilities of and resources available to the provider.  

This offence does not apply if the provider reasonably believes that the details of the material are 
already known to the AFP. The fault element for an offence for failure to refer details to the AFP is 
‘awareness’. This means that the provider must have been aware that their service could be used to 
access the material, and had reasonable grounds to believe that the material was abhorrent violent 
material. It would be a matter for a court to determine in all the circumstances whether the fault 
element has been satisfied. If the relevant conduct of a provider has occurred wholly in a foreign 
country and  is perpetrated by persons that are not Australian citizens or Australian bodies 
corporate, the Attorney-General’s written consent will be required before a prosecution for this 
offence can commence. This requirement is intended to guard against any inappropriate 
prosecutions as a consequence of the Bill’s extraterritorial reach and will enable any obligations on 
providers under foreign laws to be taken into account. 

Removal offence 
The second offence will apply where hosting service providers and content services providers fail to 
expeditiously remove or cease hosting abhorrent violent material that is reasonably capable of being 
accessed within Australia.  As above, the term ‘expeditiously’ is not defined such that a range of 
factors can be taken into account when assessing whether hosts and/or service providers have 
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complied with this obligation. A range of defences are also available in relation to this offence, 
including where the material relates to a news or current affairs report that is in the public interest, 
where the accessibility of the material is for lawful advocacy purposes, and where the accessibility of 
the material relates to research or artistic works created in good faith.  

The fault element for an offence for failure to remove material is ‘recklessness’. This means that the 
provider must have been aware that there was a substantial risk that their service could be used to 
access the material, and that the material was abhorrent violent material, and having regard to the 
circumstances known to the provider it was unjustifiable to take the risk of failing to remove or 
cease hosting the material. It would be a matter for a court to determine in all the circumstances 
whether a provider was reckless. For example, if a high volume of complaints was received in 
relation to abhorrent violent material, this could be evidence that the provider was aware of a 
substantial risk that the abhorrent violent material could be accessed using the provider’s service, 
even if the provider did not actively check whether the material referred to in the complaints could 
be accessed using the relevant service. The offence does not criminalise ignorance or negligence, but 
it does require action when there is a level of awareness of abhorrent violent material being 
available. 

In all circumstances the Attorney-General’s written consent will be required before a prosecution for 
this offence can commence. This requirement is a further guard against any inappropriate 
prosecutions. 

The removal offence will be supported by a new power by the eSafety Commissioner to provide a 
written notice that notifies the recipient that their service could be used to access specified 
abhorrent violent material. This notice will create a rebuttable presumption for the purpose of any 
future prosecution that the person was reckless as to whether the material specified in the notice 
was both abhorrent violent material and that it could be accessed using their service. The issuing of 
the notice itself does not mean an offence has been committed. 

Abhorrent violent material  
These new offences are limited to material that is ‘abhorrent violent material’. This term only applies 
to audio, visual or audio-visual material that records or streams abhorrent violent conduct engaged 
in by one or more persons where a reasonable person would regard that material as being, in all the 
circumstances, offensive. The material must also have been produced by a person who was party to 
that conduct. ‘Abhorrent violent conduct’ is also limited to conduct where a person engages in a 
terrorist act (involving serious physical harm or death of another person), murders or attempts to 
murder another person, tortures another person, rapes another person or kidnaps another person. 

Review 
The Bill also requires that a review must be undertaken of the new provisions two years after 
commencement. This will give service providers an opportunity to advise on their experience in 
complying with the new laws and improvements that could be made.  
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Australian Government 

Attorney-General's Department 

May 2019 

Sharing of Abhorrent Violent Material Act 
Fact Sheet 

The Christchurch terrorist attack on 15 March 2019 demonstrated the potential for live streaming 

and other video sharing platforms to be abused by perpetrators to amplify their extremist messages 

and actions in the immediate aftermath of these incidents. 

The Criminal Code Amendment {Sharing of Abhorrent Violent Material) Act 2019 (the Act) came into 

effect on 6 April 2019. The Act created new t wo offences in the Criminal Code Act 1995 (Cth) that 

will prevent on line platforms from being misused by perpetrators of violence. 

This fact sheet should not be considered as a replacement for legal advice, and we would 

recommend that anyone potentially affected by the Act to engage independent advice. 

What is abhorrent violent material? 
Abhorrent violent material is limited to very specific categories of the most egregious, vio lent audio

visua l material produced by a perpetrator or their accomplice. 

It must stream or record conduct w here a person engages in a terrorist act (involving serious 

physical harm or death of another person), murders or attempts to murder another person, tortures 

another person, rapes another person or kidnaps another person. This conduct is referred to as 

'abhorrent violent conduct' . 

What are providers' notification requirements 
under the Act? 
Internet service providers, hosting service providers and content service providers must notify the 

Australian Federal Police (AFP) if they are aware that their service is being, or could be, used to 

access particular abhorrent violent material that depicts abhorrent violent conduct that has 

occurred. or is occurring in Australia. This applies to all providers, whether they are based in 

Australia or overseas. 

To be prosecuted for failing to notify the AFP of abhorrent violent material on their platforms, a 

provider must: 
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(1) have been aware that their service cou ld be used to access particular material, and 

(2) have had reasonable grounds to believe that the material was abhorrent violent material, 

and 

(3) have had reasonable grounds to believe that the relevant conduct was occurring (or had 

occurred) in Australia. 

A provider will not have " reasonable grounds to believe" w here they are genuinely unaware of 

particular material on their platform. The offence does not capture ignorance or negligence, but it 

does require action when there is a level of awareness of abhorrent violent material being available. 

For example, if providers receive user-complaints about the online material. 

This offence does not apply if the abhorrent violent conduct took place outside of Australia. 

What is "a reasonable time" to notify the AFP? 
The provider must notify the AFP within a reasonable time of becoming aware that a particular piece 

of abhorrent violent material's existence on their service. The term 'reasonable time' is not defined 

in the Act. 

What is a reasonable time for notifying the AFP will depend on the unique circumstances in each 

case. A range of factors, for example, the t ype and volume of the material and any complaints 

received about the material, and the capabilit ies of and resources available to the provider w ill 

contribute to an overa ll determination of " reasonableness". 

What if the AFP is already aware of the material? 
You do not need to notify the AFP if you reasonably believe that the details of the material are 

already known to the AFP (for example, if there has already been widespread media reporting about 

particular material, or if you have already referred the material to the Nationa l Centre for Missing or 

Exploited Children). 

How do I notify the AFP of online abhorrent violent material? 

• If a provider becomes aware of abhorrent v iolent material on their site, they are able to 

notify the Australian Federal Police in the following ways: 

• For providers: 

• Emai l deta ils to - abhorrent.material@lelink.net.au 

• Call the AFP Operations Coordination Centre Watch Floor Supervisor on +61 2 6126 7299. 

• For the public 

• If you are concerned about the immediate safety of yourself or another person, or a crime 

is in progress, call 000. 

• You can report abhorrent violent material to the AFP v ia their on line form. 

• You can also report the content to the eSafety Commissioner. 
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When do providers need to remove material from 
their platforms? 
Hosting service providers and content service providers must expedit iously remove abhorrent 

violent material that is reasonably capable of being accessed within Australia. This applies to all 

providers, whether they are based in Australia or overseas. 

The fault element for this offence is recklessness as defined in section 5.4 of the Criminal Code. 

Recklessness is a high threshold, and does not capture ignorance or negligence. To be liable for 

failing to expedit iously remove material, a provider must: 

(1) be aware of a substantial risk that their platform can be used to access abhorrent violent 

material, and 

(2) having regard to the circumstances known to the provider, it was unjustifiable to take the 

risk of failing to remove, or cease hosting, the material. 

Are providers required to monitor all content on their platform 
to make themselves "aware" of abhorrent violent material? 
The Act does not require providers to take steps to make themselves aware of abhorrent violent 

material such as monitoring all content on their platforms. 

There are a number of ways a provider could become "aware" of a risk that their platform can be 

used to access particu lar abhorrent vio lent material other than through their own monitoring 

activities. For example, platforms may become aware of material through a notice from the eSafety 

Commissioner (see below), media reporting on particular content or through user complaints. 

The offence does not apply where a platform is negligently unaware or ignorant of particular 

material on their platform. 

What is considered "expeditious removal" of material? 
There is no specific t imeframe that dictates what constitutes "expedit ious removal" of abhorrent 

violent material. A range of factors, for example, the type and volume of the material and any 

complaints received about the material, and the capabil ities of and resources available to the 

provider will contribute to an overall determination of whether the removal was expeditious. 

If material is removed, do platforms still have to notify the AFP? 
Yes. A platform must notify the AFP where they are aware that their service is being, or could be, 

used to access particu lar abhorrent violent material that depicts abhorrent violent conduct occurring 

in Australia (see above) . This means that a platform may need to notify the AFP about particular 

abhorrent violent material, where the conduct is occurring (or has occurred) in Australia, as wel l as 

removing it from their platform. 

Page 3 of 5 

Attorney-General's Department documents released under FOi 20/083 



Document 24 - Page 4 of 5 

The Australian eSafety Commissioner 
The Austra lian eSafety Commissioner's role is to promote online safety for all Austra lians. The 

eSafety Commissioner coord inates and leads the online safety efforts of the government, industry 

and the non-for-profit community. It has a broad remit wh ich includes providing a complaints service 

for young Australians who experience serious cyberbu llying; identifying and removing il lega l on line 

content; and tackling image-based abuse. 

How does the eSafety Commissioner's notice work? 
The Austra lian eSafety Commissioner can issue a notice to formally advise a provider that their 

platform can be used to access specified abhorrent violent material. 

A notice issued by the eSafety Commissioner does not mean any offence has been committed. It 

puts the provider on notice that their service can be used to access abhorrent vio lent material. 

If a notice is issued, it creates a rebuttable presumption in relation to a future prosecution that, if 

material is not removed, the provider was reckless as to whether the material specified in the notice 

was both abhorrent vio lent material and that it could be accessed using their service. 

The presumption created by a notice can be rebutted by the provider. A provider can do so by 

pointing to evidence that suggests a reasonable possibility that their platform could not be used to 

access the specified material, or that the material was not abhorrent violent material. Removing the 

material in a t imely way after receipt of the notice w ill also ensure no offence is committed. 

Will the removal offence prevent journalists and 
news sites showing footage as part of reporting? 
No. A range of defences are also avai lable in relation to the removal offence, including where the 

material relates to a news or current affairs report that is in the public interest, where the 

accessibility of the material is for lawful advocacy purposes, and where the accessibi lity of the 

material relates to research or artistic works created in good faith. 

In all circumstances, the Austra lian Attorney-General's written consent will be required before a 

prosecution for the removal offence can commence. This requirement is a further guard against any 

inappropriate prosecutions. 

Are there other legitimate reasons not to remove this material? 

Further, there is also provision made to ensure that providers are not liable for failing to remove 

abhorrent violent material that is necessary for law enforcement purposes, court processes or for 

reasonable scientific, medical, academic or historical research. 
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Will bystanders who capture footage of events (ie. terrorist 
attacks) be penalised by the offences? 
No. The offences only apply to internet service providers, content services and hosting services, not 

individua ls who fi lm events. The offences only apply to footage of abhorrent violent conduct fi lmed 

by the perpetrators or their associates. Footage captured by innocent bystanders is not captured by 

the offences. 

Does the Act require companies to breach US or other foreign 
laws? 
No. The Act does not require foreign companies to act in contravention of foreign laws. 

The Australian Attorney-General's consent is required before commencing a prosecution. This will 

ensure that any obligations under foreign laws can be taken into account. 

What are the penalties? 
The pena lty for breaching the Act will be decided by the courts, determined in line with the general 

sentencing principles outlined in Part 1B of the Crimes Act (Cth). The penalties in the Act are the 

maximum possible penalties for the offences, and w ill only be appropriate in the most severe 

circumstances. 

The failure to notify offence attracts a fine of up to $168,000 for individua ls or up to $840,000 for 

corporations (ie 800 penalty units, w ith corporate multiplier applied for corporations). 

The failure to remove offence attracts: 

• for an ind ividual, a fine of up to 10,000 penalty un its ($2.1 mill ion) and up to 3 yea rs' 

imprisonment, or 

• for a corporation, a fine of up to 50,000 penalty units ($10.5 mi llion) or 10% of the annual 

tu rnover of the company, wh ichever is greater. 

More questions? 
Contact the Attorney-Genera l's Department on: 

Telephone: 02 6141 6666 

Email : Crimina lLaw@ag.gov.au 

Complete our online form 
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Meeting Brief: Abhorrent Violent Material Act 
0930-1030, Friday 3 May 

Sharing of Abhorrent Violent Material  

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019
commenced on 6 April 2019.
The Act introduced two new offences:

o An offence for internet service providers, hosting services and content services that
fail to notify the Australian Federal Police within a reasonable time about material
relating to abhorrent violent conduct occurring in Australia (the ‘failure to notify’
offence), and

o An offence for content services and hosting services that fail to remove abhorrent
violent material expeditiously (the ‘failure to remove’ offence).

If asked: opportunities for further consultation or amendment to the legislation? 

We have provided briefings on the legislation to a number of social media companies,
including through the new Taskforce to Combat Violent Terrorist and Extreme Material
Online.  We will continue to update members through this forum.
We are currently developing guidance material, in consultation with the AFP, about the new
provisions and practical steps for notifying the AFP. This will be available shortly.
We are currently in caretaker, and while it will be a matter for an incoming government, we
note that both the Government and Opposition have indicated that the legislation will be
referred to a Parliamentary Committee.

o The Government indicated it would refer the Act to the Senate Communications
Committee and Opposition has indicated it would refer the Act to the PJCIS.

If asked: Will the law force providers (Facebook) to break US laws? 
The application of the offences will not require foreign companies to act in contravention of
foreign laws. The Attorney-General’s consent will be required before a prosecution can be
commenced. This will guard against inappropriate prosecutions, including by ensuring that
any obligations under foreign laws can be taken into account.
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The Act creates two offences:
o An offence for internet service providers, hosting services and content services that

fail to notify the Australian Federal Police within a reasonable time about material
relating to abhorrent violent conduct occurring in Australia (the ‘failure to notify’
offence), and

o An offence for content services and hosting services that fail to remove abhorrent
violent material expeditiously (the ‘failure to remove’ offence).

‘Abhorrent violent material’ is limited to very specific categories of the most egregious
violent audio-visual material produced by the perpetrator or their accomplice.
It must record actual acts of murder, rape, torture, terrorism involving physical harm and/or
violent kidnapping.  It must also be material that reasonable persons would regard as being,
in all the circumstances, offensive.
The ‘failure to notify’ offence attracts a fine of up to $168,000 for individuals and $840,000
for corporations (ie 800 penalty units, with corporate multiplier applied for corporations).
The ‘failure to remove’ offence attracts:

o for a corporation, up to 50,000 penalty units ($10.5 million) or 10% of the annual
turnover of the company, whichever is greater, or

o for an individual, up to 10,000 penalty units ($2.1 million) and 3 years’
imprisonment.

A defence to the ‘failure to notify’ offence is available if the internet service provider,
hosting service or content service can show that they had reasonable grounds to believe the
AFP was already aware of the details of the material.
Defences to the ‘failure to remove’ offence are available for law enforcement, news and
current affairs, public policy advocacy, good faith artistic work, research purposes,
court/tribunal proceedings, and the performance by public officials of their duties (and
individuals assisting these officials in their duties).

New role of the eSafety Commissioner 
Under the proposed legislation, the e-Safety Commissioner will have the power to
issue a notice to a person who provides a content or hosting service.
The notice will state that at the time the notice was issued the abhorrent violent
material could be accessed or was hosted on the service.
The effect of this notice will be to create, for the purposes of prosecution
proceedings, presumptions that:

o the person was reckless as to whether the abhorrent violent material could
be accessed or was hosted on the person’s service, and

o the person was reckless as to whether the material was abhorrent violent
material.

These presumptions will apply to the elements of the ‘failure to remove’ offence
unless the person can point to evidence that suggests a reasonable possibility that:
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o the person was not reckless as to whether the material could be accessed or
was hosted on the person’s service, and

o the person was not reckless as to whether the material was abhorrent violent
material.

In any subsequent prosecution, the notice will create a presumption that a service
provider was reckless about their service being used to access abhorrent violent
material.

Persons subject to the offences 
The new offences in the Act do not target end-users who access or share the content.

o The Criminal Code already has serious offences for those who urge violence against
groups, and members of groups, distinguished by race, religion and other factors.

o The Code also already has offences for individuals who menace, harass and cause
offence over the internet.

The new offences only apply to internet service providers, hosting service providers and
content service providers.
Examples of these are as follows:

Internet service providers Hosting service providers Content service providers 
Telstra Amazon Web Services (hosts eg Netflix, 

Expedia) 
Facebook 

Optus Google Cloud Platform Instagram 

TPG Microsoft hosting services Twitter 

iiNet YouTube 
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AUSFTA Joint Committee Meeting 

Wednesday, 1 May 2019 

Item 5.2 – “Amendment on Sharing Abhorrent Violent Material” – led by USA ( ) 

Abhorrent Violent Material Act  

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019
commenced on 6 April 2019.
The Act introduced two new offences:

o An offence for internet service providers, hosting services and content services that
fail to notify the Australian Federal Police within a reasonable time about material
relating to abhorrent violent conduct occurring in Australia (the ‘failure to report’
offence), and

o An offence for content services and hosting services that fail to remove abhorrent
violent material expeditiously (the ‘failure to remove’ offence).

‘Abhorrent violent material’ is limited to very specific categories of the most egregious
violent audio-visual material produced by the perpetrator or their accomplice.

o It must record actual acts of murder, rape, torture, terrorism involving physical harm
and/or violent kidnapping.

o It must also be material that reasonable persons would regard as being, in all the
circumstances, offensive.
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‘Abhorrent violent material’ is limited to video, audio or audio-visual material that the
perpetrator(s) or their accomplices have recorded or live-streamed in the course of carrying
out a terrorist act, murder, attempted murder, torture, rape or a violent kidnapping.
It must also be material that reasonable persons would regard as being offensive, within the
meaning of offensive in Part 10.6 of the Criminal Code.
The definition includes altered or modified material.
The scope of the definition excludes material recorded or live-streamed by bystanders.

Penalties and Defences 

The ‘failure to report’ offence attracts a fine of up to $168,000 for individuals and $840,000
for corporations (ie 800 penalty units, with corporate multiplier applied for corporations).
The ‘failure to remove’ offence attracts:

o for a corporation, up to 50,000 penalty units ($10.5 million) or 10% of the annual
turnover of the company, whichever is greater, or

o for an individual, up to 10,000 penalty units ($2.1 million) and 3 years’
imprisonment.

A defence to the ‘failure to report’ offence is available if the internet service provider,
hosting service or content service can show that they had reasonable grounds to believe the
AFP was already aware of the details of the material.
Defences to the ‘failure to remove’ offence are available for law enforcement, news and
current affairs, public policy advocacy, good faith artistic work, research purposes,
court/tribunal proceedings, and the performance by public officials of their duties (and
individuals assisting these officials in their duties).
The Act also gives the e-Safety Commissioner a new power to issue a notice stating that a
content or hosting service is being used for abhorrent violent material.
In any subsequent prosecution, the notice will create a presumption that a service provider
was reckless about their service being used to access abhorrent violent material.

Persons subject to the offences 

The new offences in the Act do not target end-users (ie. members of the public) who access
or share the content.

o The Criminal Code already has serious offences for those who urge violence against
groups, and members of groups, distinguished by race, religion and other factors.

o The Code also already has offences for individuals who menace, harass and cause
offence over the internet.

The new offences only apply to internet service providers, hosting service providers and
content service providers.
Examples of these are as follows:
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Internet service providers Hosting service providers Content service providers 
Telstra Amazon Web Services (hosts eg Netflix, 

Expedia) 
Facebook 

Optus Google Cloud Platform Instagram 

TPG Microsoft hosting services Twitter 

iiNet YouTube 

Extent to which individuals may be captured by the new offences 

The new offences apply to legal and natural persons.
Under the Criminal Code, a person who aids, abets, counsels or procures the commission of
an offence by another person is taken to have committed that offence and is punishable
accordingly.
It may be possible to lay charges on individuals where the main offender is a company if the
prosecution can show the individual or individuals, for example, aided and abetted the
company.
It will be a matter for the courts to consider whether the behaviour of the individual meets
the threshold for aiding and abetting.

New role of the eSafety Commissioner 

Under the proposed legislation, the e-Safety Commissioner will have the power to issue a
notice to a person who provides a content or hosting service.
The notice will state that at the time the notice was issued the abhorrent violent material
could be accessed or was hosted on the service.
The effect of this notice will be to create, for the purposes of prosecution proceedings,
presumptions that:

o the person was reckless as to whether the abhorrent violent material could be
accessed or was hosted on the person’s service, and

o the person was reckless as to whether the material was abhorrent violent material.
These presumptions will apply to the elements of the ‘failure to remove’ offence unless the
person can point to evidence that suggests a reasonable possibility that:

o the person was not reckless as to whether the material could be accessed or was
hosted on the person’s service, and

o the person was not reckless as to whether the material was abhorrent violent
material.
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AAgenda Item 5.2 

Digital trade issues– Amendment on Sharing Abhorrent Violent Material 

Handling Note: 

[for DFAT to complete] 

This is a US-led agenda item. In response to US points on this agenda item, call on 
Ms Elizabeth Brayshaw (AGD) to provide Australia’s response. 

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 commenced
on 6 April 2019.

The Act introduced new offences for internet service, hosting and content providers that fail to
report and remove ‘abhorrent violent material’.

Background 

The Criminal Code Amendment (Sharing of Abhorrent Violent Material) Act 2019 commenced on 6 
April 2019. The Act creates two offences: 

An offence for internet service providers, hosting services and content services that fail to
notify the Australian Federal Police within a reasonable time about material relating to
abhorrent violent conduct occurring in Australia, and
An offence for content services and hosting services that fail to remove abhorrent violent
material expeditiously.

The offences are punishable with significant criminal fines (up to 10% of a company’s annual 
turnover for breach of the failure to remove offence). It may be possible to lay charges on individuals 
such as senior executives where the main offender is a company if the prosecution can show the 
individual or individuals, for example, aided and abetted the company. Executives may also be 
imprisoned according to standard principles of corporate criminal liability.   

Prepared by:  Cleared by: Elizabeth Brayshaw AS, Security 
and Criminal Justice Branch, Attorney-
General’s Department 

Phone:  Phone:  

Date: 29/04/2019 Date: 01/05/2019 

Consultation: Date: 

Name: Phone: 
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PARLIAMENT OF AUSTRALIA • HOUSE OF REPRESENTATIVES 

PAUL FLETCHER MP 
Federal Me m be r for Bradfield 
Minister for Famil ies and Soc ial Service s 

19 Aptil 201 9 

The Hon. Christian Porter M P 
Attorney-General 
Parliament House 
CANBERRA ACT 2600 

~ , t,)4.-

Dear Atton/y-General 

I wri te to you on behalf of my consti tuent, 5 .:t?F(1) regardi ng hi s concerns 
about the Criminal Code Amendment (Unlawful Showing of Abhorrent Violent 
Material) Bill 2019. Further details of thi s issue are contained in the correspondence 
attached. 

I would welcome your advice in relation to this matter. 

Yo urs sincerely 

rV) kl 

Paul Fletcher 

PF/bw 
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2 9 APR 2~~) 
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Level 2, 280 Pacific Highway, Lindfield NSW 2070 • T 02 9465 3950 
P O Box 6022 Parliament House, Canberra ACT 2600 • T 02 6277 7560 
paul.fletcher.mp@aph.gov.au • www.paulfletcher.com.au • Liberal M ember for Bradfield 
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R e: T he Criminal Code Amendment (U nlawful Showing of 
rent Violent M ater ial ) Bill 2019 

Hon Paul Fletcher \.fP 
Suite 1, Level 2 
280 Pacific Highway 
Lindfield NSW 

Dear Minister, 

s 47F(1) 

April 2, 2019 

1 am writing today to warn you of the dangers of The Criminal Code Amend
ment (Unlawful Showing of Abhorrent Violent. Material) Bill 2019. I am also 
writiug to the Communications Minister and Attorney General. T wish to make 
you too (tlie represe11tative for my electorate) aware of my concerns. 

Evc-ryonc wants abhorent material to be hard to find , but at what cost? 

There wi ll never exist. an algorithm to accurately detect abhorrent violent ma
terial. Simply chanting buzzwords like " Artificial Intell igence" and "Machine 
Learning" will not solve the problem. Existing contem filt.ers are heuristic, and 
will always be flawed. 

Censorship is like a scc-s;nv. T he more aggressively you blodc bad contPnt, 
the more innocent contrnt gets wrongfully blocked. T he consequences of ovPr
blocking are incredibly severe. A filLer which is 99.999% accurate will still end 
up blocking more innocent content than bad content, simply because of how 
Bayesian Statistics works when there are a few bad videos amongst billions of 
innocent ones. 

Blocking live-:;crea.rn i11g of munfor sounds goo<l a.t first. However l:On:,ider wlaat 
will happc 11 next t irnc a byst.ander t i-ies to live stream a corrupt cop :;hoo~iug 
a11 u11anned black teeu. The evidence will be lost, aud a murderer will literally 
walk free , because of the fil ter yon a.re forcing upon the world. 

Some literal war criminals have walked free from conviction because YouTube 
and Facebook deleted the video evidence of their crimes, since they deemed it 
co be terrorist propaganda1 . 

As tlte law currently stands, the platforms have the per fe<:t incentive to find 
a bala nce bctwcc11 censoring bad contc11t, a11<l retaining free speech. [ f tltey 
censor too mnch or too li tt le, nsrrs will leave. ff yom proposf'd hill pA.~SN!, 
that will give them a strong incentive to lean the see-sa.w towards more censor
ship. and no sig11ificanL incentive will remain to reLain free speech. ancl ensure 
minimal false-positives. 

The government claims LO suppon business, and freedom. YeL this bill will 
harm both, without bringing about much good. 

There will be a lar.k of good, because those who wish to find abhorrent videos 

1 http;,:/ /theintercept.com/2017 / l 1/02/war-crimes-youtube-facebook-syria-rohingya/ 
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will find a way. I have no donbL Lhat. l could find a video of Lhe New Zealand 
aLlack within an hour if I Lried. 

YouTube was created by two ordinary dudes in their garage. Google was cre
ated by two students in a college dorm . H the next YouTube needs a whole 
offi ce full of staff watching flagged videos 24 / 7, and a tea1u of world-leading 
PliD graduates writing fil ter code before they grow, there will not be a11otlier 
YouTubc. lf that happens, everyone loses. People upload 2 bill·ion I.tours of 
innocent content to Yo11T11be carh year. Even if a fC'w bad apples slip through, 
t hat platform is still provising a. net be nefit to sorit'ty. That is why yon need to 
keep it possible for entrepreneurs LO rrea1,e Lhe next. Yo11T11bP. Every t.irne you 
legislate for fi lters, and moni toring, and interception, you hammer a nail in the 
coffin of startup possibili ty (as well as freedom). We a.!J s uffer as a consequence. 

Citizens do not need to have their hand held by a na nny. Accidental viewing of 
the ew Zeala 11d attack was scarce, no different to acciden tal viewing of other 
violence. These arc not extreme• ti rncs. Rat<-'S of violent dcatl1s 11at io11a ll _y a ud 
g lobally l.tavc bt-c11 de<.:l i11i11g for t he past few decades. 

You shotLld take Lhe Lime to consider l he consequence1, o[ Lhis biU. Do not rus h 
it through . It is clear t hat you lack a sufficient understanding of the technical 
challenges and scalability of such fi ltering. So stop and take yow· t ime. 

Pleillie do 11ot rusl1 tltis bill through. Take the ti111e to properly cousider the 
s ide effects. Take t lie ti me to weigh up Llie impact of wrongfully blocking 
i11noccnt coutcm, a nd preventing c11trcprcnctu-s from c rcati11g a uy uew social 
media platform. It is not worth d<>St.roying thr possibili i.iy of a bettf' r fumrt' 
social media rompany, just bcrausC' a fC'w bad applrs slip through sometimes. 

2 

Yours faithfully 
s ~7F(1) 
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Mr Paul Fletcher MP 

The Hon Christian Porter MP 
Attorney-General 

Minister for Industrial Relations 
Leader of the House 

Minister for Communications, Cyber Safety and the Arts 
Federal Member for Bradfield 
Level 2, 280 Pacific Highway 
LINDFrELD NSW 2070 

Dea, -.J()~ 

MCJ 9-003335 

1 8 JUN 2019 

Thank ou for your letter of 19 April 2019 on behalf of your constituent, 
5 ~?F(1) about the Criminal Code Amendment (Sharing of Abhorrent Violent 
Material) Act 2019. l appreciate the time you have taken to bring this matter to my 
attention. 

547F(1) wrote to me on 2 Apri l 2019 in the same terms. I am pleased to advise my 
department responded to 5 47F(1) on 16 May 2019. I enc lose a copy of this response 
for your records. 

Thank you again for bringing 5 47F(1) 

Yours sincerely 

The Hoo Christian Porter MP 
Attorney-General 
Minister for Industrial Relations 
Leader of the House 

concerns to my attention. 

Encl. Response to 5 ~?F(1) of 16 May 20 19 

Parliament House. Canben-a ACT 2600 • Telephone (02) 6277 7300 Fax (02) 6273 4102 
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MCl 9-002685 

16 May 2019 

s 7F(1) 

Dear s 47F(1) 

Australian Government 

Attorney-GeoeraPs Department 

Thank you for your letter of 2 April 2019 to the Attorney-General. I am replying on 
be hal f of the Atto rney-Gene ral as the Gove rnment is now in a caretaker period pending 
the outcome of the e lection. 

Your letter rai ses co ncerns about the po tential uninte nded effects of the Criminal Code 
Amendment (Sharing Abhorrent Violent Material) Act 2019 (the Act), which was passed 
by the Gove rnment on 4 April 2019. We appreciate the time you have taken to bring thi s 
matter to our attenti on. 

The attack in Christchurch on 15 March 20 l 9 demonstrated the po tential for on line 
pla tforms to be weaponised by offende rs to spread the ir vio lent and extreme messages . 

The Act requires content, internet a nd hosting prov iders to repo rt abhorrent vio lent 
conduct that has occurred or is occurring in A ustra lia, and is accessible through, or 
hosted on, their serv ices , to the Austra lian Federa l Po lice. The Act a lso creates a new 
offence fo r any content o r hosting service provider who fails to expeditious ly re move 
abhorrent vio lent materia l. 

The definition of 'a bhorrent vio lent material ' is narrowly defi ned. It is limited to very 
specifi c categories of the most egregious vio lent audio -vi sua l ma te ria l produced by the 
perpetrato r o r their accompli ce . It must record actual acts of murder, rap e, to1t ure, 
terrorism invo lving phys ica l harm and/or vi olent kidnapping. lt must also be material 
that reasonable persons would regard as be ing, in all the circumstances, offensive. 

The Act a lso includes a requirement fo r a review of the leg islati on to be co nducted two 
years after comme ncement which will cons ide r the operation of th ese new offe nces. 

Thank you for your correspondence. We trust thi s info rmation is o f a ssistance to yo u. 

Yours sincere ly 

() . 
_/4 J·p '-'?J.1 ..... ~ 

Elizabeth Braysbaw 
Assistant Secretary 
Security and Crimina l Justice Branch 

3-5 National Circuit. Barton ACT 2600 Telephone (02) 6141 6666 www.ag.gov.au ABN 92 661 124 436 
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Regarding the Criminal Code Amendment (Sharing of Abhorrent Violent Material) Bill 
2019, I have a specific problem with the expression "reasonably capable of being 
accessed within Australia". There is no definition of this expression, and it is rather 
open to interpretation. The only practical method that a content host has of 
preventing access to material from Australia is to refuse to deliver it to Internet 
addresses that are known to be allocated to ISPs in Australia.  

A person in Australia will still be able to access the content if they use a VPN that 
makes it appear that they are located somewhere other than Australia. This is very 
easy to do, and is a service that is offered by many VPN providers. If, as a result, the 
content is construed as being reasonable capable if being accessed in Australia, then 
the only way a content provider has to comply is to remove the content entirely, so 
that it is not accessible by anyone in the world. Such an extraterritorial legislative 
reach could conflict with the laws of other countries that have differing legislative 
arrangements regarding freedom of speech. 

I would suggest that the expression be defined to make it clear that content is not 
reasonably capable of being accessed in Australia if a person has to take steps to 
obtain it that defeat actions taken by the content host to prevent access from 
Australia. 
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